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1 Thank You and Introduction

Thank you for purchasing FireMon, the leading Security Operations
Management solution by Secure Passage. FireMon is a software
product that helps you monitor and manage changes to firewalls,
routers, switches and other network security devices so that you
can ensure proper device operation.

About This Guide

This guide is intended for product administrators who are installing
FireMon for the first time.

This document assumes you have familiarity with:
e TCP/IP Networking and LAN technology
e Your network and firewall structure

e Administrator permissions and device management
knowledge for the devices that you plan to monitor with
FireMon

Please complete the chapters in order to prevent installation errors.

Help
If you encounter any problems while installing FireMon, please
contact our Support team. Please provide the following information:
e Your name
e Company
e Version of FireMon
e OS
e Description of the error or issue that you are encountering
e Supporting information like screen shots or error messages

Telephone: +1 (913) 948-9570
Email: support@firemon.com.

For FireMon evaluation users only: please contact us at
evals@firemon.com so that your inquiries are routed to the Eval
Support team.

©2009 Secure Passage.
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yAlFireMon Basics

This chapter introduces you to the main FireMon components,
communication and the devices that FireMon monitors.

What is FireMon?

FireMon is a software product that helps you monitor and manage
changes to firewalls, routers, switches and other network security
devices so that you can ensure proper device operation.

FireMon Components
The FireMon software consists of four components:

Application Server (AS): Stores the data collected by the
Data Collector in the Database. Processes all transactions
that occur between the GUI and the Database. The
Application Server is installed on a single machine in your
enterprise and it must have connectivity with the Data
Collector. It is installed on a Linux or Windows platform.

and new data created by users in the GUI. The Database is
installed on the Application Server host machine. It is
installed on a Linux or Windows platform.

Data Collector (DC): Monitors devices for change. The DC
must have connectivity with all network security devices

L and the Application Server. Multiple DCs can be installed
on separate server-class machines for scalability or
geographic reasons. It is installed on a Linux or Windows
platform.

Graphical User Interface (GUI): Interactive environment

‘ for viewing device data stored in the Database. The GUI is
installed on the Windows desktop of every user who uses
FireMon and must have connectivity with Application
Server.

©2009 Secure Passage.

Database: Records the data collected by the Data Collector

Chapter Objectives

v" Understand the four
software
components that
make up FireMon

v'  Learn how FireMon
communicates with
your devices

v'  Learn what devices
FireMon monitors



Communication Model

FIREMON FireMon Application Server
and Database

Communication Model
-
g Network Devices

‘ Fy (Cisco, F5, Blue Coat)

FM3192
" SYSLOG
! — FM3192

_ FM3193

g::ﬁigal User Interface FM3192 3

@ ——cPMmI LEA—_:

('zti:Leeg(aFl’lc:Sint, Juniper, Cisco, Secure Computing) Data Collector(s) gﬁf’émfmcm, Log Server)
Supported Devices
Manufacturer Device Versions
Cisco ASA 7 and later
Cisco Catalyst® OS (CatOS) 6.1 and later
Cisco 10S® 11.0 and later
Cisco PIX® 6.0 and later
Cisco FWSM 3.0 and later
Nokia IPSO 3.4 and later
Check Point® Firewall-1® NG™ FP3 and later
Check Point VPN-1 Edge™ NGX™ and later
Check Point i ® i

DOF::;‘i’rLdgggve:\"(‘K/'ltlgs) NG FP3 and later
Check Point Provider-1
Customer Management NG FP3 and later
Add-on (CMA)

Check Point SmartCenter™ NG FP3 and later
Check Point Log Servers NG FP3 and later
Check Point SecurePlatform™ NG FP3 and later
Juniper Networks NetScreen® 5.0 and later
Juniper Networks Ne’t\\/llv;)nrlg;grd(’\?gcﬁl)rity 2008.1 and later
Crossbeam Systems XOS™ 8.x and later
Crossbeam Systems cCos ™ 6.x and later
Secure Computing Sidewinder
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3 Install FireMon

This chapter provides the installation processes for Windows and
Linux deployments. v'  Learn system
requirements for
installing FireMon

Chapter Objectives

For FireMon evaluation users only: if you are running an
evaluation version of FireMon packaged as a virtual machine, the
following installation procedures will not apply. Please refer to the v Install FireMon
User Center for instructions on installing FireMon. software

Installation System Requirements

Component HDD OS Platform

GUI 47 MB Windows®: 2003, XP

Windows: 2003, XP
Linux: Red Hat Enterprise Linux™ 4
CentOS Linux 4
FireMon Appliance (SPX
120, 250, 500, 502, 504r)
Windows: 2000, 2003, XP
Linux: Red Hat Enterprise Linux 4
Data Collector 40 MB CentOS Linux 4
FireMon Appliance (SPX
120, 250, 500, 502, 504r)

Application Server / 60 MB /
Database 75 MB

Installation Options

In most cases, you will install the FireMon Application Server,
Database and Data Collector on a single machine. For geographic
or scalability reasons, you can install multiple Data Collectors on
different machines.

Install FireMon on Windows

Please complete this process if you are installing the FireMon
Application Server on a Windows machine.

1. Allocate Space on Your Server

To allocate space on your Windows Application Server machine for
processing activities and data, please follow the guidelines listed in
the Appendix. If you have sizing questions regarding your
organization's system or questions that are not addressed, please
email our Support team at support@firemon.com.

2. Upgrade to Java 6 (1.6) or later

Download and install Java 6 Update 14 on the Application Server
host machine. You can download Java Runtime Environment (JRE)
6 (also known as 1.6) or later, or the latest Java Developer Kit
(preferred), which will include JRE 6 or later. If you do not download
and install Java 6 manually, the FireMon Server installer will launch
a bundled JRE 6 Update 14 for you.

©2009 Secure Passage. 8
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3.

Install ActivePerl

Download and install ActivePerl by Active State on the Application
Server host machine. You can download it for free at
www.activestate.com. Be sure to download the ActivePerl Microsoft
Installer (MSI), not the ActiveState installer (AS package).

Download FireMon

1. Log into the User Center at
https://usercenter.securepassage.com. Your username and
password were emailed to you with your FireMon product
license file.

2. Go to Downloads>Current Downloads.

3. Download the Application Server installation package.

4. Download the GUI client installation package.

Install the FireMon Server Components

The installation EXE launches the FireMon Setup Wizard, which
installs the Application Server and Database and Data Collector on
a single machine in your enterprise. If you have worked with our
sales engineers to determine that you need more than one Data
Collector, please contact us for an alternate installation procedure.

1. Open the FireMon Server executable file on the machine where
you want to install the Data Collector or Application Server and
Database. When the Welcome screen appears, click Next.

2. Review the terms of the license agreement. If you agree to the
terms, click | Agree, and then click Next.

3. Make sure that both the Application Server and Data Collector
check boxes are selected and click Next. The Database is
automatically installed on the Application Server host machine.

Select the installation folder for FireMon and click Next.

5. Select the Database installation folder and click Next. Shared
network drive is not supported.

6. Enter the IP Address of the host machine on which the
components will be installed and click Install. The IP address
should be the same Application Server IP address that you
provided to Secure Passage to generate your FireMon product
license.

©2009 Secure Passage.
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6.

7. When the installation is complete, restart the Application Server

and Data Collector services.

a. Inthe Start menu on the desktop, click Run. Then type
services.msc and click OK.

b. On the right side of the window, right-click the entry
“Secure Passage FireMon Data Collector” and select
Restart. Wait for the service to start before continuing.

c. On the right side of the window, right-click the entry
“Secure Passage FireMon Application Server” and select
Restart. Wait for the service to start before continuing.

Install the FireMon GUI Client

Download or copy the GUI Client package to the Windows desktop
of any user who will use FireMon. Open the .exe file to run the GUI
Client Setup Wizard.

This step can be repeated on the Windows machine of any user
who will be using FireMon.

Note that if the .NET 3.5 SP1 framework is not installed on the
Windows computer, the GUI Client installer will prompt you to
download it from the Microsoft Web site. This step will require an
Internet connection and a browser.

©2009 Secure Passage.
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Configure the SPX Appliance for FireMon

Please complete this process if you are configuring an SPX
appliance (Linux) for the first time.

Your SPX appliance ships with the latest version of FireMon
installed. However, the appliance must be configured for FireMon to
work in your system. All appliance configuration is done at the
command line.

It is assumed that you have already physically installed the
Appliance.

Required Information

Before you begin, please make sure that you can provide the
required information.

Required Information
1. The hostname of the device, including domain name.

2. The interfaces that should be active.
3. The static IP address and netmask for the primary network

interface.

4. Desired password for the “root” user, which gives root console
access.

5. Desired password for the “firemon” user, which gives CLI
access.

Recommended Information
1. Default gateway IP address.
2. DNS server IP address.

Connect a console to the Appliance

The Appliance is configured to accept console connections through
the VGA and keyboard ports, or through a serial console.

The serial console is configured with the following settings:

e 9600 baud

e No parity

e 8bits

e Vi100 emulation

¢ No flow control

©2009 Secure Passage.



1.

If you have not already done so, connect a console to the
appliance:

A. Make sure that power to the appliance is off.

B. Connect the appliance to the network by plugging an
Ethernet cable into ethO.

C. Plug the following components into the proper ports on
the back of the appliance:

A. Keyboard — USB or PS2, and VGA monitor, or
B. Serial console

2. Connect the power cord to the appliance and plug into a power

supply.

On First Boot, Run the Configuration Wizard
The first time you boot the appliance, a configuration wizard will run.

Turn on the appliance.

When prompted by the configuration wizard, enter the
information that you gathered earlier.

When prompted by the configuration wizard, confirm the
changes.

After the wizard confirms that the changes have been applied,

the appliance will restart. This step causes the changes to take
effect.

Test the Configuration

1.

Log in with the username “firemon” and the password that you
created in the configuration wizard.

Once the Appliance has been configured, it will accept SSH
connections for logins.

Test the appliance configuration by verifying the status of the
Application Server and Data Collector. Type the command
firemon status.

The output will be similar to the following:

JAS is running...
DataCollector is running

The firemon command also provides stop and start
functionality for the FireMon servers.

©2009 Secure Passage.
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4. Verify Communication

Next, verify the connection between the Application Server and
Data Collector.

1.

Type the command show firemon dc connections.
The output will be similar to:
FireMon DC is accepting connections on:192.168.20.250:3193

FireMon JAS<->DC Connections:192.168.20.250:33488-
>192.168.20.250.3192

Where 192.168.20.250:XXXX is specific to your Data Collector
or Application Server.

Next, confirm that the appliance can connect to the devices
that you want to monitor. Type the ping command from the
Data Collector to verify connectivity.

Example:

firemon@>ping 192.168.20.192

PING 192.168.20.102 (192.168.20.192) 56(84) bytes of
data.

64 bytes from 192.168.20.192: icmp_seq=0 ttl=255
time=2.72 ms

64 bytes from 192.168.20.192: icmp_seq=1 ttI=255
time=1.16 ms

64 bytes from 192.168.20.192: icmp_seq=2 ttl=255
time=1.53 ms

64 bytes from 192.168.20.192: icmp_seq=3 ttl=255
time=1.23 ms

--- 192.168.20.192 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time
3007ms

rtt min/avg/max/mdev = 1.167/1.663/2.721/0.626 ms, pipe 2

In this example, we confirmed that the Appliance is able to
communicate with the device at 792.168.20.192 (in this case, a
device running a Check Point management server).

5. Install the FireMon GUI Client

1.

Download the FireMon GUI client. This step requires and
Internet connection and a browser. You can download the GUI
client package from the User Center at
https://usercenter.securepassage.com. Your username and
password were emailed to your organization with your FireMon
product license file.

Install the GUI Client on a Windows machine. Open the client-
EXE file to run the FireMon GUI Setup Wizard.

This step can be repeated on the Windows machine of any user
who will be using FireMon.

Note that if the .NET 3.5 SP1 framework is not installed on the
Windows computer, the GUI Client installer will prompt you to
download it from the Microsoft Web site.

©2009 Secure Passage.
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4- Set Up Device Monitoring

Before You Begin
Please take a moment to complete the following steps.

1.

Locate Your FireMon Product License

Copy the FireMon product license file to the Windows machine that
you will use to log into the GUI.

Gather Required Information

Please have the following information available. You will enter it in
the GUI shortly after login:

e A username, password and email address for a new
FireMon GUI Administrator account. You will create this
account after you log in.

e Mail server or Syslog server settings. FireMon sends
Notifications via your mail server or Syslog server. Please
provide settings for the method you want to use.
Additionally, email settings are required if you want to
schedule reports in FireMon.

Complete the Device Worksheet

Please take a moment to complete the Device Worksheet in the
Appendix. The information that you provide will quicken the setup
process.

Step 1: Run the First Run Wizard

1.

2.

Open the FireMon GUI.

In the login window, type in the following information for your
Application Server and click OK:

e Username: firemon

e Password: firemon

e Host/IP: for your Application Server

o Port: 3192 (default)

Note: if you are running an evaluation version of FireMon as a
virtual machine (VM), the Host/IP is the same as the IP address of
the VM running FireMon.

Upon successful login, the status bar will show you are “Connected”
and the First Run Wizard will open in a new window.

©2009 Secure Passage.

Chapter Objectives

v" Pre-configure the
devices that you
want to monitor

v"  Log into the GUI for
the first time

v'  Enter basic
application settings
necessary to run
FireMon

v Add devices to
FireMon

v' Verify
communication with
monitored devices

& FireMon - Connect to Server ‘X‘
Instructions gﬁ

Flease type a usemame. password, server address, and server port
number. Click ‘0K when finished to connect,

Sign In

Userame |f\lem0n |

| Remember

Paszword | """"

HostAP [132168.20.222

~ | Servers.

Fort 31932 |
Use S5L

2 - Login window
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4. Complete the First Run Wizard by entering the required information
that you gathered earlier. Make sure that you upload a FireMon
product license. You cannot complete monitoring setup without a

valid product license.

5. The First Run Wizard ends with the Set Up Monitoring screen.
Select Yes and then click Next to exit the First Run Wizard and

begin adding devices.

6. The First Run Wizard closes and the New Device window opens.
Continue to the Step 2: Add Devices section.

Note: if are unable to set up monitoring now, you can begin later by
clicking the Create a New Device text link in the Devices
Navigation. The New Device window opens, and you can continue

to Step 2: Add Devices.

Please note that until you set up monitoring, most of the FireMon
features, including configuration retrieval and analysis, will be

unavailable.

Step 2: Add Devices

In this step you will configure the devices that you want to monitor and
add representations of those devices in FireMon GUI. The processes

listed here are completed both on your device, usually at the command
line or through an administration tool, and in the Devices section of the

FireMon GUI.

Once the device properties are saved, the names of your monitored
devices will be viewable in the Devices Navigation and in the FireMon

Dashboards.

Find instructions for your device vendor on the following pages:

Vendor

Juniper Networks...

Crossbeam...........

Secure Computing..

©2009 Secure Passage.
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Check Point

Step 1: Set Up Configuration and Log Retrieval

FireMon’s Environment Wizard for Check Point enables you to
add some or all Check Point devices that are managed by a
single MDS, CMA or SmartCenter. FireMon detects all of the
associated firewalls, management servers and log servers, and
adds them for you at one time. You can run the Environment
Wizard any time that you want to automatically detect and add
new devices to FireMon.

1. Inthe New Device window in the FireMon GUI, click one of the
following devices and click OK:

¢ Multi-Domain Server (MDS) Environment Wizard if you want to

add all modules managed by an MDS, including CMAs, in a
Provider-1 environment.

e SmartCenter Environment Wizard if you have a SmartCenter.

You can add all modules managed by a SmartCenter.

2. The Check Point Environment Wizard opens.

3. On this screen, complete the steps that will enable FireMon to
communicate with your management server. Then click Next:

1. Select a Data Collector: the IP address of the Data Collector

that will monitor this management server.

Note: if you are running the evaluation version of FireMon

packaged as a virtual machine (VM), the Data Collector IP address

is the same as the IP address of the VM running FireMon.

2. Add FireMon Data Collector IP address as a GUI Client on

your management server.

On a SmartCenter Server, use the Configuration Tool cpconfigto

add the Data Collector IP address to the GUI client list.

In a Provider-1 environment, use the mdsconf1ig utility on the MDS
to add the Data Collector IP address to the GUI client list. The GUI
client entry must also have the proper Customers assigned to it in

order to access the CMAs.

Note: this step is required only once on each management server.

3. Enter the hosthame or IP address of the management
server.

FireMon uses TCP port 18190 to retrieve configurations from
the management server.

©2009 Secure Passage.
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2. GUI Client
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4. Enter credentials.

Username: the username of an administrator account on the
management server. This can be an existing account or a new
read-only account that you create for the Data Collector.

Password: the password of an administrator account on the
management server. This can be an existing account or a new
read-only account that you create for the Data Collector.

4. FireMon verifies communication with the management server. Click
Next.

5. The Rule Usage Setup screen appears.

6. FireMon uses log data as the foundation of the Rule Usage Analysis
feature. FireMon must use Secure Internal Communication (SIC) to
communicate with Check Point log servers. To use SIC, an OPSEC
application object for FireMon must be created in the management
server’s database and the resulting certificate retrieved.

Select Automatic and click Next to let FireMon create this object
automatically for you using CPRA.

This selection requires one-time use of a read-write administrator
login on the management server and that you open port 18210 on
the Application Server host.

Other options
e Select Manual if:

e You have already created the OPSEC object or you
plant to create it

e You cannot enable CPRA
e You cannot provide a read-write administrator login

Then see the Alternate Scenarios section in the
Appendix.

e Select Configure Later if you want to set up log collection
later. Then skip to step 17.

Note: Rule Usage Analysis features will be unavailable until the
OPSEC application object is created and SIC certificate is
retrieved.

Note: it is assumed that you have enabled logging (in
SmartDashboard) for each rule for which you expect rule usage.

©2009 Secure Passage. 17



7. The “CPRA Requirements” screen appears.

8. On the Application Server host, make sure that port 18210 is open.
FireMon will use this port to automatically create the OPSEC
application object that will represent the FireMon Data Collector.

9. On your management server, enable Check Point Roaming
Administrator (CPRA):

A. On NGX (and NG Al up to NG FP3):
1. Log into SmartDashboard ™.
2. Go to Policy>Global Properties.
3. Select OPSEC in the left pane and select Allow remote
registration of OPSEC products.

B. On NG FP3 and later:
Add the file cpra.conf to the $FWDIR/conf directory on the
management server. This file should contain the line:
allow remote ra=yes.

You do not need to restart the management server after this file
is added.

10. Make sure that all users with Read/Write permissions are logged
out of the policy editor associated with this management server.
OPSEC object creation will fail if anyone with Read/Write
permissions is logged into a policy editor.

11. On the “CPRA Requirements” screen in the FireMon GUI, click
Next.

12. The “CPRA” screen appears.
13. Enter the following information:

Username: The username for a Check Point administrator
account with Read/Write permissions

Password: The password for a Check Point administrator
account with Read/Write permissions

Network Object Name: The name of the OPSEC application
object as you want to see it in the management server
OPSEC Application Name: The name of the OPSEC
application associated with the Network Object, as you want to
see it in the management server

16. Click Next. FireMon will create the object and retrieve the SIC
certificate.

©2009 Secure Passage.
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///////

Caution: If all users with read/write access are not logged out of
SmartDashboard, an error will appear indicating that object creation
has failed.

17. The Application List screen appears. This screen displays a list of
all devices managed by the MDS, CMAs or SmartCenter, including:

The MDS and CMAs or SmartCenter

e Clusters

e Cluster Members

o FireWall Modules

18. Review the available information and make changes as necessary:

@ FireMon - Check Point Environment Wizand

Retrieving Application List o
Please walt while the system communicates with the server and retrizves a list of devices. This process could take several minutes. ﬁ
Application Import Tips
You may change the Data Collector for many applications at ance by selecting the rows that youwant to change before using the editor below, Please iefer to the
dministiator Guide for more infoimation.
Applyto: Al Selected, Unselected
Import | Application Name | 1P Address Version Customer  DataCollector | Status ~
[0 SplathGXHMDS 13216820190 Check Point - MDS [NG FP3 and newer] 19216820250 already exists ]
[] rahooChA 192.168.20.192 Check Point - SmartCenter or CMA ‘rahooCia, alieady exists
[ rahooChA 18216820192 Check Point - Log Server ‘YahooCha aligady exists =
AmazonChid, 192162.20.193  Check Poirt - SmartCenter or CMA AmazonCha, 19216820250
AmazonCha 192168.20.193  Check Point - Log Server AmazonCMa, 19216820250
[ GooglelhA 13216820191 Check Point - SmartCenter or CMA GoogleChA aligady exists
[] GoogleCMa 192168.20.191  Check Point - Log Server GoogleChA alieady exists
[ LlycosCMA 18216820194 Check Point - SmartCenter or CMA LycosCha alieady exists
[] LecosCMA 13216820194 Check Point - Log Server LycasCha, aheady exists
[] rahooClM 192.168.20.202 Check Point - Log Server ‘rahooCia, alieady exists
[ GooglelLM 18216820 201 Check Point - Log Server GoogleChA aligady exists v
@ m &
Data Calector: | o Applyto Al Selected, Unselscled
Device Information e

Import
This check box indicates the devices that you want to import. By
default, all applications will be selected for import unless they
already exist in FireMon.

Clear the check boxes of any devices that you do not want to
import.

Note: OS’s that run the application are not added as “devices.” After
the Environment Wizard is finished, you must select the OS’s as
properties for Check Point devices. See instructions for adding your
device vendor in this document, or the Device Properties section for
your vendor in the Administrator’s Guide.

Application List

Note: To use FireMon’s Rule Usage Analysis feature, you must
allow FireMon to import representations of your Log Servers. Log
servers that log to a management server will appear in the device
properties for your CMA or SmartCenter; they will not appear in the
GUI as separate devices.

19. Click Next to add the devices to FireMon.

20. When FireMon has finished adding your devices, click Finish to
close the Wizard.
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Step 2: Verify Communication

To verify that FireMon can retrieve configurations and usage data
from the device :

@ FireMon-4.1.0 - [firemon®192.168. 20.250]
1. In SmartDashboard, install the Check Point database to e
the management server and the log server. This action 60 T 7. Right-click and
makes the OPSEC certificate active, so it is imperative o= . select View Rule :
that you complete this step. e g, Ther Usage. ol
e H%Tl
2. In SmartDashboard, push a policy to the FireWall e e oA e H
Modules. This step is necessary for FireMon to associate ‘ § Rz, S e
logs with the correct policy and objects for Usage By = .
Analysis. e — L T
oo ﬁe e e Bl o A
Note: If this step cannot be completed now, complete a N [
Policy Save in SmartDashboard and continue to step 3. i 5. Double-click to
After you push a policy, return to this section and | open the policy. — = )
g s 0 Comat B v 10085 3]

complete steps 7-9.

All Devices

3. FireMon retrieves the policy.

4. In the Devices Navigation in the FireMon GUI click All

Devices.
5. Double-click the record of the policy save in the uFirotiond. | lual Gremone122.186.20,25]
R .. t b &~ @ - Ble Edit View Tools Help
evisions tab. hWaM:0:0 &b
L start Page [ Splat NGX-FW-1 X | -
6. The policy opens in a new tab. At this point, J,E'.T“—n S— .
communication with the device has been verified. =l | e o o =
B4 network Objects | Partner Access
) . ‘gsemc!s ' L ¥ Negated
7. To verify usage collection, make sure that you have e e = x nboos
pushed a policy to the Firewall Modules. Then, wait for the W s e
minimum Log Update Interval to pass (default is 10 O i Demcameme A
minutes). Go to the Devices Navigation in the FireMon B = .on w001 . g
GUI and click All Devices. 2% LabGeartehet s ssh AL F1S31580019 5] Lab_Giear
27 Lab Gear hitp drop A F199.1580.0:19 Lab Gear
28 AL F-199,158,104.0-21-Renamed ﬁ[‘;\i‘:z‘; e
. . . . . . 2 H21-Rename O Bild3erv!
8. Right-click the newly retrieved configuration in the ® A e
ReViSionS tab and SeIeCt VieW RUIe Usage. Splat-NGX-FW-1 152&6!1!.21:("::!(%\:‘{CVu!{:r‘MEmb:rlufﬁfluu! 2:22:47PM pli@PingShanLi-Dell Install 14.63 MB -

Check Point Policy in FireMon

9. Rule Usage Data opens in a new tab.
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Cisco

Step 1: Configure Devices and FireMon Properties

1. Add a user account for the FireMon Data Collector with level 15
permissions. Then write down the username and password. You will
need this information for a later step. Remember to enable
Authorization.

Enable SSH access from the Data Collector |IP address.

Set the FireMon Data Collector as a Syslog logging server on the
Cisco device. Ensure that the Syslog Logging Level is set at a
notification level of "informational."

4. If you expect to have ACL traffic, make sure that the keyword “log”
is at the end of each ACE. This step is necessary if you want to use
the Rule Usage Analysis features in FireMon.

& Cisco ASDM 5.2 for ASA - 192.168.20.74

File Opfions Tools Wizards Help

Add a User Account
for the Data

Startup Vizard

g Ak Setup
2 Anti-Spoofing

User Account:

Nmin
cIsco

Collector

Forward Packet Tracer

ry
0
.
.

Create entries in the ASA local user database. Command authorization must be enabled in order for
the user account privileges to be enforced. To enable command authorization, go to

Interiaces

o -8 arp

42 Auto Update
Sscurty Policy | -, 42 Cliertt Upcate

[ certificate
%; @' Device Access
NAT =8B Device Administrstior
Bermner

7= 2 Boct Image/Confi

s CLI Prompt

VEN

© clock
B consale

; %CSDSaup
et Device

CSD Managet

& Cisco ASDM 5.2 for ASA - 192.168.20.74
File Opfions Tools Wizards Help

enable_19 15 NI iR,

Cisco ASDM | User Accounts

[EEIES,

Search Find -

=2

Configuration  Montoring

@

Home:

@ﬁ; =-ff8' Device Access

| Back Forvard

L
Cl Stttz |{ Secure Shel Collector IP address
B A4 Setup
Interfaces | ] & arti-Spoofing .
CL ARP Allowved SEH Version(s) Timeout minutes %,
By | - 42 Auto Update [
Security Policy 48\ Cliertt Upciate 2
B2 certificate Specify the addresses of all hostsinetworks which are sliowed 10 access the ASA using =

Secure Shell (SSH)

Allow SSH access
from the Data

Packet Tracer

Ll mas mccess

3B Devics Administration
B DHCP Services

€S0 Manager NS
" g High Availabiity and Sca
Failover

Routing

BB Franmert
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4. In the New Device window in the FireMon GUI, select the device
that you want to add and click OK:

5. Enter the device properties:

Name as you want to see it in FireMon.

IP Address of the device (required if you are not using a DNS
name).

DNS Name of the device (required if you are not using an IP
address).

Data Collector that will retrieve data.

Licensed: select this check box if your FireMon product license
includes this device

User name: the user name that you created for the Data
Collector earlier.

Password: the user name that you created for the Data
Collector earlier.

Enable User name: the user name that is used to log into
“enable” or EXEC mode.

Enable Password: the password that is used to log into
“enable” or EXEC mode.

Protocol: the communication program used between FireMon and

the monitored device

Port: the endpoint on the monitored device from which FireMon
uses the specified protocol to retrieve device data

& New PIX on ASA Device

14 Log Monitoring

[ =1(E3)
Gereral
Name: [Flx
IP tdhess: [192.168.20 272

Description: |

|
|
DNS Name: | |
|
|

Dista Collector. | 132.150.20.250 ~
Licensed

Credentials

[ | -

User name: | twadmin

Enable User name: | admin

Password; [eeesess |

Erable Password: [eseses

Retrigval

Protocol: | ssh v/

Port; [22 |

Configurations
Store Compressed  [] Store Enciypted

Cisco PIX Properties

2. For PIX, ASA and FWSM only: click Log Monitoring and verify that
the Monitor Log Data check box is selected. This step is necessary
to enable Rule Usage Analysis for firewalls.

3. For PIX 6.3.0 and earlier only: select the Use legacy log matching
check box on the Log Monitoring screen.

4. Click OK.

5. The Device appears in the Devices Navigation.
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Step 2: Verify Communication

To verify that FireMon can communicate with the new device, manually
retrieve a configuration.

1. Inthe Devices Navigation, right-click the device you just created

and SeleCt Retrieve Conﬁguration' @' FireMon - Configuration Retrieval [ASA 74@192...
2. The Configuration Retrieval Wizard opens. Confirm Manual Retrieval @
Please confirm vou want to manually retrisve a % )
Click Next. T et e i
4. When the configuration is retrieved, a green check mark Retieval Summay
. . . Device: AS54 74192 168.20.74)
eﬂetrleve Configuration will appear. Click Finish to open the Data Collector:  192.160.20.250 [192.165.20.250)
configuration.

Retrigval Comments

Note: the configuration display varies according to device type.

Retrieval Options

Application | 1P Address Type
ASATE 1821682074 Cisco - Plxor ASA

[ Include debug output
Moafa: Enabiling debug ouiow will oraasa e refiaval fine

Manual Configuration Retrieval

@ FireMon-4.1.1 - [firemon@192.168.20.250]
@'e' Eile Edit View Tools Help
HHML0L0 AL
L Start Page [CglASA 74 X =
B Policies:
2. Network Objects Number Name Source Destination Service Action Log ~
i ervices 1306 = testGroup Ay coept o
Qs 01921692083 [ test T8 TCP A L
ey Users
Advanced 1307 BT_Tacacs Oir216.2302 I8 TCPany @accept [ Log
1308 Cl1aziegzngz [I1921682074 L8 TCPAny DAccept [ Log
1309 Cisziesznzz 172162302 webSerices §YAccept (] Log
1310 O1szieszon CDirziezan I8 teptip Daccent [ Log
191 Ohgzies203 [irzie.2302 I8 teprash Daceept [ Log
1312 Cl1szi682083  HLA7216.2300/256.285.2550 I8 tepessh @accept [ Log
Properties n
1313 Cl1sziea.2041 teatGroup L8 TCPAny DAccept [ Log
1314 Cl1szie2091 4L 17216.2300/256.255.256.0 hpovpots (@Drop (O] Log
1315 Clsziesz0s  4L17216.2300/256.255.2950 14 teprssh @0ep  [Log
1316 4L192169.200 4L17216.230.0/255.255.2550 I TCP-Any hceept [Jlog
Linside * by I8 TCPArny @Accept - None
1318 Cl1aziegzn3z  [J17216.23056 I topwoms PAccept [ Log
1319 Chiszieszaz (1721623058 T8 toprwms Daccept [ Log
— — - Al
< | >
ASA 74 192.168.20.74 Cisco PDX or ASA 10/3/2008 10:27:2T AM ‘enable_15'@192.168.20.83 Revision 152.27 KB

Cisco ASA Policy
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Juniper Networks
Step 1: Configure Devices and FireMon Properties
1. Enable Syslog Messages on your NetScreen device:
A. In your NetScreen Administration Tool, go to
Configuration>Report Settings>Syslog.

B. Enable Syslog messages by selecting the Enable Syslog
Messages check box.

Configuration > Report Settings > Syslog

Enable syslog messages

Source interface | Notspecifed v,

Syslog servers

C. Select the Source Interface that will communicate with
the FireMon Data Collector. On your system, this interface
might be named “management” or something similar.

Event Traffic
log | Log

No. Enable 1P / Port SF‘;cc"i"t;y Facility

102.168.20.126 |[514 LocALo v ||LocaLo

3

Q]

D. Inthe IP/Hostname field of the Syslog servers section,
enter the IP Address of the Data Collector.

E. Inthe Port field, enter 514.
F. Inthe Security Facility and Facility drop-down lists,

192.168.20.125 |[514 LocAL0 v ||LocaLo

2.

)

192.168.20.124 ||514 LOCALO  ~||LOCALD

a8

<

| |[s14 |lLocaws  ~|[Locale

.

O

[ pply =nd Reset comections ]

select the option that enables the FireMon Data Collector Naem an o -

to collect all Syslog messages. Juniper NetScreen 5XP
G. Select the Event Log check box, enabling FireMon to retrieve

configurations.

H. Select the Traffic Log check box, enabling FireMon to collect
rule usage data.

I. Select the Enable check box for the Data Collector Syslog
server.

J. Click Apply.

2. Create an administrator account for the FireMon Data Collector on
the NSM. If FireMon will be monitoring NetScreen ScreenOS
devices only (with no NSM), please create this account on your
NetScreen device. Please see the Administrators’ Guide for
information adding a NetScreen ScreenOS device only.

A. Inthe NSM, go to the Administrator tab and click the Add
icon.

B. The New Admin dialog box opens.

C. Inthe General tab, enter a name for the FireMon Data
Collector.

D. The Authorization tab, enter authentication information for the
Data Collector.

E. Write down this account information. You will need it for a later
step.
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3. Inthe New Device window in the FireMon GUI, click NSM and
click OK.

4. The Network and Security Manager Setup window opens.
Enter the following information and click Next:
o |P Address: address of the NSM

Port: the default port is 8443

Username: the username that you created for the FireMon
Data Collector

Password: the password that you created for the FireMon
Data Collector

Confirm Password

e Data Collector: the FireMon Data Collector that will monitor
this device

6. FireMon adds the NSM and all of the ScreenOS devices that it
manages. The devices appear in the Devices Navigation.

Step 2: Verify Communication

To verify that FireMon can communicate with the NetScreen device,
manually retrieve a configuration from a NetScreen device.

1. In the Devices Navigation, right-click the device and select
Retrieve Configuration.

The Configuration Retrieval Wizard opens.
Click Next.

When the configuration is retrieved, a green check mark

€ Retiieve Configuration | appear. Click Finish to open the
configuration.

@ FireMon-4.1.1 - [firemon®192.168.20.125]
(3~ ) Ele Edit View Tools Help

%M 006

L Start Page (gl Splat NGX FW-1 X (@ screen0s 104 X

5 Wmae g

Folicies: [
Network Objects Number Hame: Sourcs Destination - Service ]
& Services i
&y Users 2L SPintemal s T‘:F ;:‘T
Advanced 10| inboundtaffic | T8 Groupé, [ 1921621 2/255.255, 255,255
= m
MailPop
Y08 DHCP Fre
LEFP -
5 Userdocsss | * Any 44 5PPhones e FING
| s I 55H
Properties B P
T TELMET
192.168.20.104/255.255.255.255 LLFNs U S
P R L R ek ey T sep
ones
o AL NS Servers
43t SPintemal
4 AlowSMTP % Any 13- 5PPhanes * ANY
5 4192 166.19.0/255.255.255.0 44 5PPhones * ANY
LT ppe——
< m 1 3

ScreenOS 104 192.168,20.104 Juniper Networks ScreenS 9/29/2008 2:59:59 P firemon Manual 3533 KB

Screen OS Configuration
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Crossbeam

Step1: Configure Devices and FireMon Properties

1. On your Crossbeam device, add the FireMon Data Collector as a
Logging Server. The following logging settings apply: Monitor Level
4, Logging Level 7, Log Level Name 7.

2. On your Crossbeam device, create an Administrator account for the
FireMon Data Collector. This should be a read-only account. Then
write down the username and password. You will need this
information for a later step.

You can skip this step if you plan to let FireMon use an existing
account to log in.

3. Return to the FireMon GUI and add the Crossbeam device to the
list of monitored devices.

If you are adding an X-Series device:

@ Device Properties - FishMet X-Series

A. Select X-Series in the New Device window. =" ceneai Propertics Jll [[REEIEET
. . +Ig changeMonitoring Hame: ‘FlshNet H-Senes |
B. Enter the following properties: Paddess. 1521604250 |
Name as you want to see it in FireMon. BB | |
i . . . Description ‘ |
IP Address of the device (required if not using DNS Name). DetaColectr 19218820125 3
DNS Name of the device (required if not using IP address). s
Credentials
Data Collector that will retrieve data. Useshursdrsdenials [ || Browse..

User name: |admin |

Licensed: select this check box if your FireMon product license
includes this device

Password: |nunu |

FRetrieval

User name: the read-only login account that you created for the Protacal [sch v

FireMon Data Collector Far: [22 |
. Configurations

Password: the password for the read-only login account that gi,ecﬂmp,m [ Store Encuypted

you created for the FireMon Data Collector

Protocol: the communication program used between FireMon
and the monitored device X-Series Properties

Port: the device endpoint from which FireMon uses the
specified protocol to retrieve device data

C. Click OK.
D. The device appears in the Devices Navigation.

Please note that XOS device appears in the GUI as a separate
device, distinct from any of the applications that run on it. For
example, an XOS device running a Check Point FireWall
Module will be displayed in the GUI Navigation outside of a
Check Point CMA>FireWall Module hierarchy.

E. Repeat this procedure for every XOS device that you want to
monitor with FireMon.
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If you are adding a C-Series device:

The C-Series OS is added as a property of the Check Point
application running on it. Unlike X-Series, it is not added as a
separate device.

A.
B.

Close the New Device window.

In the Devices Navigation of the FireMon GUI, right-click the
device running on COS and select Properties.

The Properties window opens.
In the OS list, select Crossbeam C-series.

In the left pane of the Properties screen, click OS.

In the Credentials section, enter an administrator login
username and password. You can use an existing account or
the unique account that you created for the Data Collector.

In the Retrieval section, enter the port on which the device is
listening and the protocol used to communicate with the Data
Collector.

Click OK.

The COS is saved as a property for the Check Point device. It
does not appear in the Devices list or Dashboards, although
FireMon is monitoring it.

Repeat this procedure for every Check Point device running on
COs.

Step 2: Verify Communication

To verify that FireMon can communicate with the new device, manually
retrieve a configuration.

1. In the Devices Navigation, right-click the X-Series device that you
just added and select Retrieve Configuration.

If you are verifying a C-Series OS that was added as a Check Point
property, right-click the Check Point device name and select
Retrieve Configuration.

The Configuration Retrieval Wizard opens.

S || e
S &os Hame: [ SplatNGF-1 |
IP address: [192.168.20.212 |
DNS Hame: | |
Description: | |
Dists Collector | 192.16%.20.250 v

Licenzed
Applications

@ Device Properties - Splat-NGX-FW-1

Managamemsnaén [vahooCha | [ Browss. |
A
Chiter: | SplatChuster | [ Browsa. |
I
\

Primawmgs_éwe. [ [ Browse... ]

Fitewall Moduleame: [Splat NG -1 ]
.

Configurationss
Store Corgpressed [7] Store Encoypted

Select C-Series as the
OS property for the J
device running on it.

C-Series as a Check Point Property

— Retrieve from the
X-Series device or
66 B ¥ the Check Point

| %8:9  device running on
Qsetrge] - oQg

Devices

3
S A | =] =|
b E;',] Crossbeam X-series -
Q pli-win2000advs H

[} RadwareAppDirectar

B sidewinder

B sPhs 108

4 sp3sso

=221 Splat-NGX-MDS

- Q AmazonCMA ]

1 [e——
Tasks
’,aClealea hew device

é Create 5 new device group

Qs s, oo

# Last time the configuracion was saved on Ued Aug 13

systen-internal-network 1.1.0.0 255.255.0.0

ccccccc list 1002 permit ip soures-ip 0.0.0.0

>

7.3.0 [Aug 16 2007 13:26:35] (bldugr)

Chicago
al-np

ree-ip 0.0.0.0
0.0.0.0 255.265.288. 255

. @ FireMon-4.1.1 - [firemon@192.1868. 20.250]
Click Next. 0| BB o i o
. . . %%M_ 004
When the configuration is retrieved, a green check mark i T
. . . i i L. !.,. Usage _

€2 Retrieve Configuration | appear. Click Finish to open the A

configuration. et [1ISIRET SN
S

E—
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Nokia
Step 1: Configure Devices and FireMon Properties

1. Implement Syslog Notification to be sent to FireMon from your
Nokia IPSO device:

A. Navigate to the System Logging page in the Nokia Voyager
window.
B. Add the Data Collector IP address and Apply.

C. Then choose a severity and Apply.

2. Enable SSH Server on your Nokia device.

FireMon uses SSH to communicate to a Nokia host. The Data
Collector will always attempt to use SSH v2 first and revert back to
SSH v1 only if the server does not support SSH v2. FireMon
supports only password-based authentication.

To configure the SSH Server, please refer to the Nokia IPSO

documentation for specific instructions appropriate for the version of

IPSO running.

A. Enable the SSH service in IPSO.

B. Permit Admin user to log in.

C. Allow access using password authentication. Then write down
the username and password. You will need this information for
a later step.

3. Inthe FireMon GUI, close the New Device window. IPSO is added Select IPSO as the OS

: S . oo EES]
as a property of the Check Point application running on it. It is not property for the device
added in FireMon as a separate device. @-“ runnmg on it. ]

4. Inthe Devices Navigation of the FireMon GUI, right-click the device ENSN;D : }
running on IPSO and select Properties. Data Coledor 19216820250 |
@ s
5. The Properties window opens. Oy tetim 1 -
. ; Management Station: |YahooCMA | [ Browse.. |
6. Inthe OS list, select Nokia IPSO. I e
Frimary Log Server: | | [ Browse.. |
7. Inthe left pane of the Properties screen, click OS. et | ER \
8. Inthe Credentials section, enter an administrator login username
and password.
9. In the Retrieval section, enter the port on which the device is
listening and the protocol used to communicate with the Data IPSO as a Check Point Property
Collector.
10. Click OK.

11. IPSO is saved as a property for the Check Point device. It does not
appear in the Devices list or Dashboards, although FireMon is
monitoring it.

12. Repeat this procedure for every application running on IPSO.

©2009 Secure Passage. 28



Step 2: Verify Communication ©-©- be v x Manually retrieve

. ) ) ) ) «“%M_0.@4&a, from the device
To verify that FireMon can communicate with the new device, manually G sunese Qo x - rynning on IPSO.
. . . Devices
retrieve a configuration. B cearrong.

192.168.20.74  Cisco PIX or ASA
[ spat-nox-Fwe1 o L

1. In the Devices Navigation, right-click the device that is running on  Bueam @ coosie I8 Creot0s ;

=5 vanoocwa | ) crossbeam Cseries 2412421147 Crossbeam CSen

IPSO and select Retrieve Configuration. [ e

% FnvehLEdge o || 3% edge test 0.0.01 €heck Point Edgedh
. . . . H - [E nokiatas % Edge Test 1921682062  Check PumlEdge"'
2. The Configuration Retrieval Wizard opens. C Eweme © Eoumese oon  cearomes
. [0 sphatcluste? | @3 Googlecma 192.168.20.191 Check Point CMIA L
« W v e
i Tasks A ] o
Click Next.

T R S P S UV ST
4. When the configuration is retrieved, a green check mark

€D Retrieve Configuration appear. Click Finish to open the
configuration.

IPSO Retrieval on a Check Point Device

# FireMon-4.1.1 - [firemon@192.168.20.250]
(- € Ele Edit view Tools Help

LEMLOL0a;

Ly start Page [Cglhokialds x | ~
M . wsace o

Sections 7 |[Filesysvem 1K-blocks Used  Avail Capacity MNounted on

@ Am Entries /dev/want §98153 36061z 138683 7

/dev/wada 22642 135 29896 05 Jeonfig
/dev/wand 5308008 487244 4396124 10 Jvar
/dev/wane 985535 176238 790455 19%  fopt
procts 4 4 0 1008 Jproc

(g 0s Type

[{f s i

(@ Interfaces

[ 1PSO Active File

(@ Current Packages
(@ Routes

(@ Memory

(@ serial Number

i [ Check Point Palicy

i »

(g Summary of Firew
i (@ HostName ~
4

| aaa—

Nokiald8 192.168.20.148 Check PointFirewall Module 10/8/2008 10:46:41 AM firemon Manual 45.06 KB

IPSO Configuration on a Check Point Device
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Secure Computing/McAfee
Step 1: Configure Devices and FireMon Properties

1.

On your Sidewinder device, enable Syslog Notifications in
Sidewinder to be sent to FireMon:

A. In/etc/sidewinder/auditd.conf, add the following line at the
end:

syslog(local0 filters[“type AUDIT_T_CFG_CHANGE”]

The text Tocal0 defines the facility name that you will enter in
the next step. Filters is a list of filters. The filter listed above
limits the logs to include only change audit events.

B. In/etc/syslog.conf, add the following line below the example line

“*.* @localhost”:
local0. * @IPADDRESS

Where IPADDRESS is the IP Address of your FireMon Data
Collector.

On your Sidewinder device, create a read-write account for the
FireMon Data Collector.

In the New Device window in the FireMon GUI, click
SecureFirewall (Sidewinder) and click OK.

The Device Properties window opens.

Enter the following properties and click OK:

Name as you want to see it in FireMon.

IP Address of the device (required if not using DNS Name).
DNS Name of the device (required if not using IP Address).
Data Collector that will retrieve data.

Licensed: select this check box if your FireMon product license
includes this device

User name: the read-write login account that you created for the
FireMon Data Collector

Password: the password for the read-write login account that you
created for the FireMon Data Collector

Protocol: the communication program used between FireMon and
the monitored device

Port: the device endpoint from which FireMon uses the specified
protocol to retrieve device data

6. The device appears in the Devices Navigation.
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&' FireMon - New Device

What type of device do you want to

Select the type that most closely matches the
device you want to create, and click 0K,

8 [=1[ES)

Q ‘ Search

|m B

|S8 By Vendor|
[#- Check Point
[#- Cisco
[#- Crossbeam
[#- Generic [Advanced Users Only)
[#- Juniper Networks

Secure Firewall (Sidewinder)

1By Device Type!

o (o ]

New Device Window

@ New Secure Firewall (Sidewinder) Device

- m Change Maonitoring

General

Name: [New Secure Firewall (S idewinder] Device

IP Address: |192148 2612

Description: |

|
|
DMS Mame: | |
|
|

Dista Collector. [ 152.168,20.250 >
Licensed

Credentials

Use shared credentials l:l

User name: |adm\n |

Browse...

Password: | -------- |

Fetrieval

FProtocal | EE

Port. |22

Configurations
Store Compressed  [] Store Enciypted

Sidewinder Properties
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Step 2: Verify Communication

To verify that FireMon can communicate with the new device, manually
retrieve a configuration.

1. In the Devices Navigation under All Devices, right-click the
Sidewinder device and select Retrieve Configuration.

2. The Configuration Retrieval Wizard opens.

Click Next.

4. When the configuration is retrieved, a green check mark
€D Retrieve Canfiguration appear. Click Finish to open the

configuration.
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Manually
retrieve from the
Sidewinder
device.

@ FireMon-4.1.1 - [firemon@192.1¢

(3~ C) Ele Edit View Tools Help

&M 0,0 &0

ﬂ Start Page |

.

Qeac |@ B

Devices «

EJ Crossbeam X-series -
E3 pli-win2000advs

£7) Radware AppDirector H

=2 Splat-NGX-MDS
g AmazonCMA ind
e
Tasks
P .
’-_'d Create a new device

g} Create a new device group

List of Devices
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5 EET

Now that your FireMon product is fully functional you can start exploring
the primary features of FireMon.

Explore

Change Management

Using FireMon’s configuration comparison tools, see exactly how a
configuration has changed. Differences are displayed in the visual
context of the configuration. Or schedule a Change Report to show
incremental change detail and automatically email change analysis
when a new configuration is detected. See the User’s Guide for more
information.

Policy Usage Analysis

A short, simple rule base in your security policy is easy to manage and
improves firewall efficiency. With FireMon's Usage Analysis feature,
discover the statistics and data that will help you reduce policy
complexity. See the User’s Guide for more information.

Reports

Reports are schedulable, formatted output of FireMon’s configuration
analysis. You determine when the report is run -- on demand or
according to a schedule — and who should receive the results.
Additionally, you can choose the file format that you want output to
appear in. See the User’s Guide for more information.

Policy Test

Test a policy for connectivity through a firewall. Policy Test is just one
feature in FireMon’s Compliance capability, which helps you validate
device configurations for compliance with corporate or governmental
regulations. See the User’s Guide for more information.
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Resources
Administrator’s Guide

This document is for users responsible for managing the FireMon
software. It explains user permissions and management, Database
backups, monitored device properties.

User’s Guide

This document is for users who use the day-to-day features of FireMon.

It describes FireMon’s change management, compliance, and policy
optimization features, and explains how to use the FireMon Graphical
User Interface (GUI).

Appliance Configuration Guide

This document is for users managing the FireMon server components
on an SPX appliance (Linux). It includes the first-time configuration
wizard, and additional commands for viewing and changing the
appliance configuration.

User Center

The User Center is a Web site where Secure Passage customers with
valid software subscriptions can download software updates,
documentation and product licenses; and submit Support tickets. The
site is located at https://usercenter.securepassage.com. A first-time
login was emailed to your company along with your FireMon product
license.
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This Appendix provides information that will help you plan your
FireMon deployment. It also includes a worksheet to help you set up
monitoring in FireMon.

System Sizing Recommendations

To allocate space on your system for processing activities and data,
please follow these guidelines. If you have sizing questions
regarding your organization's system or questions that are not
addressed below, please email our Support team at
support@firemon.com.

If you are deploying FireMon on Linux, your organization has
already considered these recommendations and purchased the
SPX appliance that would best suit your needs.

A. Server Operating System:

250 megabytes (MB) of memory for other processing
activities

B. Application Server (AS) memory:
e 1 gigabyte (GB) free for AS process execution

These processes include running comparisons,
auditing, normalization, etc.

e 50 MB for AS runtime
e 1 MB per application (inventory cache)
e 100 MB for Firebird database server

C. Hard drive space:

25 MB per policy saved. Use the calculation below to
estimate how much space is needed on your system.

Calculation:
FW x Avglnstalls x Weeks = Policies
Policies x 25 = Recommended Space

Where the following is true:

FW is the number of firewalls

Avglnstalls is the average number of installs per
firewall per week

Weeks is the number of weeks of history

Policies is the estimated number of policies
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Example
300 firewalls (FW)
Average 1 install per week (Avglnstalls)
1 year of storage (Weeks)

300 x 1 x52=15,600
15,600 x 25 = 390,000 MB

The recommended hard drive space for this
example is 390,000 MB (or 390 GB).

Please note, however, that depending on the FireMon features
you use, the space requirement may increase.

D. Data Collector (DC):

e 150 MB for general DC operation and to handle the
spikes in memory utilization during retrieval operations

e 12 MB for each Check Point management server (CMA
or SmartCenter) under revision

e 1 MB/ firewall logging. This allowance should be more
than sufficient for a rule base of 300 rules and 3000
objects.

e Nokia and other devices or platforms that are monitored
by Syslog have no special memory requirements. Allow
1 MB per application.

e The processor for log monitoring processes up to 1,200
logs per second per 3GHz processor.
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Communication Protocols

The communication protocols listed here will help you complete the
Device Worksheet on the following page and Monitoring Setup.

Port Number (Type) Connection Function
3192 (TCP) From GUI to AS (Required) Allows FireMon GUI to log into the AS.

The DC listens on this port for connections from the AS. The AS
3193 (TCP) From AS to DC connects to the DC for several reasons: to inform the DC that the

(Required)

AS is up and running, to begin a manual retrieval, and to send
updated configurations to the DC for use in usage matching.

18190 (TCP)

From DC to management
server

Default FireWall-1 port for CPMI communication. Used to retrieve
policies from the management server.

18184 (TCP)

To establish a LEA
connection between DC
and a Check Point
management server

FireMon uses Log Export API (LEA) to connect to a Check Point log
server.

18210 (TCP)

Between DC and
management server

Used to generate certificate used in encrypted communication
between DC and Check Point management server.

SSH from DC to devices

22 (TCP) that are not from Check |Used to retrieve configuration information.
Point
Telnet from DC to devices
23 (TCP) that are not from Check |Used to retrieve configuration information.
Point
Allows the FireMon AS to send email notification of change events
25 (TCP) From the AS to an SMTP |or reports.
server Required only if user wants to use email notification or Scheduled
Reports.
514 (UDP) Al thesDe?Vt; el Required only if you are using a central Syslog for logging.
Default HTTP port for report images hosted on the Application
80 (TCP) From the GUI to the AS | Server. Required if you want to host report images and styles on
your Application Server.
8443 (TCP) From the DC to an NSM | Default port for SSH communication. Used to retrieve policies from

(required)

the NSM.
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Device Worksheet
Use this sheet to help you gather information about the devices that

you want to monitor. You will enter this information in the FireMon
GUI during the monitoring setup process. See the Communication

Protocols sheet for a list of ports and protocols.

Device Type

(ex. Firewall)

Vendor
(ex. Cisco)

Device Name
(as it will appear in FireMon)

IP Address

Port

Protocol
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Alternate Scenarios & Troubleshooting
Adding Devices

Check Point — Manual Object Creation

You must manually create the OPSEC application object for the
FireMon Data Collector if any of the following apply:

e You cannot enable CPRA.

e You cannot provide a read/write administrator login for one-
time use.

e You have already created the OPSEC application object or
you plan to create it.

Enter the IP Address

Complete the following steps on each CMA or SmartCenter that you of the FireMon Data

want to monitor: Collector
1. In SmartDashboard™, connect to the management server. — =
2. Create a new network object host node for the FireMon Data e | fetoser Sarenlher £
Collector: Avrcad ) o
Paddess: | | [Giet address
Comment |
A. In the Network Objects list, right-click Nodes and select Bl

New Node>Host.
B. The Host Node General Properties window appears.
C. Enter the name and the IP address of your FireMon Data

Products:

Collector. C = ] (o] e ]
D. Click OK. SmartDashboard | New Host Node
Select the
FireMon Data

3. Create the Data Collector OPSEC Application: Collector

OPSLC Application Pro

Ganeesl | CPMI Pemmissions |

A. Inthe Servers and OPSEC Applications tab, right-click
OPSEC Applications. Then select New>OPSEC

Wams |wesiZ?

o
-

Comment | s

Application. oo |

B. The OPSEC Application Properties window appears. S [l romerowacaiease: i

C. Inthe Host list, select the Data Collector Host that you Ve | Use defined Select LEA and
created earlier. A CPMI Client

Entiti

D. In the Client Entities box, select LEA and CPMI check e

boxes. vt Eries Do Bttt
OV CJELA

E. Click Communication and enter and confirm an Activation Zaii i
Key. Then write down the Activation Key that you entered. B
You will need it later when you create your devices in s

FireMon.

Dascphion: Check Poink Manasgsment Inledece

F. Click Initialize. The Trust state should be “Initialized but Securw il Comnuricuion
trust not established.” This status will change once FireMon o
establishes communication with the log server. -
[ ok J[ coma |[ b |
G. Close and Save the OPSEC application object. :
Initialize SmartDashboard |
Communication =~ OSPEC Application
Properties
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4. Ensure that all users with read/write access are logged out of
SmartDashboard.

@ FireMon - Check Point Environment Wizard ‘Z”EHZ|

5. Return to the Check Point Environment Wizard in the

H « e » Bi f Pull OPSEC Certifi p
FireMon GUI. The “Browse for or Pull OPSEC Certificate rowseforor P erificate pras
screen should be open. ﬂ

To complete the configuration of Secure Internal Communication with the NG b anagement
6 Select Retrieve a new cert|ficate file and enter the OPSEC Station, it is necessary to locate or retieve a certificate.
’ . . . . . Locate or Retrieve Certificate
Application Name and Activation Key. Then click Next. e et
7. Continue to step 17 in the “Configure Devices and FireMon @ leztomeiimeiEsi
Properties” for Check Point. OPSEC spplator: } :
s Password:
:'. Confirm Password: ‘ |
Enter the
OPSEC
Applicati%n Nes >
Name an
Activation Key FireMon Check Point

Fnvironment Wizard

About the OPSEC Application

OPSEC is Check Point’s Open Platform for Security, which allows
third-party applications like FireMon to plug into the OPSEC
framework via published APIs like LEA and CPMI.

The FireMon Data Collector uses the Check Point Management
Interface (CPMI) to communicate with Check Point management
servers and Log Export API (LEA) to communicate with log servers.
Communication is authenticated and encrypted using Secure
Internal Communication (SIC).

To use SIC, an OPSEC application object representing the Data

Collector must be created in the CMA or SmartCenter database and
the resulting certificate retrieved.

@ FireMon-4.1.1 - [firemon@192.1¢

6'6' Eile Edit Miew Tools Help|
4“%M.0-04,.23

L start Page |

Devices «

O\__Ssarch
1) H H H rossheam X-serie

| Can’t Find the New Device Window E,:“_M:m;f Click to

You can open the New Device window by clicking the Create a g weo open the

= Sidewinder

New Device text link in the Devices Navigation. e sos New Device

@ spasso window
I Splat-NGK-MDS
+ES Amazoncma L+ -
1 O

Tasks o

a 04
:_d Create a new device *

,b Create a new device group

s smngon, -

Devices Navigation
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| Did Not Set Up Monitoring After the First Run
Wizard

When you are ready to set up monitoring, complete the following
steps:

Open the FireMon GUI and connect to your Application Server.
In the Navigation, click Devices.

Click the Create a New Device text link.

The New Device Window opens.

Continue to Step 2: Add Devices (page 15) in this document.

a ko=

Configuration Retrieval Fails

If you received an error after attempting to manually retrieve a
configuration, complete the following steps.

1. Verify that you have completed all of the steps in Set Up
Monitoring.

2. Verify that the username and password in the device properties
in FireMon are correct. To view the device properties, right-click
the device name in the Devices Navigation and select
Properties.

3. Manually retrieve a configuration by right-clicking the device
name in the Devices Navigation and selecting Retrieve
Configuration. Make sure that you select the Include debug
output check box.

4. If manual retrieval fails, copy the debug output and paste it into
an email message. Send the message to support at
support@firemon.com.
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