



eProvisioning POC Use Cases

Overview

Corporate has provided vendors with 10 Use Cases as part of its Proof-Of-Concept (POC) Guideline.  The following software will be required to achieve them.

1. IdentityMinder Web Edition
2. TransactionMinder
3. SAML Affiliate Agent
Corporate has provided vendors with test applications to demonstrate the use cases outlined as part of the POC Guideline.

1. .NET Windows applications that accesses a database.

2. Java Server Pages (JSP) based Web Application that accesses a .NET Web Service.

Technical Approach Description

1.5.1 Administration Support for Application Layer

The following steps will be followed to demonstrate this use case.

1. Set up an Organizational Unit called Applications as an IdentityMinder super administrator, for e.g. ou=Applications, dc=Corporate, dc=com.  All applications will now be created as Organization Units under this ou.

2. Create a new application under the Applications Organizational Unit called “Customer Management Application” with “ApplicationID=CustMgmtApp”.

3. Modify the existing “Description” attribute and call it Active and change it to be a checkbox.

4. Add any additional application attributes as necessary.

5. Modify the “View Organization” to read as “View Application”.  The “View Application” link will launch the search function.  The search parameters can be modified to look for applications that are “Active”. 

1.5.2 Administrative Support for Job Role Layer
The following steps will be followed to demonstrate this use case.

1. Navigate to the layer of the previously set up “Customer Management Application”.  Create a new Job Role called “Super User”.  Create additional job roles called “New Customer Entry Clerk”, “Credit Manager”, “Sales Manager”, and “Sales Representative”.

2. Mark “Super User” role as disabled.

3. Launch “View Access Roles” function.  Search for the “enabled” job roles.

4. Modify job role attributes.  Disable some job roles.

5. Set up another application called “Web Customer Management Application”.  Create above roles under this application.  Mark the “Super User” job role as “Disabled” for this application.

6. Demonstrate that job role “New Customer Entry Clerk” for “Customer Management Application” and job role “Credit Manager” for “Web Customer Management Application” cannot be assigned to same user.  This is achieved through the use of the Business Logic Task Handler API provided with the IdentityMinder product.  The mutually exclusive role information is maintained in a flat file or could be stored in a database.

1.5.3 Administration Support for Application Functional Ability Layer

The following steps will be followed to demonstrate this use case.
1. Functional Ability will be identified as “Task” within IdentityMinder.  Each task is in turn linked to a job role.

2. The “Task” will in turn be linked to a job role and also has an attribute called ApplicationID, which links it to the application.

3. Tasks cannot be marked Active/Inactive but can be de-linked from a job role that makes them inactive.

4. Functional Ability attributes will be implemented as additional tasks linked to the job role or combined within the task description.

5. Link same task to two job roles.

1.5.4 Administration Support for User layer  

The following steps will be followed to demonstrate this use case.
1. The User Management tag will be used to launch the search function for users.

2. An existing user will be assigned to a Job Role in the “Customer Management Application”.  Job Roles may be explicitly assigned by the administrator or inherited by the user because of the existence of specific attributes in the user’s profiles.

3. Time of Day restriction is assigned within SiteMinder policies for a particular application with specific roles. 

1.5.5 Administration Support for Delegated Responsibility
The following steps will be followed to demonstrate this use case.

1. A user Id will be identified and designated as administrator across all applications.  The Bind Admin Role tab will be used to achieve this.

2. A new administrator will be created with ability to manage attributes, roles, functional ability, and tasks for a specific application.  The Create Admin Access Role tab and Bind Admin Access Role tab will be used to achieve this.

3. Demonstrate search for administrators by application admin roles.

1.5.6 Global Groups
The following steps will be followed to demonstrate this use case.

1. Use “Group Management” to create a Global Group.  Navigate to “User Management” and search for a user and assign him/her to a group.  Configure the group in SiteMinder to allow access to members of the group. 

2. Create two access roles and make the constraint the global group defined earlier.

3. Use “Group Management” to search for Global group.  Use the “Description” attribute to mark the group as Active/Inactive.

1.5.7 Support for Audit Trails
All administrative tasks for IdentityMinder and SiteMinder are logged to an Oracle database.  Logon/Logoff will be logged and reports can be generated.

1.5.8 Import and Export of Authorization Data 

The following steps will be followed to demonstrate this use case.
1.5.8.1 Demonstrate the ability to push near real-time changes to systems from near real-time imported data.

1. Use “Access Role Management” tab to create a role, the constraint for which is the existence of an attribute in the user’s profile.  Import a user into the directory using an LDIF file with specific attributes required to acquire the role.  Go to “User Management” tab and search for the user and verify that the user has acquired the specified role.

2. Change the LDIF file, import the file into the directory, and update the user’s profile.  Verify that the user does not have the role anymore or has a different role.

3. Export the information about the user when a change is made to the user’s attribute or a particular role is assigned to a user.  Use the Business Logic Task Handler API to demonstrate that when the role change is made a text file is generated that contains the changed information.

1.5.8.2 Demonstrate the ability to gather role data from external systems and include it in reports
1. Get role data in a text file and import it using a script into the directory to show up as IdentityMinder data.  Show that the user imported now has IdentityMinder roles as well as roles from the external system.

2. Generate a report for the user to show the roles he/she has.

3. Generate report before and after import of role data for a specific user.

1.5.9 Ability to Pass Identity
The following steps will be followed to demonstrate this use case.

1.5.9.1 Demonstrate SSO for Web Applications

Explain how the SiteMinder supports the SAML framework and provide examples.  SiteMinder only supports the SAML Pull Profile to pass assertions between web applications.

1.5.9.2 Demonstrate SSO for Web Applications
1. SiteMinder does not support the browser POST Profile. SiteMinder supports the browser Artifact Profile.  SiteMinder supports SAML based authentication, i.e. trusts assertions generated by another Authentication Service.  Siteminder provides the Affiliate Agent that supports SAML assertions.  also has proprietary scheme to provide multi-domain SSO capabilities for sites protected by SiteMinder and is based on cookie rewriting.

2. SiteMinder can trap an unsuccessful SSO event and the unauthenticated user redirected to a page informing them appropriately.  The vent could also be used to generate an email write to a database or log with more specific information.

a. If multiple websites require SSO, using the proprietary scheme, a web site is designated as the cookie provider.  If the SAML Affiliate agent method is used, affiliate agents would have to be installed on the affiliate site and the Authentication Service site will generate assertions and validate them using a back-channel HTTP connection.

b. If an assertion expires, the authentication service will not authenticate the assertion and the user will be required to authenticate again.

3. The SAML Artifact is passed between agents as query string parameters.  SiteMinder has the ability to pass the SAML artifact around as cookie or a session ticket.  The preferred method of transport is HTTP.

4. The Affiliate agents need to be configured to contact the Authentication service to generate and validate the SAM artifact.  The Authentication service in turn is configured to honor requests only from preconfigured affiliate agents.  Therefore, other agents cannot make requests top the Authentication service for SAML assertions.

a. A session server is implemented at the Authentication service that contains all the valid SAML session tokens issued.

b. Global logout is implemented because the SAML token is only valid within a specific time period and if the user log outs the session token issued to the user is deleted from the session server.

1.5.9.3 Example SSO for .NET Web Services
We will demonstrate this use case using the demonstration purchasing and shipping web service applications.

1.5.9.4 SSO for Windows Applications
1. SSO between Windows applications can be implemented using the features of the TransactionMinder product.  The Windows applications will authenticate using the TransactionMinder agent.  A SAML session ticket is retirned to applications.  When SSO is required between two Windows applications, the second Windows applications is launched using the SAML session ticket as an argument.  The second Windows applications can now use the SAML session authentication scheme of the TransactionMinder product to authenticate and receive authorization information.

1.5.9.5 SSO between a Windows Application and Web Application/Service

1. When a Windows application authenticates using TransactionMinder, SAML session ticket is issued.  When the Windows application launches a web browser, it passes the session ticket within the query string.  The JSP/Servlet launched with the web browser will have an embedded HTTP client which will authenticate using the SAML session ticket and receive a SiteMinder session cookie.  The session cookie will now be used to manage session for the application and facilitate SSO.

2. When the Windows application access a web service it authenticates to the web service by passing the SAML session ticket within the SOAP Header based in the WS-Security specification.

1.5.9.6 Additional SSO Items
1. XML Encryption -  products do not support XML Encryption at this time.

2. XML Signature – SAML Assertions generated by the SiteMinder authentication service can be signed using a digital certificate.

3. Digital Signature – Same as above.

4. Signed Certificates – SiteMinder supports certificate-based authentication scheme for web applications and web services.

5. SSL 3.0 – SiteMinder supports authentication for web application and web services over the HTTPS protocol using SSL v3.0.

1.5.10 Ability to Secure Non-Web Applications
The following steps will be followed to demonstrate this use case.

1. A protected URL will be configured to authenticate using SOAP–over-HTTP request.  When the non-web application is launched the user will be required to enter the credentials which will be formatted in an XML document and transported using SOAP-over-HTTP.  The TransactionMinder agent will parse the XML document and authenticate and return the roles and tasks for the user authenticated.  The application is nowin possession of the roles and tasks allowed for the user and can make fine-grained authorization decisions.

2. SiteMinder does not policies where access control decisions are based on the date of access.  SiteMinder policies can be configured based on the IP address of the requestor, the time of day, and day of the week.

3. Authorization information can be stored offline if it is not tampered with and integrity of the assertion is maintained.  One method is to sign the assertion using the authenticated user’s digital certificate.  Therefore, the hash of the assertion would have to be verified before it is used by the application.


