Bluecoat SGOS 5.x Cheat Sheet
Related CLI Syntax to View Health Monitoring Statistics 
SGOS#(config) show system-resource-metrics 
The show system-resource-metrics command lists the state of the current system resource metrics. 

Related CLI Syntax to View Health Monitoring Statistics

SGOS#(config) show system-resource-metrics

The show system-resource-metrics command lists the state of the current system resource metrics.

Related CLI Syntax to Clear the DNS Cache

SGOS# clear-cache dns-cache

Related CLI Syntax to Clear the Object Cache

SGOS# clear-cache object-cache

Related CLI Syntax to Clear the Byte Cache

SGOS# clear-cache byte-cache

At the CLI command prompt:

SGOS >show policy listing

SGOS> ping 10.25.36.47

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.25.36.47, timeout is 2 seconds:!!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms

Number of duplicate packets received = 0

Show

Use this command to display system information. Syntax

option 1: show accelerated-pac

option 2: show access-log

sub-option 1: [default-logging]

sub-option 2: [format [brief | format_name]]

sub-option 3: [log [brief | log_name]]

sub-option 4: [statistics [log_name]]

option 3: show arp-table

option 4: show bandwidth-gain

option 5: show bridge

sub-option 1: configuration [bridge_name]

sub-option 2: fwtable bridge_name

sub-option 3: statistics bridge_name

option 6: show bypass-list

option 7: show caching

option 8: show clock

option 9: show commands

sub-option 1: [delimited [all | privileged]]

sub-option 2: [formatted [all | privileged]]

option 10: show content-distribution

option 11: show cpu

option 12: show diagnostics

sub-option 1: service-info

sub-option 2: status

option 13: show disk

sub-option 1: disk_number

sub-option 2: all

option 14: show dns

option 15: show download-paths

option 16: show dynamic-bypass

option 17: show efficiency

option 18: show environmental

option 19: show event-log [configuration]

option 20: show exceptions

sub-option 1: [built-in_id]

sub-option 2: [user-defined_id]

option 21: show expanded

option 22: show external-services [statistics]

option 23: show failover

sub-option 1: configuration [group_address]

sub-option 2: statistics

option 24: show forwarding

option 25: show health-checks

option 26: show hostname

option 27: show http

option 28: show http-stats

option 29: show icp-settings

option 30: show identd

option 31: show im

sub-option 1: aol-statistics

sub-option 2: configuration

sub-option 3: msn-statistics

sub-option 4: yahoo-statistics

option 32: show installed-systems

option 33: show interface

sub-option 1: all

sub-option 2: interface_number

option 34: show ip-default-gateway

option 35: show ip-route-table

option 36: show ip-rts-table

option 37: show ip-stats

sub-option 1: all

sub-option 2: e# (0 - 7)

sub-option 3: ip

sub-option 4: memory

sub-option 5: summary

sub-option 6: tcp

sub-option 7: udp

option 38: show licenses

option 39: show netbios

option 40: show noprompts

option 41: show ntp

option 42: show policy

sub-option 1: [listing]

sub-option 2: [order]

sub-option 3: [proxy-default]

option 43: show ports

option 44: show profile

option 45: show post-setup

option 46: show resources

option 47: show restart

option 48: show return-to-sender

option 49: show rip

sub-option 1: parameters

sub-option 2: routes

sub-option 3: statistics

option 50: show services

option 51:

sub-option 1: [aol-im]

sub-option 2: [dns]

sub-option 3: [ftp]

sub-option 4: [http]

sub-option 5: [https-reverse-proxy]

sub-option 6: [http-console]

sub-option 7: [https-console]

sub-option 8: [mms]

sub-option 9: [msn-im]

sub-option 10: [rtsp]

sub-option 11: [socks]

sub-option 12: [ssh-console]

sub-option 13: [ssl]

sub-option 14: [tcp-tunnel]

sub-option 15: [telnet]

sub-option 16: [telnet-console]

sub-option 17: [yahoo-im]

option 52: show sessions

option 53: show snmp

option 54: show socks-gateways

option 55: show socks-machine-id

option 56: show socks-proxy

option 57: show sources

sub-option 1: bypass-list

sub-option 2: forwarding

sub-option 3: icp-settings

sub-option 4: license-key

sub-option 5: policy {central | local | forward | vpm-cpl | vpm-xml}

sub-option 6: rip-settings

sub-option 7: socks-gateways

sub-option 8: static-route-table

sub-option 9: wccp-settings

option 58: show ssl

sub-option 1: ccl [list_name]

sub-option 2: ssl-client [ssl_client]

option 59: show static-routes

option 60: show status

option 61: show streaming

sub-option 1: configuration

sub-option 2: quicktime {configuration | statistics}

sub-option 3: real-media {configuration | statistics}

sub-option 4: statistics

sub-option 5: windows-media {configuration | statistics}

option 62: show tcp-rtt

option 63: show telnet-management

option 64: show terminal

option 65: show timezones

option 66: show user-authentication

option 67: show version

option 68: show virtual-ip

option 69: show wccp

sub-option 1: configuration

sub-option 2: statistics

SGOS> show caching

traceroute {ip_address | hostname}

clear-arp

The clear-arp command does not have any parameters or subcommands.

Syntax

clear-cache

display url

where url is a valid, fully-qualified text Web address.

Disable

The disable command does not have any parameters or subcommands.

Exit

The exit command does not have any parameters or subcommands.

kill session_number

where session_number is a valid CLI session number.

Syntax

purge-dns-cache

The purge-dns-cache command does not have any parameters or subcommands.

Example

SGOS# purge-dns-cache

Ok

option 45: show ip-stats

option 47: show netbios

option 50: show policy

sub-option 1: [listing]

sub-option 2: [order]

sub-option 3: [proxy-default]

option 51: show profile

option 52: show realms

option 53: show resources

option 58: show services

sub-option 2: [dns]

sub-option 4: [http]

option 59: show sessions

option 65: show sources

sub-option 1: bypass-list

sub-option 2: forwarding

sub-option 8: static-route-table

option 71: show tcp-ip

policy [listing | order |

proxy-default]

SGOS# show dns

Primary DNS servers:

This command is used to test subsystems. A test http get command to a particular origin server or URL, for example, can verify Layer 3 connectivity and also verify upper layer functionality.

Syntax

test http {get url | loopback}

http get url Performs a test Get of an HTTP object specified by url.

loopback Performs a loopback test.

SGOS# test http loopback

Type escape sequence to abort.

Executing HTTP loopback test

Measured throughput rate is 16688.96 Kbytes/sec

HTTP loopback test passed

SGOS# test http get http://www.google.com

Type escape sequence to abort.

Executing HTTP get test

* HTTP request header sent:

GET http://www.google.com/ HTTP/1.0

Host: www.google.com

User-Agent: HTTP_TEST_CLIENT

* HTTP response header recv'd:

HTTP/1.1 200 OK

Connection: close

Date: Tue, 10 Jun 2012  22:42:12 GMT

Cache-control: private

Content-Type: text/html

Server: GWS/2.1

Content-length: 2691

Set-Cookie:

PREF=ID=500ddce1707b20ac:TM=1035306712:LM=1556394131:S=du3WcaX6EA_lK
Rgn; expires=Sun, 17-Jan-2038 19:14:07 GMT; path=/; domain=.google.com

Measured throughput rate is 66.72 Kbytes/sec

HTTP get test passed
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configure {terminal | network url}

configure_command

Syntax

option 1: bypass-list central-path url

option 2: bypass-list local-path url

option 3: bypass-list no {central-path | local-path | notify | subscribe}

option 4: bypass-list notify

option 5: bypass-list poll-now

option 6: bypass-list subscribe

Table 3.15: #(config) bypass-list

central-path url Specifies the network path used to download the central bypass list. local-path url Specifies the network path used to download the local bypass list.

Example

SGOS#(config) content distribute http://www.bluecoat.com

Current time: Mon, 01 Apr 2003 00:34:07 GMT

ok

SGOS#(config) content revalidate url http://www.bluecoat.com

Last load time: Mon, 01 Apr 2003 00:34:07 GMT

ok

SGOS#(config) content distribute http://www.bluecoat.com

Current time: Mon, 01 Apr 2003 00:35:01 GMT

ok

SGOS#(config) content priority url 7 http://www.bluecoat.com

ok

SGOS#(config) content cancel outstanding-requests

ok

SGOS#(config) content delete url http://www.bluecoat.com

Ok

Syntax

external-services view

option 11:url url

Syntax

health-check

option 7: layer-3 hostname hostname

option 8: layer-4

layer-3 Performs layer-3 health checks.

layer-4 Performs layer-4 health checks.

http Performs HTTP health checks.

https Performs HTTPS health checks.

option 14:type {layer-3 | layer-4 | http | https | icap | websense4-offbox}

BCAAA

SGOS#(config services) view

Port: 8080 Type: http

Properties: enabled, explicit-proxy

Port: 80 Type: http

Properties: enabled, transparent, explicit-proxy

Port: 21 Type: ftp

Properties: enabled, transparent

SGOS#(config services) exit

SGOS#(config)

Use this command to set the network path to download the static routes configuration file. To use static routes on the ProxySG, you must create a routing table and place it on an HTTP server accessible to the ProxySG. The routing table is a text file that contains a list of IP addresses, subnet masks, and gateways. When you download a routing table, the table is stored in the device until it is replaced by downloading a new table.

The routing table is a simple text file containing a list of IP addresses, subnet masks, and gateways. 
When a routing table is loaded, all requested addresses are compared to the list, and routed based on the best match.

Once the routing table is created, place it on an HTTP server so it can be downloaded to the device. To download the routing table to the ProxySG, use the load command.

Syntax

option 1: static-routes no path

option 2: static-routes path url}

Example

SGOS#(config) static-routes path xxx.xxx.xxx.xxx/files/routes.txt

ok

#(config) streaming

Use this command to configure general streaming settings and Microsoft Windows Media or RealNetworks Real Media settings.

Syntax

option 1: streaming max-client-bandwidth kbps

option 2: streaming max-gateway-bandwidth kbps

option 3: streaming multicast

sub-option 1: address-range first_address - last_address

sub-option 2: port-range first_port - last_port

sub-option 3: ttl ttl

option 4: streaming no

sub-option 1: max-client-bandwidth

sub-option 2: max-gateway-bandwidth

option 5: streaming quicktime

sub-option 1: http-handoff {disable | enable}

sub-option 2: max-client-bandwidth kbps

sub-option 3: max-connections number

Table 3.117: #(config) static-routes

no path Clears the network path location of the static route table.

path url Sets the network path location of the static route table to the specified URL.







