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Windows 2000 Client Strategies Overview

Introduction and layout of briefing guide

The goal of this briefing guide is to provide a sampling of Windows 2000 Client Strategies in an overview fashion and is not meant to be an exhaustive study of this area. Additional courses and study materials are outlined in the briefing on Windows 2000 Training and Certification. Our research indicates it takes more than 1000 hours working with the system (hands-on) to have a mastery of these components. 

To have mastery of the total Windows 2000 environment including development, our research indicates more than 10,000 hours of study and hands-on time.

Special Note: 

This guide will not delve as deep into the details since much of the material has already been discussed in the other guides. This guide will tend to be summary only.

Overview:

· This guide overviews the technologies that combine into CHANGE AND CONFIGURATION MANAGEMENT. 

· Change and Configuration Management encompasses:

Using Remote Installation Services (RIS) to automatically deploy Windows 2000 Professional.

IntelliMirror which consists of:

Using Windows Installer to install applications and provide application self-healing.

Performing client desktop automatic Software Installation and Maintenance using Windows Installer and Group Policy.

Performing client desktop User Settings Management using Group Policy.

Performing client desktop User Data Management using Group Policy, Offline Folders and Redirected Personal Folders.

· IntelliMirror technologies help in the deployment and maintenance of Windows 2000 Professional. Here’s a chart indicating the differences:

(source Microsoft White Paper on Intellimirror and SMS)

	
	SMS
	IntelliMirror
	Both

	Distribution
	Yes
	No
	Yes

	Targeting
	Collection
	Active Directory
	Collection or Group

	Platform
	All Platforms
	Windows 2000 only
	All

	Installation
	SMS or Windows Installer
	Windows Installer
	All

	Additional management support
	Yes
	No
	Yes


Sections in the Briefing Guide:

1) Deploying Windows 2000 Professional:
 - managing users and computer settings
2) Setting up a remote installation server (RIS) installation
- designing a RIS implementation
- best practices
3) Managing images for remote installations
- RIPrep image

4) Managing software using group policy

5) Windows Installer: using WinINSTALL LE

6) Administrative Templates

Strategies for mobile and roaming users
- personal folders
- offline files
- quotas
-  roaming profiles
 

Deploying Windows 2000 Professional

Managing software, user settings, and data with Group Policy

· Group Policy Objects (GPOs) affect the HKEY_LOCAL_MACHINE and/or HKEY_CURRENT_USER settings of the registry.

· GPOs can modify or limit access to the desktop, operating system software, the data the user works with.

· Examples of GPO Desktop settings:
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Hiding icons.

Disabling wallpaper changes.

Control Panel usage.

Saving settings on exit.

Working with the Active Desktop.

Working with the Taskbar toolbars.

· Examples of GPO Start Menu settings:
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Remove Favorites.

Remove Search.

Remove Run.

Disable and Remove links to Windows Update.

Remove the Documents menu.

Disable Changes to Task bar and Start menu.

Hide Common program groups.

Disable/Remove Shut Down.

Disable/Remove Logoff.

Disable drag and drop context menus on the Start Menu.

· Examples of GPO Network Access settings:
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Hide My Network Places.

No Computers Near Me.

No Entire Network.

Remove the Map Network Drive and Disconnect Network Drive options.

Tools Menu: Disable Internet Options.

Remove Run from the Start menu.

· Examples of GPO Desktop Security Settings:
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Disable Task Manager.

Remove Run menu.

Run only allowed Windows applications.

Hide these specified drives in My Computer.

Disable changes to Printers and …..

Disable changes to Taskbar & Start menu …

Group Policy Planning and Implementation guidelines

· No OUs in your design then: Create separate GPOs for subset of users and computers and apply permissions to use the GPO. Prioritize the order of GPOs.

· OUs in your design then: Create OUs for subset of users and computers. Create GPOs at the OU level. Delegate GPO administration. Parent OUs can cause conflict with child OUs.

· Multiple domains and OUs in your design: Create separate GPOs for Domains and OUs rather than linking to one GPO. Easier for troubleshooting. Delegate GPO administration. Parent domains do not affect child domains.

· Single site in your design: Create GPOs at the domain level generally.

· Multiple sites in your design: Create GPOs at the domain level generally. GPOs for one or multiple sites only apply for the site so are lost when users move. Enterprise admins required to setup GPOs at the site level.

· Base GPOs on your administration needs not organizational chart.

· Create as few GPOs as you can.

· When you have well distributed administration then:

Create a separate GPO for each type of GP.

Create a separate GPO for users and for computers – remember you can disable the part you are not using for faster processing.

Create a separate GPO for each application such as Office 2000.

If you want separate control of user environment settings, then create a separate GPO.

Refreshing Group Policy

· Default is 90 minutes with a random offset of 30 minutes.

· Minimum is 0 (7 seconds) and the maximum is 64,800 minutes (45 days).

· The more you refresh, the more traffic you create however the quicker users see the change.

· To set refresh rate:

User Configuration | Administrative Templates | System | Group Policy\Group Policy refresh interval for Users.

Computer Configuration | Administrative Templates | System | Group Policy\Group Policy refresh interval for Computers.

· If you do not need Group Policy settings or Registry settings applied more than once a day:

Computer Configuration | Administrative Templates | System | Group Policy\Disable background refresh of Group Policy 

Computer Configuration | Administrative Templates | System | Group Policy\Registry processing policy 

· Computer\User Software Installation GPO Policy and Folder Redirection are not refreshed periodically.

Delegating administration of GPO

· You can delegate the right to modify a GPO by giving an administrator: Read and Write permissions to the GPO.

· You can delegate the right to create new GPOs throughout AD by adding users to the Group Policy Administrators group.

· Delegate the right to link GPOs by using the Delegation Control Wizard | Manage Group Policy Links.

Testing GPOs thoroughly

· Document thoroughly

· Create test users, test groups, test sites, test domains and test OUs.

· Test the application of the GPO and possible conflicts with existing GPOs before implementing a new GPO.

· Create a searchable SQL database for tracking GPOs including the name, application level (site, domain, OU), settings, special settings.

· Enable detailed event logging when you have problems so that the Winlogon log is updated each time a Group Policy action occurs.

Set the following:

HKEY_LOCAL_MACHINE\SOFTWARE\MICROSOFT\WINDOWS NT\CURRENTVERSION\DIAGNOSTICS\RUNDIAGNOSTICSLOGGINGGROUPPOLICY = 1 ~ 0 disables


· When you have problems:

Start at the top and work down within a domain ~ you have to account for inheritance, possible conflicts, settings of override and blocking inheritance.

In a list of GPOs, the list is processing from bottom to top so the top one has the highest priority ~ the last one applied wins when there is a conflict in settings.

Example configurations: Note, the actual names may have changed on some settings.

Configuration 1

Lockdown for Group 1

No Remove Programs 

User Configuration\Administrative Templates\Control Panel\Add/Remove Programs\Hide Change or Remove Programs page 

Enabled 

No Windows Update 

User Configuration\Administrative Templates\Start Menu & Taskbar\Disable and remove links to Windows Update 

Enabled 

Lockdown for Group 2

User Configuration\Administrative Templates\Start Menu & Taskbar\Remove Run menu from Start menu 

Enabled 

User Configuration\Administrative Templates\Start Menu & Taskbar\Remove Search menu from Start menu 

Enabled 

User Configuration\Administrative Templates\Start Menu & Taskbar\Disable changes to Printers and Control Panel Settings 

Enabled 

User Configuration\Administrative Templates\Start Menu & Taskbar\Disable changes to Control Panel Settings 

Enabled 

User Configuration\Administrative Templates\Start Menu & Taskbar\Disable changes to Taskbar and Start Menu Settings 

Enabled 

User Configuration\Administrative Templates\Desktop\Hide My Network Places icon on desktop 

Enabled 

User Configuration\Administrative Templates\Desktop\Don't save settings at exit 

Enabled 

User Configuration\Administrative Templates\Desktop\Active Desktop: Disable Active Desktop 

Enabled 

User Configuration\Administrative Templates\System\Logon/Logoff\Disable Task Manager 

Enabled 

User Configuration\Administrative Templates\System\Group Policy\Group Policy refresh interval for users 

Enabled: 10080 

User Configuration\Administrative Templates\Windows Components\Windows Explorer\Remove File menu from Windows Explorer 

Enabled 

User Configuration\Administrative Templates\Windows Components\Windows Explorer\Remove the "Map Network Drive" and "Disconnect Network Drive" options 

Enabled 

User Configuration\Administrative Templates\Windows Components\Windows Explorer\Remove Search button from Windows Explorer 

Enabled 

User Configuration\Administrative Templates\Windows Components\Windows Explorer\Disable Windows Explorer's default context menu 

Enabled 

User Configuration\Administrative Templates\Windows Components\Windows Explorer\No Computers Near Me in My Network Places 

Enabled 

User Configuration\Administrative Templates\Windows Components\Windows Explorer\No Entire Network in My Network Places 

Lockdown for Group 3

User Configuration\Administrative Templates\Start Menu & Taskbar\Remove Documents menu from Start menu 

Enabled 

User Configuration\Administrative Templates\Start Menu & Taskbar\Do not keep history of recently opened documents 

Enabled 

User Configuration\Administrative Templates\Desktop\Prohibit user from changing My Documents path 

Enabled 

User Configuration\Administrative Templates\Control Panel\Add/Remove Programs\Hide Change or Remove Programs Page 

Disabled 

User Configuration\Administrative Templates\Control Panel\Printers\Disable Deletion of Printers 

Enabled 

User Configuration\Administrative Templates\Control Panel\Printers\Disable Addition of Printers 

Enabled 

Just the View value, because Height was changed as a consequence of setting the View to Compact.
Configure the shared folder where the My Documents folders are stored to allow caching of files by using the Automatic Caching for Documents settings so that documents used by the user are automatically cached.
 
Configuration 2: Mobile Users 

User Configuration\Administrative Templates\System\Logon/Logoff\Limit profile size 

Enabled 

10000 KB 

Notify user when profile storage space is exceeded. 

Computer Configuration\Administrative Templates\System\Logon\Automatically detect slow network connections 

Enabled 

Computer Configuration\Administrative Templates\System\Logon\Slow network connection timeout for user profiles 

Enabled 

56 (Kbps) 

Computer Configuration\Administrative Templates\System\Logon\Slow network default profile operation 

Enabled 

Computer Configuration\Administrative Templates\System\Logon\Do not prompt user when slow link is detected 

Enabled 

Computer Configuration\Administrative Templates\System\Logon\Timeout for dialog boxes 

Enabled 

0 

Computer Configuration\Administrative Templates\System\Logon\User Profile error handling 

Enabled 

Log the user on with a temporary profile 

Computer Configuration\Administrative Templates\System\Group Policy\Group policy slow link detection 

Enabled 

56 (Kbps) 

Computer Configuration\Administrative Templates\System\Group Policy\Software Installation policy processing 

Enabled 

Clear both options 

User Configuration\Windows Settings\Folder Redirection\My Documents: Target tab 

Enabled for Mobile Users only 

User Configuration\Windows Settings\Folder Redirection\My Documents: Settings tab 

Enabled: Grant the user exclusive rights to My Documents 

User Configuration\Windows Settings\Folder Redirection\My Documents: Settings tab 

Enabled: Move the contents of My Documents to the new location 

User Configuration\Windows Settings\Folder Redirection\My Documents: Settings tab 

Enabled: Leave the folder in the new location when policy is removed 

User Configuration\Administrative Templates\Network\Offline Files\Automatic synchronization at logoff 

Enabled 

Quick 

User Configuration\Administrative Templates\Network\Offline Folders\Action on server disconnect 

Enabled 

Work offline 

Setting up a remote installation server (RIS) installation

What is RIS?

· Please see the other briefing guides for more information on RIS.

· Remote installation allows a client to connect an RIS server and start an automated installation of Windows 2000 Professional on a local computer. 

· RIS also allows a client to connect to run diagnostics and maintenance tools.

· RIS supports two image types that can be installed on client computers:

CD-based images: standard W2K Prof installation with unattend.txt answer file option.

Remote Installation Preparation (RIPrep) images: fully configured W2K Prof with applications.

Note: RIS only support deployment of W2K Prof and you can’t use other tools to create the deployment images.

· RIS requires that client computers support one of the following: 

Net PC specification

Pre-Boot Execution Environment (PXE) boot ROM and BIOS support for starting from the PXE boot ROM ~ ** we use this method.

PCI network adapter card and a remote installation boot disk (you create the disk with RIS).

· RIS requires a user account that is used to perform the installation:

The account must have the user right to Log On As A Batch Job.

· RIS requires users be assigned the permission to create computer accounts in the domain that they are joining. The domain is specified in the Advanced Settings on the RIS server.

· Remote installation makes use of these services:

Remote Installation Services (RIS) to install W2K Prof.

Dynamic Host Configuration Protocol (DHCP) to assign IP addresses to RIS clients.

Domain Name System (DNS) to locate the AD service on a domain controller (DC)

Active Directory (AD) to locate the client computer accounts and the RIS server.

Client logon process with RIS

· Client boots with PXE NIC or PCI NIC and installation disk.

· System prompts user to press F12.

· Client sends broadcast (DHCP Discover) with client GUID to DHCP server for IP address.

· DHCP server returns IP address to client and DNS server location.

· Client contacts DNS to locate AD Service and RIS server.

· RIS server checks AD to see if client is preconfigured (pre-staged clients) to receive image list from a designated RIS server.

· The client GUID is verified by AD.

· If the client is pre-staged, then the client is referred to its designated RIS server for logon Else the original RIS server performs the logon.

· The client is sent a list of authorized installation images.

RIS Services

· Boot Information Negotiation Layer (BINL): checks that pre-staged clients are referred to their installation RIS servers and creates computer accounts for clients that are not pre-staged.

· Single Instance Store (SIS): Duplicate files in images are kept in a common data store to save disk space. 

· Trivial File Transfer Protocol (TFTP): Sends the Client Installation Wizard software to the client to begin installation of the image.

Hardware:

· Server recommendations:

Pentium III 500.

512MB RAM 

Support for RIS files and W2K Prof images: 4GB per partition; two partition required ~ one for OS and one for images ~ image partition must be separate and must be NTFS ~ dynamic volumes not supported for SIS service ~ place images on separate hard drive.

NIC: 100MBps 

Note: you must have access to DHCP and DNS

· Client recommendations:

Pentium III 300

128 MB RAM

2 GB primary hard disk ~ 4 GB preferred

NIC: 100 MBps

Minimum NIC: PXE ROM Version .99c (NetPC or PC98)  OR PCI supported by RIS disk (PC Card NICS not supported).

BIOS: startable from PXE NIC if using this option 

Note: You can use SMS for help with hardware, NIC requirements.

Installing and Configuring RIS

· To install RIS: use Control Panel | Add/Remove Programs | Add/Remove Windows Components | Find and then Select RIS … | follow the prompts…

To create your first image: Reboot when prompted | ensure you have [Start | Programs | Administrative Tools | ] Configure your Server running | click Configure | Enter a path for your RIS installation folder (must be NTFS 5 and can’t be the your 2000 system volume) | provide the source for the installation files |  accept the default name for the Windows Installation Image Folder Name ~ win2000pro | continue to accept defaults for Friendly Description and Help Text if you wish or enter you own …

As an alternative, if you didn’t get the Configure Your Server running automatically upon reboot then To create your images, you run: Start | Run | RISETUP | RIS Setup Wizard starts …

If the system prompts you for a location for the image then provide one (must be NTFS, can’t be 2000-system volume, can’t be Dfs, can’t be EFS).

Prompts for Initial Settings: Default is server doesn’t respond to clients ~ option for server responds to clients ~ option for server does not respond to unknown clients

Prompts for RIS options: Add a new OS image to this RIS server ~ Check this RIS server for errors.

Prompts for Installation source path: You must create at least one standard image before you start RIS. Typically you give the source for a CD.

Prompts for Windows Installation Image Folder Name: Default is win2000.pro

Prompts for Friendly Description and Help Text: Default is Microsoft Windows 2000 Professional and Automatically installs Windows 2000 Professional without prompting the user for input.

Prompts that Previous Client Installation Screens Found (installed RIS already): Choose to use new screens and save the old ones as .bak; use the new screens overwriting old; use the old screens.

Review displayed and processing starts ….

The remote installation folder is created. 

The files needed by the services are copied. 

The Windows installation files are copied. 

The client installation wizard screen files are updated. 

A new unattended Setup answer file is created. 

Remote installation services are created. 

The registry is updated. 

The Single-Instance-Store Volume is created. 

The required remote installation services are started.

Authorizing a RIS server

· Just as a DHCP server must be authorized by AD to be used, you must authorize the RIS server. This prevents rogue RIS servers.

· The procedure is the same as authorizing a DHCP server so if the server is a DHCP server, it can be skipped.

· Start | Programs | Administrative Tools | click DHCP | right-click DHCP | click Manage Authorized Servers | click Authorize | type in the name or IP address of the RIS server

Giving users the right to create computer accounts so when they connect to the RIS server, their new computer installation will be registered in AD.

· In Active Directory Users and Computers | right-click the OU | click Delegate Control | follow the prompts ….| Create a custom task to delegate  | This folder, …. |  Creation/deletion of specific child objects, select Create Computer Objects

Creating a RIS client boot disk for clients that have a supported PCI NIC but that is not PXE compliant.

Assume the RIS installation folder is C:\REMOTE, the SHARE NAME is REM and the server is LONDON.

To create a RIS boot disk: Start | Run | \\LONDON\REM\ADMIN\I386\RBFG.EXE  | insert a floppy when prompted | click create disk.

Performing an installation on a RIS client

· Start up the client computer using PXE or the RIS boot disk.

· Press F12 when prompted to do so.

· The client connects to the RIS server.

· Press F12 again to down the Client Installation Wizard.

· The Wizard starts.

You are prompted to log into the domain.

You get a list of options:

Automatic setup: you choose which image to install if there are multiple images on the RIS server you are authorized to install.

Custom Setup: you can override computer naming and location where client computer account is created in AD.

Restart a Previous Setup: select this if the previous installation failed.

Maintenance and Troubleshooting: access 3rd party tools.

You can configure RIS installation options such as:

· Using a standard naming convention and computer account location for all new client computers serviced by a designated RIS server. This is done through AD Users and Computers, RIS server properties, Remote Install Tab, Advanced Settings…

· Pre-staging a client computer by pre-configuring a computer account for the client computer and assigning it to a designated RIS server. Pre-staging prevents the illegal installation of clients when used with the Server Do Not Respond to Unknown Clients option. Pre-staging allows load-balancing amongst multiple RIS servers. To Pre-stage, use AD Users and Computers | select an OU | right-click the OU | select New ~ Computer | enter a computer name | select This is a managed computer | enter the GUID | click The Following Remote Installation Server ~ enter the fully qualified name of the designated RIS server.

· Pre-staging a client with no known GUID (usually on the case) then: Start client with RIS boot disk | select a setup option | select an image | press ENTER at the warning screen | a GUID will appear ~ make a note of this GUID ~ turn off the computer to prevent it from receiving an image. 

· Client installation options that appear to users by the Client Installation Wizard. This is done using Group Policy. To do this, use AD Users and Computers | right-click the container | click properties | click the Group Policy tab | edit the GPO | expand User Configuration | expand Windows Settings | click Remote Installation Services | in the Details pane, double-click Choice options ~ Automatic Setup ~ Custom Setup ~ Restart from a Previous Setup attempt ~ Maintenance and troubleshooting tools ( choose allow, don’t care, or deny. The default is Automatic Setup.

· You can use Group Policy and AD Users and Computers | right-click the RIS server | properties | Remote Install | Advanced …. to configure 3rd party troubleshooting tools.

· You can change the client support options for RIS by : AD Users and Computers | right-click RIS server name | click Properties | click Remote Install tab …~ Respond to client computers requesting service ~ Do not respond to unknown client computers.

What factors goes into the design of a RIS system?

· Guidelines for improving performance:

Use dedicated RIS servers.

Pre-stage client computers.

Use high-end servers to distribute images. User low-end server to refer requests.

Use Quad CPU hardware with 1GB RAM and SCSI disk array with 100MBps NICs.

Place RIS servers at both ends of slow links.

· Guidelines for securing RIS:

Pre-stage client computers and configure RIS to serve only pre-staged clients.

Grant the right to install OS to technical support.

Limit the options that client have using Group Policy.

· Guidelines for account management:

Consider that computers are named by default after the user performing the installation if they are not pre-staged.

Consider naming computer accounts incorporating departments or OU names.

Consider that computer accounts are created in the Computers container by default.

Consider creating computer accounts in the same OU as the user account.

Consider creating computer accounts in specific OUs.

· Best practices:

Place RIS servers in the same site as client computers. 

Use RIS and IntelliMirror to replace computers.

Activate client support in the RIS server only when you are ready to use it especially if you are using PXE NICs. You run the risk of having clients wipe out their systems.

Example Screens
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Managing images for remote installations

· There are two types of images used by RIS:

CD-based images: created by default when you install RIS and a standard unattended answer file is created for you with a .SIF extension. The answer file configures the image. You can create an alternative .SIF file with your own settings. An .SIF file answers the customizing prompts when an installation proceeds such as computer name, regional settings, display resolution, … 

You can create another answer file using the Setup Manager Wizard. (see the Windows 2000 Installation and Configuration Strategies guide for an overview.) The file created is named REMBOOT.SIF. You should ensure the file has the following information:
[OSChooser]
   ImageType=Flat
   Version=”5.0”

You can save the file to the folder \\RISserver\Reminst\setup\English\Images\win2000.pro(or other name)\i386\templates\remboot.sif 

You must associate the answer file with the CD-based image by using: AD Users and Computers | right-click the RIS server | click Properties | click the Remote Install Tab | click Advanced | click the Images tab | click Add | click Associate a new answer file to an existing image | select the location of the answer file ~ from samples provides with RIS ~ from another RIS server ~ from an alternative location using a local path or UNC path\ | follow the prompt...

You can restrict access to the answer file by applying Read and Read & Execute permissions on the answer file to specified users.

RIPrep-based images: a RIPrep image is a fully pre-configured image with OS and applications. You create these images with the Remote Installation Preparation Wizard: \\RISserver\Reminst\Admin\i386\RIPREP.EXE. 

Note: you can replicate multiple images to other servers by copying them manually or by using SMS (Systems Management Server).

More on creating an RIPrep Image

· You use RIPrep to deploy an OS with applications.

· To setup a RIPrep image, you need a source computer and a RIS server.

The source computer contains a based operating system plus applications and represents the client installation. 

The RIS server is the distribution point for the image. You use the Remote Installation Preparation Wizard to create an image of the source computer and place it on the RIS server. You must have a CD-based image already installed on the RIS server for this to work.

· To setup the source computer:

Install W2K Prof.

Install the applications.

Using the Control Panel | System Icon, Copy the local Administrator user profile to the location:
Drive:\Documents and Settings\Default User

This is required since all your setup data happened while logged in as Administrator.

Run the RIPREP Wizard on the client computer but from the RIS server:

On the source computer, Start | Run | 
\\RISserver\reminst\admin\i386\riprep.exe
Follow the prompts

The wizard will remove all unique settings such as SIDS, computer name. Create the RIPrep image on the RIS server. Create an answer file and associate it with the RIPrep image.

Note: the source and destination computers must support the same HAL.

Best Practices

· Create an answer file using the Setup Manager and associate it with the image.

· Create a fully-automated setup so the installation proceeds unattended.

· Create a single CD-image and create multiple answer files to customize. Use multiple images only if you need to deploy to Intel and other incompatible systems.

· Use meaningful names for your image files. This is what the client sees.

· Use multiple RIS servers for load balancing.

· Replicate the images to multiple serves using SMS.

Managing software using group policy

· See the Windows 2000 Administration Strategies guide for an overview of this topic.

· The discussion here will be summary in nature only due to coverage in other guides.

Overview

· There are four stages to managing software deployment using Group Policy:

Acquiring a package from your vendor to deploy. You can assign packages to users or computers so that they are automatically advertised and installed or packages can be published where they can be optionally installed by using Add\Remove Programs. Windows Install packages (.MSI) can be assigned and published. ZAP files, text files that you create to control installations and their installation, can only publish applications. There are three types of packages: native Windows Installer packages; Repackaged applications using a third-party tool like (WinINSTALL LE); .ZAP files that you create that contains instructions on how to install the application.

Deploying the software by assigning or publishing the package. When you assign a package to a user, the package will appear as if it’s installed and will be installed if the user invokes the application or opens a document. When you assign a package to a computer, the package is installed when the computer is turned on. When you publish programs, they are only installed through Control Panel | Add/Remove Programs.

Maintaining the software by deploying updates or redeploying the application. This can happen automatically or when the user uses Add/Remove Programs.

Removing Software by forced removal that deletes the application the next time the computer is turned on or the user logs on; by optional removal using Add/Remove Programs. Once removed, the program will not be reinstalled.

· There are three file types:

Native Windows Installer .MSI files that support on-demand installations, the feature is not installed until the user uses it.

Repackages applications .MSI files using WinINSTALL LE . You can repackage applications if they don’t have an .MSI file however the applications are not self-healing and do not support on-demand installation.

Text files .ZAP that you create for those applications that install using a regular setup.exe program. A ZAP files has no support for Windows Installer features.

· To setup deployment:

You copy the deployment package to a shared folder.

You setup a Group Policy object to manage the deployment of the software.

You use the User/Computer Software Installation node of Group Policy.

Guidelines for Software Deployment

Assign applications to users when they require the application to perform their job. The application will appear no matter which computer they use. If the application is deleted, if will be reinstalled the next time the user logs on.

Assign applications to computers when applications are used at specific computers such as ones used for display or in libraries.

Publish applications to users if the application isn’t needed but handy if available.

Use SMS for software licensing/metering since this is not currently supported by Windows 2000.

Setup OUs based upon software need.

Deploy software using GPOs high in the AD tree when you want to provide applications for many users across the enterprise.

Deploy one application per GPO when you have multiple administrators.

Deploy multiple applications per GPO when users share the same core applications.

Use SMS if you need to deploy applications based upon target hardware.

Use member servers instead of DCs for software distribution.

Assign applications to users rather than computers to avoid the 8:00 am surge when everyone turns on their computers and applications are installed.

You can use Dfs for software distribution and its automatic replica load balancing capabilities – one link fails, another one take over.

You can use GPO settings to modify slow link detection so slow links will not be used and you can define what speed a slow link is.

Test thoroughly before deploying packages.

Allow users to continue using their applications when there is an upgrade by deploying upgrades as optional.

Use Group Policy to disable Windows Installer so illegal applications will not be installed by users.

Store source files for applications in hidden shares to discourage unauthorized access.

 Use SMS to examine hardware configurations before deploying applications.

Windows Installer using WinINSTALL LE

· See Windows 2000 Administration Strategies for an overview of Windows Installer

· This section is meant to only provide a summary.

Windows Installer Guidelines

· WinINSTALL LE (WLE) allows you to repackage applications for Windows Installer so that the applications can be deployed using Group Policy. WLE will create a number of support file including a .MSI file required by Windows Installer (WI). 

· WLE is provided on the W2K server CD.

· Using WLE involves three steps:

Install W2K Prof on a standard client computer (reference computer or RC) and then use WLE to take a snapshot of this computer. Ensure that only the OS is installed on the RC.

Install and configure the application on the RC.

Use WLE to take an after snapshot of your RC. WLE records all the changes made by the application. The following files are created by WLE: .MSI (Installer package); .NAI (ensures compatibility with previous versions of WLE); .REG (makes registry changes).

Note: You need about 350MB of free disk space for temporary files, which are deleted after the final snapshot is taken. You will also need more space for the repackage application than the original application when you store the package on the distribution server.

· You can a special WLE software console to make modifications to a package. These modifications include: 

Adding shortcuts to the desktop or Start menu.

Adding or removing files (forms or templates for example) from the default application file set or change file attributes.

Adding descriptive information such as name, URL for online support, phone number.

· Best Practices:

Create desktop and Start menu shortcuts before taking the After snapshot since it’s easier than customizing the package.

Ensure that you shutdown and restart the RC before you take the After snapshot. This will ensure all changes have been written to the registry.

You can use RIS to reset the source computer to a base state.

Create one package per .MSI file.

Test, test, test ….

Administrative Templates

· In Group Policy, you see Administrative Templates in both the Computer and User configurations. You use these templates to lockdown what the user can and can’t do.
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· Administrative Templates provide a guideline for defining user and computer policy setting that are based upon registry settings. These settings control what the users sees and the actions they can perform in their desktop environment.

· When you make a change with an Administrative Template, you are actually editing the registry. The Administrative Template provides a graphical and interactive interface to make these changes and is much preferable than using Regedit32.exe. When combined with Group Policy, you have a powerful tool for managing the desktops of users across the enterprise.

· You have the ability to create your own Administrative Templates for applications and you can add these templates to the Group Policy interface. 

· Windows 2000 Group Policy settings are written to \Software\Polices and \Software\Microsoft\Windows\CurrentVersion\Policies registry trees. When the GPO is unlinked or deleted, the settings are also removed. There is another type of Group Policy setting called a preference, which is not removed when the GPO is removed or unlinked and the user can override preferences. You need to make a change to the system so that they will be handled correctly so that they preferences will get updated correctly. This can be done using a GPO: Computer Configuration\Administrative Templates\System\Group Policy\Registry policy processing\~clear the Do not apply periodic background processing ~ select Process even if Group Policy objects have not changed. 

· You can create your own templates using any text editor and there is strict format of how they are written. The VB like scripting language can be readily learned. The problem arises in knowing what changes occur to the registry when you carry out an action with an application. It’s these changes that you are directly referencing in your template coding. You need to identify the specific registry keys involved and the values they can take. 

· You must know four things before you write any template code:

The parts of an application that are controlled by registry settings.

The registry keys that are modified when you carry out an action in an application.

The values that the registry key take when you carry out an action in an application.

The data type of these values.

· To document, registry changes, you can use an application called windiff.exe. There is a three-step process:

You take a before snapshot of your registry before you carry out an action within the application by using Regedt32.exe to save a subtree to a text file. 

You then carry out one action within the application and then run Regedt32.exe again and save the subtree to another text file.

You then run WinDiff to compare the two files. You carefully record the changes made: the registry keys, the data type, and values.

· You use the information gained with WinDiff to code your template than you import your template into a GPO.

· To add a template to a GPO: in the GPO edit console | right-click Administrative Templates | click Add/Remove Templates | click Add ~ locate your custom template and click Open

· Note: By default, System.adm and Inetres.adm templates are added to each GPO. This can’t be done with your custom GPO however you could make modification to add your settings to the System.adm template.

· Guidelines:

Do not make too many changes in the application before running WinDiff.

In your coding, use uppercase for special keywords called Tag Names.

Be very specific in the purpose of your template.

Create the basic body of the template using some auto code generator or macro system.

Use a standardized naming format.

Keep the code simple.

Strategies for mobile and roaming users

· Overview information about technologies for mobile and roaming users can be found in other briefing guides.

· The purpose of this section is to provide general guidelines.

· Mobile and roaming users make use of:

Redirected Personal Folders: folders are redirected to a server so they are always available no matter from where a user logs on. The files appear as if they are still locally stored though they are actually on a server.

Offline files: Server-based files are always available, even when the user is offline. The user always has access to the files and they continue to appear as being resident on a server when the user is offline. A copy of the server files is locally cached and then synchronized anytime a user logs on or logs off.

Quotas: To prevent users from using large amounts of server disk space, disk quota limits can be implemented by volume by user.

Roaming Profiles: A profile is the desktop environment of the user including any special settings for the user. When a users roams to another machine, their desktop environment comes with them including any special setting. Normally profiles are stored on the local computer. With roaming profiles, the user profile is stored on a server much like redirected folders.

Guidelines and Factors to consider:

· Configure Group Policy (GP) to “automatically detect slow network connections” so that if the connection is too slow, the system will not try to apply roaming profiles but will use a default profile instead.

· Configure the GP “Slow network connection timeout for user profiles” 

· Configure the GP “Limit profile size” ; this includes My Documents and Desktop

· Configure the GP “ Exclude directories in roaming Profile” so folders will not roam.

· Configure the GP so that large personal folders do not roam since they are copied from the local computer to the server upon logoff and from the server to the local computer at logon. This is inefficient; use Redirected Personal Folders instead to handle large folders since Personal Folders stay on the server.

· Deleted files in the recycle bin count towards a user’s disk quota.

· Roaming user profiles not needed for mobile users since the same laptop is generally used and roaming profiles are not recommended over slow links.

· Redirected folders are best used with offline folders. You redirect My Documents so they are always available to users no matter from where they log on and you make them available offline so users can use them for saving files at all times.

· Using offline files is best suited for situations where connectivity isn’t guaranteed.

· Redirected folders are not counted as part of the user profile when using roaming profiles.

· If you are able to, use GPO to configure user desktops rather than roaming profiles. The only disadvantage is that user’s can customize their desktops.

· To save disk space, you can delete the locally cached copy of the roaming profile by using a GPO but this means that the user won’t get their profile if the server is down. With a roaming profile, if the server-based profile is unavailable, the system will try to use a locally cached copy if there is one.

· When you use redirected folders, you need to implement disk quotas.

· When you remove folder redirection, have the files move back to the local computer. You do have the option of keeping them on the server.

· With offline files, use GPO to specify files types such as large video files that are not locally cached.

· Consider using GPO to enable quick synchronization of offline files so that only files that have changed will be synchronized rather than all files.

· When you monitor or enforce disk usage limits, send out alerts to users. You can monitor disk usage without setting limits and users can still be alerted.

· Consider using roaming profiles when a user’s computer will be replaced. When the user logs on with their new computer, all their documents and settings will be available to them.

· Consider creating a subfolder within My Documents for offline use. Encourage users to use that folder for files they wish to work on offline.

Summary Listing

· Deploying Windows 2000 Professional:
 - managing users and computer settings
· Setting up a remote installation server (RIS) installation
- designing a RIS implementation
- best practices
· Managing images for remote installations
- RIPrep image

· Managing software using group policy

· Windows Installer: using WinINSTALL LE

· Administrative Templates

· Strategies for mobile and roaming users
- personal folders
- offline files
- quotas
- roaming profiles
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