



Vendor Antivirus POC Questionnaire

Trial Scope and Criteria for Success Checklist

Specific functionality for evaluation during the trial is listed below. Each section contains a comment line so that the client representative can note any exceptions encountered during the trial.

Test Case Summary & POC Success Criteria

The following table summarizes the test cases for this Proof of Concept:

	Test Case
	POC

Mandatory?
	Description

	
	Yes
	Virus Definition/Signature Updates

	
	Yes
	Technical Support

	
	Yes
	Reports

	
	Yes
	Virus Detection and Repair

	
	Yes
	Logging and Alerting

	
	Yes
	Centralized Management and Monitoring

	
	Yes
	Product Updates

	
	Yes
	Documentation

	
	Yes
	Licensing

	
	Yes
	Client-Based Features


Success Criteria:  Completion of the Proof of Concept document is vital to this evaluation.

Virus Definition/Signature Updates

	Requirement
	Met? Yes/No
	Comments

	1. The system shall provide the capability to distribute updated virus definitions/signatures to client computers.
	
	

	2. The system shall provide the capability for client computers to download updated virus definitions/signatures from a central update server.
	
	

	3. The system shall provide the capability for automated updates of virus definitions/signatures.
	
	

	4. The system shall provide multiple update mechanisms such as standalone installers, web-based updates, and server-based updates.
	
	

	5. The system shall provide emergency updates of virus definitions/signatures in response to samples submitted for analysis.
	
	

	6. The system shall provide interim updates of virus definitions/signatures.
	
	

	7. The vendor shall provide documentation of a recent virus definitions/signatures update (e.g., malware description, process diagrams for building virus definitions/signatures, and exact timelines) in response to a specific zero-day worm outbreak.
	
	

	8. The system should include “what’s new” documentation with each set of updates that lists new viruses, deleted or renamed viruses, and any fixes of false positives.
	
	


Technical Support

	Requirement
	Met? Yes/No
	Comments

	1. The system shall include multiple access methods to reach technical support.
	
	

	2. The system shall provide a mechanism to submit suspicious files for analysis.
	
	

	3. The system shall include 24x7x365 access to technical support.
	
	

	4. The system should have staffing availability to respond within 5 minutes of an initial call for the purpose of providing emergency technical support.
	
	

	5. The system should include access to senior technical support staff.
	
	


Reports

	Requirement
	Met? Yes/No
	Comments

	1. The system shall provide daily, weekly, and monthly summary reports of all malware detections.
	
	

	2. The system shall provide reports to track activity by computer, by location, or by user.
	
	

	3. The system shall provide reports to identify all computers with outdated virus definitions/signatures.
	
	

	4. The system shall include the capability to export the reports in multiple formats such as .csv, .pdf, .doc, and .html.
	
	

	5. The system should provide reports to identify all computers with no anti-virus software or non-standard anti-virus software.
	
	


Virus Detection and Repair

	Requirement
	Met? Yes/No
	Comments

	1. The system shall provide real-time virus scanning of all files accessed, created or modified.
	
	

	2. The system shall detect 100 percent of all “In-the-Wild” viruses.
	
	

	3. The system shall have the capability to detect spyware/adware.
	
	

	4. The system shall repair all detected malicious code or provide standalone repair tools.
	
	

	5. The system shall provide detailed instructions for manually repairing infections.
	
	

	6. The system should provide real-time scanning of NetApp servers.
	
	

	7. The system should use alternate methods (e.g., heuristics algorithm, behavior-blocking, proprietary technologies) to detect zero day variants.
	
	

	8. The system should be able to repair spyware/adware infections.
	
	


  Logging and Alerting

	Requirement
	Met? Yes/No
	Comments

	1. The system shall log all detections of malicious code.
	
	

	2. The system shall log all virus definition/signature updates.
	
	

	3. The system shall provide multiple alerting mechanisms (e.g., SNMP traps, emails, pager messages).
	
	

	4. The system shall provide the capability to forward virus detection alerts to a central monitoring system.
	
	

	5. The system should log all modifications of configuration settings.
	
	


Centralized Management and Monitoring

	Requirement
	Met? Yes/No
	Comments

	1. The system shall provide console software to provide an interface for anti-virus management and monitoring.
	
	

	2. The system shall display all detected malware at client computers.
	
	

	3. The system shall display the current status of virus definitions/signatures at client computers.
	
	

	4. The system shall display the current version of anti-virus at client computers.
	
	

	5. The system shall display the progress of virus definitions/signatures updates.
	
	

	6. The system shall provide the capability to launch scans of all client computers.
	
	

	7. The system shall provide the capability to configure and maintain standard anti-virus software settings.
	
	


Product Updates

	Requirement
	Met? Yes/No
	Comments

	1. The system shall provide the capability to install/update client computers and servers from a central console.
	
	

	2. The system shall provide detailed descriptions of new functionality contained in product upgrades.
	
	

	3. The system shall provided detailed descriptions of any known issues or product incompatibilities.
	
	

	4. The system should provide the capability to upgrade client computers using 3rd party system management tools.
	
	


Documentation
	Requirement
	Met? Yes/No
	Comments

	1. The system shall include administration guides for all anti-virus products.
	
	

	2. The system shall include user guides for all desktop anti-virus products.
	
	

	3. The system shall provide a web-based knowledgebase repository for product information.
	
	

	4. The system shall provide a web-based knowledgebase repository for malware descriptions.
	
	

	5. The system should include “quick start” guides for users.
	
	


Licensing

	Requirement
	Met? Yes/No
	Comments

	1. The system shall include licensing of anti-virus software for GDC4S employee’s home use.
	
	

	2. The system should include flexible licensing for use in closed areas and at remote sites.
	
	


Client-Based Features

	Requirement
	Met? Yes/No
	Comments

	1. The system shall provide the capability to schedule scans on an hourly, daily, weekly, or monthly basis.
	
	

	2. The system shall provide the capability to schedule virus definition/signature updates on an hourly, daily, weekly, or monthly basis.
	
	

	3. The system shall include a progress indicator for manual scans.
	
	

	4. The system shall provide the capability to lock the configurable settings.
	
	

	5. The system should include configurable messages to display upon virus detection.
	
	



