
Sample Meditech, Eclipsys and Exchange 200x Single Sign SOW


Statement of Work

Scope of Services

Specific Goals

Single Sign-On Login Scripts

Upon completion of all logon scripts and distribution and verification of all deployment phases, the Single Sign-On logon scripts deployment should conclude with the satisfaction of all customer outcomes as specified in the Statement of Work.  At this time the logon scripts are considered fully functional, and documented, and their configuration frozen at a known state.  Configuration particulars are now in the hands of the customer who will undertake formal change management of the logon scripts.

Installed Single Sign-On Software

Upon completion of all software distribution, configuration and the verification of all deployment phases, the Single Sign-On product concludes with the satisfaction of all customer outcomes as specified in the Statement of Work.  At this time the product is considered fully functional, and documented, and its configuration frozen at a known state.  Configuration particulars are now in the hands of the customer who will undertake formal change management of the product.

Project Approach

“Vendor” recommends that a phased approach be followed for Client and “Vendor” to successfully achieve the goals set forth in this SOW.  We recommend that each phase be performed.

Each project phase will have a predetermined set of tasks and goals.  A detailed project plan will be managed on a daily basis to provide immediate feedback on project status.  A quality review may be performed at the end of each phase to ensure that a quality solution will be implemented.

The following project phases are required for a successful completion to the project:


  Phase #1
Solution Design



Phase #2
Develop SSO Solution in Lab



Phase #3
Deployment of Prototype

Solution Design

The purpose of this Phase is to design and plan the Single Sign-On (SSO) implementation within the Client enterprise. During this Phase, the following goals will be accomplished:

1. Identify key solution and staffing components: 

a. Resources

· Key roles: 

· SSO Administrators

· SSO script writer(s)

· SSO Password Manager

· SSO Auditor(s)

· DB Manager (backup and maintenance)

· Define number of people to be trained

· Define person in charge for all technical issues that may occur during the implementation 

b. Identify Hardware/software used in the organization

c. Define Applications for which SSO will automate the login process throughout the implementation phases

· Review how users currently launch these applications

· Document versions and platforms for these applications

d. Identify SSO Users:

· Groups where SSO can be piloted

e. Identify Server and Workstation availability:

2. Design Single Sign-On Architecture:

a. Review the client infrastructure from the SSO perspective

b. Document the system configuration/environment/OS, especially of the workstations:

· Network configuration, NT / Windows trust domains
c. Plan the number, type, and location of the different SSO components, based on the following criteria:

· Customer business needs

· Network issues

· Geographic locations

· Hardware and software availability

· Crucial and central points

3. Design login/ fail-over approach 

a. Define the Hot Backup, loading balancing, and replication relationships that will be implemented

b. Develop an overall installation (rollout) plan, with schedules, resources required, etc.

c. Develop detailed, step-by-step procedures for installing the hardware and software, particularly on the client, paying particular attention to configuration issues.

d. Determine script/application approach and scope 

e. Determine password change methods 

f. Determine security policies 

g. Develop a test plan 

Develop SSO Solution in Lab Environment

The purpose of this Phase is to develop and test the SSO solution in a development lab environment prior to deployment to the end-users.  During this Phase, the following goals will be accomplished:

1. Establish the development lab environment: 

a. Install Single Sign-On: 

· Install SSO Server and backup servers
· Install SSO Client on up to 4 development user workstations

· Install SSO Assistant 

2. Create database objects, groups

a. Configure backup/failover 

b. Create Users, User Groups, Applications, Application Groups

3.   Develop login scripts to address the following Application login requirements:

a. Meditech Client Server Emulator-based application.

· Username, password, host name.

· Standard login with error checking

· Password changes.

b. Eclipsys

· Username, password

· Standard login with error checking.

· Password changes.

c. Microsoft Exchange v2000 / 2005
· Username, password.

· Standard login with error checking.

· Password changes.

4. Develop a single “log-off” script that scripts how to safely close every SSO-enabled application that is open at the time that this script is called (which can be done from two separate buttons on the SSO Toolbar, or two separate functions off of the “Station Lock” window).

5.
Test implementation:

· Verify software operation  

6.   Test scripts for their reliability, availability, and performance

· Run tests using SSO and NT login using varying parameters and user configurations

· Test connectivity and login

7.   Demonstrate developed solution to Client Project Sponsor and review team

8.
Identify and document changes to the solution which must be made prior to prototype deployment

9.   Implement and test final changes to developed solution

Deployment of Prototype 

The purpose of this Phase is to deploy the developed SSO solution in a controlled prototype environment and to provide knowledge transfer to Client staff to enable them to continue with an enterprise deployment of the developed solution. During this Phase, the following goals will be accomplished:

1. Develop and document installation procedures for user workstation software and hardware.

2. Develop and deliver training for Client personnel involved in the prototype deployment:

a. Installers:

· Conduct a session to explain the design, installation, and operation characteristics of the login process

b. Administrators:

· Explain installation, set-up, and configuration of SSO Server and user workstation. 

c. Users:

· Cover Authentication methods

· Detail support process through use of Customer Support Desk

d. Client Support Personnel:

· Detail procedures for handling a problem

· Detail troubleshooting process and possible resolutions

e. Create Pre-Rollout Materials

f. Build “Gold Image” deployment CD which includes the SSO login scripts, and any other configuration files required for installation on end-user workstations

g. Create the SSO Production environment: 

· Install Single Sign-On on the production systems 

· Install SSO Client up to 20 user workstations 

h. Create additional database objects, groups  

· Create additional Users, User Groups, Applications, Application Groups

3.
Identify and document changes to the solution which must be made prior to production deployment.

4.
Implement and Test changes to the Final solution
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