Intrusion Detection

REQUEST FOR PROPOSALS
(RFP)

The Client Information Technology Department is seeking Proposals from qualified individuals or firms to provide and implement  a host based intrusion detection system at the Client.   The system is needed to protect the Client’s enterprise systems against Internet-based attacks and internal misuse.  

Host Based Intrusion Detection Requirements

Response:  1 – Base Package, 2 – Optional Module, 3 – In a Future Release, 4 – Not Supported (See the RFP for definitions of the four categories)

	No.
	
Description

	Mandatory Rqmt
	Response
	Comments

	

	Installation and Implementation

	A-1
	Product must be able to install HIDS agents and support the following OS: Linux, Redhat Enterprise, Mac OS
Solaris 2.6 - 2.8, 8 - 11, HP-UX,

Windows NT/200x, Novell NetWare
	Yes  
	
	

	A-2
	Product must be able to operate in the current routed and switched network infrastructure and doesn’t require any major changes to the network
	Yes
	
	

	A-3
	The product must be able to support multiple NICs on the hosts/servers.
	Yes
	
	

	A-4
	The product has critical file monitoring and protection, e.g. file integrity checker.
	Yes
	
	

	A-5
	File integrity checking supports industry standard methods, e.g. MD5 baseline and encrypts database file stored on host system.
	Yes
	
	

	A-6
	File Integrity checking will have configurable rules/policies to describe behavior on files and provide default policy.
	Yes
	
	

	A-7
	Communication between the agent and the console are TCP-based.
	Yes
	
	

	Event Detection



	B-1
	The product detects events based on entries/patterns in logs, as well as file and system attributes, that indicate malicious intent.  
	Yes
	
	

	B-2
	The agent polling interval is a tunable or adjustable metric, e.g. user definable set thresholds, intervals, etc.
	Yes
	
	

	B-3
	The product sends an alert via pager, e-mail or modem support for pagers—direct pager access.
	Yes
	
	

	B-4
	The product detects and reports events in ‘near real-time’.
	Yes
	
	

	B-5
	The product supports the industry standards SMNP traps, SMNP 1 and 2.
	Yes
	
	

	B-6
	Product provides context sensitive help or drill down capability on events.
	Yes
	
	

	B-7
	Product supports customizable signatures/rules based on correlation, frequency, etc.
	Yes
	
	

	B-8
	The management console visually differentiates agent status, e.g. red, yellow, green.  Specify mode(s) of differentiation.
	No
	
	

	B-9
	Host events are detected independently of network protocols, e.g. NetBeui, IPX, 5250, 3270, etc.
	Yes
	
	

	B-10
	The product inspects network traffic on installed host, e.g. Network Node IDS. 
	No
	
	

	B-11
	The product supports remote deployment of agents and updates using management console
	Yes
	
	

	
	
	
	
	

	Event Response

	C-1
	The product terminates the connection to potential intruders in response to a security event.  Specify method   
	No
	
	

	C-2 
	Product can respond to a security event by executing user-specified programs.
	Yes
	
	

	C-3
	Management console gathers multiple events from multiple agents.
	Yes
	
	

	C-4
	Identical events are displayed as an aggregated entry on the management console.
	No
	
	

	C-5
	Product can clear or mark selected events as reviewed

e.g. Mark as analyzed
	Yes
	
	

	Security

	D-1
	Communication between agents and the console use industry standards to secure the communication between the console and agents for both control data and event data.
	Yes
	
	

	D-2
	The management console supports strong authentication, i.e. two factor authentication.
	Yes
	
	

	D-3
	The product supports separate user authentication from the operating system.
	Yes
	
	

	D-4
	The IP ports are customizable.
	Yes
	
	

	D-5
	Different data and monitoring views are based on job functions.
	Yes
	
	

	D-6
	The product is protected against attacks and agent uses no services on the host that could make it vulnerable to attack.
	Yes
	
	

	
	
	
	
	

	D-7
	The console monitors its connections to the agents and detects when an agent(s) goes offline unexpectedly.
	Yes
	
	

	Database Management and Reporting



	E-1
	The event log is exportable or is logged to an external database.  Specify.
	Yes
	
	

	E-2
	Events can be exported to an html or text format.  Specify.
	Yes
	
	

	E-3
	Product provides built-in report generation and has the ability for pre-defined reports and custom reports.
	Yes
	
	

	E-4
	Product can provide different reports for different levels of user authority.
	Yes
	
	

	E-5
	Product must output events to HP overview for correlation and aggregation.
	Yes
	
	

	E-6
	Console can sort systems into groups for management and reporting as well as a systems can be member of multiple groups.
	Yes
	
	

	E-7
	Proposed system can aggregate events and logs from other Network IDS and Checkpoint firewalls.
	Yes
	
	

	E-8
	Console supports role based administration to allow restricting access to subset of systems
	Yes
	
	

	


 Attachment D

Host Based Intrusion Detection System Information

	No.
	Question
	Response

	

	Provide information regarding additional hardware & software that Client will need for proposed system deployment and integration.

	A-1
	If the proposed system requires a server or servers for event or log aggregation, or other system functions, Please describe function and hardware/operating system.
	

	A-2
	If the proposed system requires additional software such as Oracle, SQL, or Web applications to reside on additional server, Please describe function and requirements.
	

	A-3
	The Client plans to utilize at least 3 management consoles on proposed Intrusion Detection System. Describe if management console requires dedicated workstation or could reside on existing workstations?
	

	A-4
	If proposed system does not install agents on all Operating System platforms as described in Attachment C, requirement A1, describe how you propose to support that/these OS platforms.

e.g., log scrubbing on log aggregation server, etc. Describe functionality and feature tradeoffs to this approach if proposed. Also describe additional hardware/software required for this function.
	


GLOSSORY OF TERMS

Agents – Software that resides on hosts or network appliances that collect information for intrusion detection or network monitoring systems.

Authentication – A means of providing identity credentials to a computer or network operating system (i.e. username and password).

CRC (Cyclic Redundancy Check) – A process by which the computer examines data for errors.

Event Logs – A file or special area of the operating system that monitors and documents events specific to an individual computer system (i.e. failed logons). 

File Integrity Checker – An application or method which ensures a specific file has not been changed or altered by an unauthorized individual.  File Integrity Systems often employ the use of an MD-5 hash or similar algorithm during this process. 

HIDS - Host Based Intrusion Detection System – An application or device that identifies threats to individual computer system.

Host – A network accessible computer capable of providing file, print or other type of shared computing service. 

HTML – HyperText Markup Language.

IPX – (Internetwork Packet Exchange) A routable communication protocol similar to TCP/IP that allows communication between computer systems.  IPX
is most commonly associated with Novell operating systems (i.e. Netware).

MD-5 (Message Digest Five) Hash – A mathematically derived value of 16 digits which represents a unique identifier for a document or file of any size.  MD-5 is most commonly used for data integrity of files or documents.  

Multi-Factor Authentication – A means of providing more than one type of identification to a computer or network operating system (i.e. username, password and hardware token). 

NetBeui – (NetBIOS Extended User Interface) A simple non-routable communication protocol that allows communication between computer systems.  NetBeui is most commonly associated with Microsoft operating systems (i.e. Windows).

NetBIOS – (Networked Basic Input-Output System) Developed by IBM and Sytek to extend the Basic PC Input-Output System (BIOS) to allow networking.

NIC – Network Interface Card

NIDS - Network Based Intrusion Detection System – An application or device that identifies threats to more than one computer system (network). 

NNIDS – Network Node Intrusion Detection System – This is a Hybrid IDS agent that monitors traffic on the node in which in resides, usually not in promiscuous mode. It may be embedded in the HIDS agent.

Port Scans – A way to collect information about what services are running on a host by scanning its ports to see what is open or responding.

Ports – Services that reside on host computers use TCP or UDP ports to access the service. Port numbers from 0 to 65535 are available and are divided into 3 ranges. Well known ports from 0-1023, Registered ports from 1024-49151, and Dynamic or Private from 49152-65535.

Security event – A single occurrence of an intrusion or attempted intrusion to an individual computer system or a computer network.  To be classified as an intrusion, the occurrence must have the ability to cause a loss (i.e. loss of service, loss of data, loss of revenue, etc.)

Shun connection – To terminate a computer session that has been identified as harmful or potentially harmful. 

Signatures – Matching data patterns in Protocol headers, data payloads, or event logs that represent possible attack methods or security events.

SNMP – Simple Network Management Protocol

TCP/IP (Transmission Control Protocol / Internet Protocol) – Most commonly abbreviated as “IP”, this protocol provides a common communications mechanism for computers to communicate with one another via a network connection.  It is the most widely used and accepted protocol.








