Sample Glossary of Terms

	Term
	Definition

	Access
	Ability and means to communicate with (i.e., input to or receive output from), or otherwise make use of any information, resource, or component in an Information Technology.

	Access Control
	The process of limiting access to the resources of a system only to authorized users, programs, processes, or other systems.

	Access Control Information
	Any information used for access control purposes, including contextual information.



	Access Control Policy
	The set of rules that define the conditions under which an access may take place.



	Audit
	Independent review and examination of records and activities to determine compliance with established usage policies and to detect possible inadequacies in product technical security policies of their enforcement.

	Audit Trail
	A set of records that collectively provide documentary evidence of processing used to aid in tracing from original transactions forward to related records and reports, and/or backwards from records and reports to their component source transactions.

	Authenticate
	To verify the validity of a claimed identity of a user, device, or other entity in a computer system, often as a prerequisite to allowing access to resources in a system.

	Authentication
	To provide protection against fraudulent transactions by establishing the validity of message, station, individual, or originator



	Authentication Certificate
	Authentication information in the form of a security certificate which may be used to assure the identity of an entity guaranteed by an authenticating authority.



	Authentication Method
	Method for demonstrating knowledge of a secret (e.g., shared secret, symmetric key, asymmetric key).

	Authentication Token
	A portable device used for authenticating a user. Authentication tokens operate by challenge/response, time-based code sequences, or other techniques. This may include paper-based lists of one-time passwords.

	Authoring 
	The activities associated with writing a document (i.e. a container of information)



	Authorization
	The granting of access rights to a user, program, or process

	Authorization Policy
	A set of rules, part of an access control policy, by which access by security subjects to security objects is granted or denied. An authorization policy should be defined in terms of access control lists, capabilities or similar attributes assigned to security principals, security objects (systems, components, etc.) or both.

	Brand
	Conveys a specific identity in a marketplace (i.e. who the consumer thinks we are).

	Capability 
	The investment in people, process, and tools (non-labor resources) in order to produce a result within a value chain.

	Challenge/Response
	A security procedure in which one communicator requests authentication of another communicator, and the latter replies with a pre-established appropriate reply.

	Coarse Grain Access Control


	Access Control enforcement at the Role Level

	Content Services
	The set of capabilities supporting the production of information within a specific value chain.



	Content Type
	The public interface to a content creation value chain



	Credentials
	Data that is transferred to establish the claimed identity of an entity



	Criterion


	A criterion is a collection of attribute values present in a normalized message structure. A set of criteria may be used to filter, search or order messages.



	Customization
	Actions taken by the user (or some organization) to specify preferences, constraints, etc.



	Decode
	Conversion of encoded text to plain text through the use of a code. 



	Decrypt
	Conversion of either encoded or enciphered text into plaintext.



	Distinguishing Identifier
	Data that unambiguously distinguishes an entity in the authentication process. Such an identifier must be unambiguous within a security domain.



	Distribution
	The logistical activities associated with delivering a document to a portal.



	Document
	A writing that contains information. In the context of static content, refers to written content (i.e. Authored) that is persistent.



	Edit/Review
	The activities associated with insuring the integrity of a document (style, grammar, copyright, etc). This includes federal and regional compliance issues, legal issues, etc.



	Encryption
	The process of scrambling files or programs, changing one character string to another through an algorithm (such as the DES, 3DES, MD-5 algorithms).

	Entitlements
	Enables a user (or a group of users) access to a resource. Assuming a role-based implementation, this implies a policy exists that specifies: Role, Action, and Resource.

	Event Source Address


	Event source address is an address to which an alert can be delivered. It may be an email address, a phone number, etc.

	Enrollment
	The sequence of steps and workflow related to granting access to computer services/resources.  The term is typically used in reference to a single system. See also “Provisioning”.

	Fine Grain Access Control
	Access Control enforcement based on user profile and entitlements



	Granularity
	The relative fineness or coarseness by which a mechanism can be adjusted. 

	Identity-based Security Policy

Identity Management


	A security policy based on the identities or attributes of users, a group of users, or entities acting on behalf of the users and the resources or targets being accessed

Provides Identity integration focused on creating a holistic view of the identity information scattered throughout the enterprise.

	Index/Search
	Facilitates ad hoc inquiry into the site’s information model.

	Logging


	The process of storing information about events that occurred on the system resources or networks.



	Message


	A message is an error, audit, or trace message normalized by a message adapter. This standardization will decorate the message with information such as user ID, session ID, application ID, computer ID, and timestamp to make it usable for downstream processing.

	Metadirectory


	Is a centralized service that stores and integrates identity information from multiple directories in an organization



	Navigation
	The mechanism used to move from place to place within: content, a site, or among sites.



	Notification
	Allows users (and/or systems) to be prompted when changes occur to content.



	Password
	Confidential authentication information usually composed of a string of characters.



	Personalization
	Actions taken on behalf of the user both manual (e.g. Sales) and systematic. This might be delivering certain content based on the user’s identify. Often facilitated by integration with Customer Relationship Management (CRM).

	Policy
	Organizational-level rules governing acceptable use of computing resources, security practices, and operational procedures.


	Portal Services 
	Customer-focused communication activities. In the case of static content, this is mainly concerned with providing access to various types of information: controlling access, providing facilities for navigation/search, etc. 

	Private Key
	In encryption, one key (or password) is used to both lock and unlock data. Compare with public key. 



	Production
	The activities associated with publishing a document. These include graphics, layout, transformation to a medium (print, html, wap), etc.

	Provisioning
	The sequence of steps and workflow related to user enrolment.  The term is typically used in reference to a multi-system enrollment process (as is typical in portal implementations). See also “Enrollment”.

	Raw Message


	A Raw Message is an error, audit, or trace message generated by the message source in its native format.



	Role
	A defined set of functionally related operations, and the authorizations necessary to perform those operations, which may be assigned to users.



	Role Based Access Control (RBAC)
	Resources access / authority to perform actions based on the user's role



	Rule


	A rule is a Boolean expression of criteria followed by an action to be taken in case the expression was evaluated to be true.



	Security
	Freedom from risk or danger; safety. Consists of three distinct activities:

Policy Definition (defining what is to be protected and how)

Provisioning (administering all of the necessary information to support policy)

Policy Enforcement



	Security Domain

Security Framework        


	A set of elements, a security policy, a security authority and a set of security-relevant operations in which the set of elements are subject to the security policy, administered by the security authority, for the specified operations

Provides security services to the framework that enables applications to enforce authorization and access policies.

	Security Principal
	An entity whose identity can be authenticated.

	Security Token
	A set of security-relevant data that is protected by integrity and data origin authentication from a source that is not considered a security authority



	Single Sign-on


	The mechanism allowing a user to assert their identity once and then subsequently present their credentials to participating facilities (i.e. applications within the environment.

	Subscription
	Defines a channel’s bindings to a content type.  Ideally, subscriptions are customizable (i.e. users can define their own; see customization).

	Token
	A "token" is an authentication too, a device utilized to send and receive challenges and responses during the user authentication process. Tokens may be small, hand-held hardware devices similar to pocket calculators or credit cards. See key. 



	Trust
	A relationship between two elements, a set of operations and a security policy in which element X trusts element Y. Generally, trusts are established at the security domain level.



	Two-Factor Authentication

UDDI
	Two-factor authentication is based on something a user knows (factor one) plus something the user has (factor two). In order to access a network, the user must have both "factors".
Universal Description, Discovery and Integration: Is a specification for distributed Web-based information registries of Web services. Specification that allows businesses to register information about Web Services they offer so that other businesses can find them.



	User
	Any person who interacts directly with a computer system. 



	User ID
	A unique character string that identifies users. 



	User Identification
	User identification is the process by which a user identifies himself to the system as a valid user. (As opposed to authentication, which is the process of establishing that the user is indeed that user and has a right to use the system). 



	User Profile
	An aggregate set of data and attributes defining the user’s entitlements.



	User profile Service
	Component of the SSO implementation that provides user profile schema management and application integration interfaces.



	Value Chain


	The required capabilities necessary to produce the service.

	Web Services


	Stack of emerging standards that describe a service-orientated, service- based application architecture. Conceptually represents a model in which discrete tasks within e-business processes are distributed widely throughout a valued net


