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Summary

This document describes potential threats to the data and operation of the Adventure Works Cycles application. This document also outlines the mitigation strategies to be followed in response to the various kinds of threats to ensure that the application meets acceptable security levels so that is can operate successfully. 

This document identifies development, test, and deployment activities that are necessary to design, build, and implement a secure solution. Those activities will be incorporated into the plans of the development, test, and deployment teams, which will increase customer confidence that the application will meet security expectations. 

Solution Overview and Owner

The Adventure Works Cycles application project consists of improvements to the functionality of the external Web site and the internal Microsoft( Windows(-based application.

External Web Site

Improvements to the external Web site are targeted to increase the customer base and provide additional functionality for existing customers.  A customer will be able to browse, add products to a shopping cart, choose shipping options, provide payment, and check out an order. An order confirmation will automatically be presented to the customer at the time of the sale and also sent to the customer by means of e-mail.  The fullfillment center will process the order. Automated e-mail messages will inform the customer about the status of the order, including any delays. The customer will be able to register and thereafter use a secure User ID and password to enter future orders or check the status of existing orders. The fulfillment center system will supply necessary data to the order tracking system. Prices and order information will be available in international currency and date/time formats.

Internal Application

The internal application that is used for customer management and on-site sales orders is a Windows-based application. The customer will sign the order on a Windows CE Handheld PC , which will then be connected to a laptop and synchronized. After the sales representative returns to the office, the laptop will be connected to the internal network to synchronize the information with the server. If the sales representative is in the office and a call comes in, the sales representative can also place orders on the external Web site with a special account obtained from the IT department. Additional facilities cover product management, customer management, and analysis. Sales representatives will receive data that is tailored to their selection criteria, such as region. Sales managers will receive data for their team members as well as their own customers. Sales representatives will be able to create their own queries by using a user-focused interface to analyze sales totals, percentages, or customer summary data.

The solution owner shall be the project manager for the Adventure Works Cycles application. Contact details are available from the Adventure Works Cycles application project office.

Objectives

Because the Adventure Works Cycles application is Web-based, the main security considerations are derived from its accessibility by means of the Internet. Security for the Adventure Works Cycles application is designed to minimize the risk of threats to data or application accessibility by ensuring that the following conditions are true:

· Data is complete. No data is lost through malicious attacks, which may come from outside or from within the external boundary of the application.

· Data is accurate. No data has been corrupted or otherwise changed. 

· Data is accessible. Authorized users can access the data in a timely and useful manner.

· No unauthorized access. Only recognized users can access and manipulate data, by using the mechanisms that they are authorized to use.

Assignment of Security Responsibility

The security plan recognizes the following kinds of users:

· Customers access the Adventure Works Cycles application by means of the Web and can create and modify orders, make payments, and track status.

· Sales representatives have access to the same facilities as customers. Also, sales representatives can apply up to 15% discounts on orders (up to 20% with managerial approval), and can view the status of individual customers.

· Sales managers have access to the same facilities as sales representatives and can apply up to 20% discounts to orders and/or give approvals to sales representatives for up to 20%.

· Product maintenance staff can modify the catalog structure and catalog entries, such as product information.

· Operations personnel have access to administrative aspects of the solution, including system startup and shutdown, reporting, diagnostic, and fault finding.

These user types have the following characteristics:

	User Type
	Web Site Access
	Internal Access
	Max Numbers

	Customer
	Y
	N
	5,000

	Sales Representative
	Y
	Y
	100

	Sales Manager
	Y
	Y
	10

	Product Maintenance
	N
	Y
	10

	Operations Personnel
	Y
	Y
	10


General Solution Description

This section describes the solution’s function or purpose and the information that it processes. First, the solution environment shows how the application is partitioned into zones. 

Solution Environment

The following diagram was taken from the Technical Specification Document. It shows how the various elements of the application are protected by two firewalls, which makes application functionality available to extranet users.

There are three application zones, each with a different function:

· Internet Zone provides access to customer functionality, such as creating orders and making payments.

· Extranet Zone provides access to sales staff functionality, such as checking customer status and setting discounts.

· Internal Zone enables product management and administrative functionality.
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The Adventure Works Cycles application will use existing networking infrastructure, which has already been constructed and security tested. The primary computing platform will be as follows:

Hardware

· Servers: Intel-based

· Clients: Intel-based

· Firewall: Checkpoint

· Network Router: Cisco 

Software

· Operating System: Microsoft Windows XP

· Application Environment : Microsoft Internet Information Services

· Client Browser: Microsoft Internet Explorer

· Antivirus: Legal department will handle licensing of third-party software 

The solution will also require access to the existing customer database. Initially, data will remain in an earlier version of Microsoft SQL Server(, but it will be upgraded by the end of the project.

Information Sensitivity and Criticality Assessment

The relative protection requirements are shown in the following table. Information is broadly categorized as follows:

· Customer Information, such as personal details about the customer, delivery addresses, account information, credit card information, and order history

· Sales Information, such as orders that were created and delivered

· Product Information, such as product summary details and availability 

· Product Detail Information, such as product specifications and technical documentation

· System Status Information, such as log files covering operational aspects of the system for example backup jobs

· Audit Trail, such as log files covering how the system has been used

Further information about the threats and mitigation solution is provided in subsequent sections.

	System Protection Requirements
	High
	Medium
	Low

	Confidentiality
	· Customer Information

· Sales Information

· Audit Trail
	· System Status Information
	· Product Information

· Product Detail Information 

	Integrity
	· Customer Information 

· Sales Information

· Audit Trail
	· System Status Information 

· Product Information

· Product Detail Information 
	

	Availability
	· Customer Information

· Audit Trail
	· Product Information 

· System Status Information

· Sales Information
	· Product Detail Information


Threats

This section provides an assessment of the potential threats to the Adventure Works Cycles application, the potential impacts of those threats, and appropriate mitigations to minimize the threats. The columns in the table include the following information:

Impact on Solution considers the potential effects of the various threats in terms of:

· Data completeness. Indicates whether the data under threat is still complete if the threat is successfully carried out. 

· Data accuracy. Indicates whether the data under threat would be changed if the threat is successfully carried out.

· Data access. Indicates whether the data under threat would still be available to authorized users if the threat is successfully carried out.

· Unauthorized data access. Indicates whether the data under threat is accessible to unauthorized users.

Criticality takes into account both the likelihood of the threat being successfully carried out and the impact on the organization. 

· Threats classified as High have a very large impact or are very likely to be attempted. For example, Denial of Service attacks are classified as High, because if successful, they would stop the entire system from operating effectively. 

· Threats classified as Medium may have a significant impact but be unlikely, or be quite likely but have a small impact. For example, a threat to tamper with data on the wire is Medium, because although tampering with data could be very significant, it is very difficult to do. 

· Threats classified as Low are generally unlikely or have a low impact. For example, accidental data amendments or deletions by legitimate users are classified as Low, because they are not malicious and can be easily corrected in a short time.

	
	Impact on Solution
	Criticality
	Mitigation techniques

	
	Data completeness
	Data Accuracy
	Data access
	Unauthorized data access
	
	

	Threats to data and services

	A malicious user views a customer’s personal information stored in the customer database

Threat types: Information Disclosure
	Y
	Y
	Y
	Y
	Medium
	Authentication using Active Directory( directory service, Authorization using SQL Server object permissions

	A malicious user changes a customer’s personal information stored in the customer database

Threat types: Tampering, Information Disclosure
	N
	N
	Y
	Y
	High
	Authentication using Active Directory, Authorization using SQL object permissions

	A malicious internal user or hacker views a customer’s personal information by eavesdropping on data being transmitted on the wire

Threat types: Information Disclosure
	Y
	Y
	Y
	Y
	Medium
	Privacy Protocols, (such as SSL for Web traffic, and IPSec/ESP for non-Web traffic)

	A malicious internal user or hacker changes a customer’s personal information by interfering with data being transmitted on the wire

Threat types: Tampering, Information Disclosure
	N
	N
	Y
	Y
	Medium
	Digital Signatures (such as IPSec), Tamper Resistant Protocols (such as IPSec), Privacy Protocols (such as SSL for Web traffic and IPSec/ESP for non-Web traffic)

	A malicious user changes the rules for application of discounts

Threat types: Tampering
	N
	N
	Y
	Y
	Medium
	Authentication using Active Directory, Authorization using SQL object permissions

	A malicious user views confidential employee information

Threat types: Information Disclosure
	Y
	Y
	Y
	Y
	Medium
	Authentication using Active Directory, Authorization using SQL object permissions

	A malicious user changes confidential employee information

Threat Types: Tampering, Information Disclosure
	N
	N
	Y
	Y
	High
	Authentication using Active Directory, Authorization using SQL object permissions

	A malicious vendor employee or external hacker submits false vendor product information

Threat Types: Spoofing identity, Tampering
	N
	N
	Y
	Y
	Medium
	Authentication using Certificates, Audit Trails, Privacy Protocols (VPNs such as L2TP or PPTP)

	A malicious vendor employee or external hacker submits a document containing a virus into the vendor product information database 

Threat types: Spoofing identity, Denial of Service
	N
	N
	N
	Y
	High
	Authentication using Certificates, 

Privacy Protocols (VPNs such as L2TP or PPTP), Application Design (use of XML documents only), Virus-checking software

	A malicious user views a vendor product information by eavesdropping on data being transmitted on the wire

Threat types: Information disclosure
	Y
	Y
	Y
	Y
	Medium
	Privacy Protocols (such as SSL for Web traffic and IPSec/ESP for non-Web traffic)

	A malicious user changes a vendor’s product information by interfering with data being transmitted on the wire

Threat types: Tampering, Information Disclosure
	N
	N
	Y
	Y
	Medium
	Digital Signatures (such as IPSec), Tamper Resistant Protocols (Such as IPSec), Privacy Protocols (such as SSL for Web traffic and IPSec/ESP for non-Web traffic)

	A customer denies having placed an order

Threat types: Repudiation
	Y
	Y
	Y
	N
	Low
	Authentication using Certificates, Audit Trails

	A vendor denies having submitted particular product information

Threat types: Repudiation
	Y
	Y
	Y
	N
	Low
	Authentication using Certificates, Audit Trails

	A malicious user changes or deletes audit trails and/or log files

Threat Types: Tampering, Repudiation
	N
	N
	N
	Y
	High
	Authentication using Certificates (for external users), Authentication using Active Directory (for internal users), Authorization using NTFS permissions (for logs held as files), Authorization using SQL object permissions (for logs held in SQL databases)

	A malicious user writes a script that automatically adds thousands of order lines to a fake order

Threat types: Denial of Service
	Y
	Y
	N
	N
	High
	Application Design (to limit the number of lines per order), Throttling

	A malicious user writes a script that sends badly formed packets to the server

Threat types: Denial of Service
	Y
	Y
	N
	N
	High
	Filtering (use a packet-filtering firewall)

	A malicious user writes a script that sends floods of packets to the server

Threat types: Denial of Service
	Y
	Y
	N
	N
	High
	Throttling (use a firewall that can detect surges in network traffic and block them)

	A malicious user sends an e‑mail message purporting to be from a legitimate user asking for changes to be made to an order

Threat Types: Spoofing identity, Tampering
	Y
	Y
	Y
	Y
	Medium
	Authentication using e-mail message signing, Filtering (block unauthenticated SMTP sessions)

	A legitimate user accidentally amends or deletes customer information

Threat Types: Tampering
	N
	N
	Y
	N
	Low
	Authentication using Active Directory, Authorization using SQL object permissions, Application design (use confirmation messages), Audit Trails

	A legitimate user accidentally amends or deletes order information

Threat types: Tampering
	N
	N
	Y
	N
	Low
	Authentication using Active Directory, Authorization using SQL object permissions, Application design (use confirmation messages), Audit Trails

	A legitimate user accidentally amends or deletes product information

Threat types: Tampering
	N
	N
	Y
	N
	Low
	Authentication using Active Directory, Authorization using SQL object permissions, Application design (use confirmation messages), Audit Trails

	A legitimate user accidentally amends or deletes production workflow information

Threat types: Tampering
	N
	N
	Y
	N
	Low
	Authentication using Active Directory, Authorization using SQL object permissions, Application design (use confirmation messages), Audit Trails

	A malicious user fills a log file to cover up traces of malicious activities

Threat types: Repudiation
	N
	N
	N
	Y
	High
	Audit trail design.  Logs should never overwrite themselves without first being backed up


Management Controls

This section describes the management-level approach to controlling security for the solution. This approach includes risk assessment processes, risk reviews, and the behavioral expectations of all individuals who work in the Adventure Works Cycles application.

Risk Assessment and Management

Risk assessment and management will be carried out according to the following criteria:

· A risk identification procedure will be publicized, so that project staff and associated personnel can identify risks and direct them to the correct person, nominally the project manager.

· A risk register will be kept of the potential risks to the Adventure Works Cycles application. New risks shall be added to the risk register as they are identified. 

· A risk review should be held on a regular basis, for example weekly, on the occasion of a project review, or when any significant new risks are identified. The risk review should be used to agree on the potential impact of the risks, and the suitability and feasibility of any mitigation. 

· Risk assessments should also be conducted on a regular basis, for example every other week, on the occasion of a project review, or when any significant changes in functionality or architecture are made to the Adventure Works Cycles application. Output of risk assessment should feed into the risk identification and review processes.

A final risk assessment, identification and review cycle should take place before the Adventure Works Cycles application is released.

Rules of Behavior

This section describes the written rules of behavior established for the solution. The rules of behavior should clearly delineate responsibilities and describe expected behavior of all individuals with access to the solution, with their form dependent on the role of the user.

Customers should be made aware of rules of behavior when the account is created. The rules should include an explanation of what is considered to be unauthorized access to the Adventure Works Cycles application, according to the preceding table of threats, and the consequences of such actions. Consequences may range from rebuke and/or termination of account to legal proceedings.

Before the user receives access to the solution, the internal staff should receive written rules of behavior with a signature page to acknowledge receipt. The rules should state the consequences of inconsistent behavior or noncompliance.

Operational Controls

This section describes the operational-level approach to controlling security for the solution. This approach includes personnel controls, physical and environmental protections, and other operational security processes.

Personnel Security

Access to the Adventure Works Cycles application is provided on the basis of user accounts and account types, and functionality is restricted according to the account type. For example, a customer can gain access to only those functions of an application that are available to the account type of Customer.

Account Access

Customers can create their own accounts. Internal accounts (such as accounts for Sales Representatives, Sales Managers, and Production Clerks) are created and managed by authorized operations staff. Internal accounts require the authorization of a supervisor before they can be created.

In an account, users can modify details about themselves, such as set a telephone number or preferred nickname. Note that some application functionality, such as browsing a catalog, does not require account access.

Access to internal accounts from external locations, such as over the Internet, requires users to first set up a VPN tunnel to the corporate network, using their network account username and password. Users can then gain access to the available internal functionality. 

User Accountability

In the application, log files are kept of all actions and transactions together with a timestamp and additional information, such as who initiated the action. This information may be used to generate security reports, from standard reports, such as completed sales, to more complex reports, such as unexpected transactions outside of business hours.

If a user performs actions that do not conform to the rules of behavior, the Adventure Works Cycles application can perform the following actions, which appear in increasing order of severity:

· Report back to the user that a nonconformity has taken place

· Alert operational and/or sales staff that a nonconformity has taken place

· Warn the user that the nonconformity breaks the rules of behavior, and remind the user of the consequences

· Suspend the account pending investigation of the nonconformity 

· Terminate the account

Physical and Environmental Protection

The Adventure Works Cycles application servers will be running in the Adventure Works Cycles machine room, for which a security plan already exists. This plan includes the following rules:

· Site access is controlled by using the main entrance and reception desk. All visitors require an escort unless they are recognized subcontractors.

· Magnetic card access is necessary to gain access to machine room facilities.  Cards are allocated on a name basis and are managed by the Human Resources department.

· Overnight backups are stored in a fireproof safe in a separate building. Keys to the safe are held by the System Manager.

· Offsite management of weekly backups

· Climate control and Halon fire protection are present in the machine room.

· Unauthorized intrusion and environmental alerts are sent to a central management console, which is outside the machine room, and are logged.

No additional physical or environmental security controls are considered necessary at this time.

Adherence to Corporate Controls

When carrying out this security plan, comply with the following corporate controls:

· Updates to the Adventure Works Cycles application should take place according to the Adventure Works Cycles Configuration Management plan.

· Backup and recovery and contingency planning should take place according to the Adventure Works Cycles Backup and Recovery plan.

· Application documentation should be handled according to the Adventure Works Cycles Document Management plan.

· Use of additional security management tools, such as antivirus and integrity verification, ongoing security management, and potential breaches to security should be handled following the Adventure Works Cycles security management policy.

Security Awareness and Training

No specific security awareness or training is necessary, because the Adventure Works Cycles application adds functionality to an existing application for which the users have already been security trained.

Technical Controls

This section describes the technical controls that are required for ensuring the solution’s security. This includes identification, authentication, and access policies and controls.

Identification and Authentication

The Adventure Works Cycles application uses username/password combination for application access. Internal accounts are accessible only on the internal network or by means of a VPN tunnel to the internal network. VPN access is outside the scope of this security plan, because it is covered in the Adventure Works Cycles security management policy.

Usernames and passwords are set up as follows:

· Usernames must be a combination of 8 or more alphanumeric characters, that is {0 through 9, a through z, and A through Z}..

· Passwords must be a combination of 8 or more printing characters, that is alphanumeric characters and !@#$%^&*()_+-={}[]|\:;”’<>?/.,~`.

· Passwords must meet minimum complexity requirements. There must be at least one numerical character and one nonalpha character, such as ()*#{}, and the password should not spell any word that appears in the dictionary.

· Password age should be a maximum of 90 days. Users are required to change their password quarterly, and they cannot reuse a password from the last 12 changes.

An account can be locked, so that it can be unlocked only by a member of operational staff. Password locking can take place when:

· Greater than three attempts to enter an incorrect password have been attempted.

· An attempt has been made to conduct a specific, significant security breach using the username/password combination in question.

· The account has been locked manually, for example at the request of a sales representative.

Logical Access Controls

When accounts are created, they are assigned an account type that is associated with elements of system functionality. Additional restrictions can be associated with account types, for example customers may be restricted as to when they can gain access to the application. 

New account types can be created and associated with functional and nonfunctional restrictions, as necessary. Audit trail facilities ensure that any unauthorized actions are logged, reported, and acted on as necessary. The following elements are logged:

· Account logon events

· Account creation, modification and deletion

· Order creation, modification and deletion

· Product creation, modification and deletion

· Catalog and category creation, modification and deletion

· Access to privileged commands, such as customer status tracking

· System events, such as numbers of connections to the database 

Appendix A: Security Definitions

Sensitivity

Confidentiality refers to information that requires protection from unauthorized disclosure.

Integrity refers to information that must be protected from unauthorized, unanticipated, or unintentional modification.

Availability refers to information or services that must be available on a timely basis to meet mission requirements. 

Criticality

Low Sensitivity information requires a minimal amount of protection. This level includes information considered to be in the public domain.

Medium Sensitivity includes important data that must be protected from unauthorized alteration. This level includes information pertaining to correspondence and other document files whose release must be controlled.

High Sensitivity information requires the greatest safeguards at the user level. High sensitivity information includes, but is not limited to, highly critical or proprietary information, financial or grant data, or records subject to the Privacy Act.

Appendix B: Guidelines for Ongoing Security Management

Maintaining the Level of Security

The level of security that is attained after implementing the corporate security standard can be maintained only if:

· Organizational regulations allow the maintenance of the security standards during current operation.

· Responsibilities are clearly designated.

· Standards are regularly checked to see if they are applied.

· Security standards are reinforced if new hotspots become known.

· Corporate security standards are adjusted in conjunction with changes in personnel, organization, hardware, or software.

Checking the Use of Corporate Security Standards 

To maintain the level of security that is required, all corporate security standards must be implemented in precisely the manner that is described in the Security Plan.

This security level must be guaranteed for all solutions during both the planning and operation stages. Checks should be carried out to determine whether the proper security standards have been completely and correctly implemented. Periodic tests should be carried out to determine whether these corporate security standards are used correctly, adhered to, and accepted. Random testing can be useful in this regard.

Assessment reports should be compiled automatically as part of the corporate security standards. The results of these checks should be submitted to a corporate security officer and the IT security group so that appropriate action can be taken if problems arise.

Checking Targets and Reaction to Changes

By checking the targets, management should clearly understand:

· The actual achievements of the corporate security standards compared to the targets stated in the security goals.

· Whether those achievements comply with the security requirements of the company and whether security activities have been successful.

If these checks show that the actual risk differs from the accepted risk that is defined in the security goals, resources should be made available to change this situation. Moreover, all changes regarding security must be handled correctly. For example:

· Changes in tasks or priorities for the company

· Physical modifications, for example, after moving premises

· Changes in threats and/or hotspots

These changes significantly affect security risks and should be detected as soon as possible so that action can be taken quickly.
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