Risk Management Department 3 Year Plan


Purpose: This document summaries future activities, managerial concepts and goals of the client Risk Management Department.

Mission:

The Risk Management Department will advance risk-focused decision-making; reporting and service deliver by establishing policy and processes that enable timely identification, and management of operational, financial and strategic risk.

Risk Defined

Operational Risk is the risk of loss resulting from inadequate or failed internal processes, people, or systems or from external events.  The definition includes legal and compliance risk which is a loss resulting from the failure to comply with laws, ethical standards or contractual obligations, to include exposure to litigation.


Operational loss is characterized by:

1. Internal Fraud: an act carried out by a client employee with the intent to misrepresent actions, misappropriate property or circumvent policy or regulations.

2. External Fraud: an act carried out by a third party with the intent to misrepresent actions, misappropriate property or circumvent policy or regulations.

3. Employment Practices: an act that is in violation of fair employment practices resulting in injury, discrimination or reluctance to support claims. 

4. Business Practices (what is offered) and Processes (how it is delivered): Loss resulting from an inability to provide services or meet professional obligations or an act relating to failed transaction processing due to poor process management caused by external parties or employees.

5. Physical Disaster: Loss resulting from damage to physical assets due to natural or man-made disaster. 

6. Business Disruption: Loss caused by business disruption due to system failures. 

Risk Profile Maturity

Independent enterprise wide function that involves business line managers and includes testing and verification of operational controls. 

Board Involvement and Oversight includes defining managerial responsibility and supporting appropriate resources.

Risk Management Oversight and Structure 

Risk Management and Internal Audit - Efficiencies Gained

PEOPLE


Poor Training


No Accountability


Lack of Resources


No Oversight





EXTERNAL


Regulatory 


Natural Disaster


Vendor Failure


Terrorism





PROCESS


Undefined 


Not Followed


Not Integrated


Inefficient





SYSTEMS


System Failure


Data Recovery


Data Integrity


Confidentiality








