
Risk Glossary of Term

	Term
	Definition

	Access
	The ability and the means to approach, view, store, or retrieve data, to communicate with, or to make use of any resource of an information system.

	Accountability
	Accountability permits tracing of actions and/or violations or attempted violations of IS security to individuals by recording all relevant transactions between the user and the information system so that an audit trail of activity is maintained on the system. To assure accountability the capability must exist for an authorized and competent agent (reviewer) to access and evaluate accountability information via a secure means, within a reasonable amount of time and without undue difficulty.

	Accreditation
	The authorization and approval granted by management to an information system, application, network or network component to process sensitive but unclassified information in its operational environment. Accreditation is based on comprehensive security evaluation of the IS's, network's or network component's hardware, firmware, and software security design, configuration, and implementation of other procedural, administrative, physical, TEMPEST, personnel, and communications security controls. The IS must also be certified by designated technical personnel on the extent to which design and implementation of the IS meets pre‑specified technical standards and requirements for adequate IS security.

	Accrediting Authority
	Each Principal Accrediting Authority (PAA) is appointed as the authority to accept security safeguards on an information system and issue accreditation statements that declare that a specified IS or network will adequately protect sensitive unclassified or classified information against compromise, destruction, or unauthorized alteration through the continuous employment of safeguards including administrative, procedural, physical, personnel, communications security, emissions security, and computer‑based (e.g., hardware, firmware, software) controls.

	Alteration
	The intentional or accidental changing of an information asset. Unauthorized alteration may aid in the perpetration of theft or fraud or render it or a related asset partially or totally unusable for its intended purpose.

	Certification
	The technical evaluation, made as part of and in support of the accreditation process, that establishes the extent to which a particular computer system or network design and implementation meet a pre‑specified set of security requirements.

	Compliance Review
	An on‑site review conducted by the Information System Security Function to identify any weakness in the Information System Security Program of a particular office or functional area.


	Contractor
	Any person or organized group of persons who have entered into a legal agreement to provide service or equipment to the IRS.

	Controlled Access Protection (C2)
	A level of protection used to deny authorized access to and within an information system that can be accessed by more than one user in which the users do not have the same authorization level to access, store, or process the data information.

	Data
	A representation of facts, concepts, or instructions in a formalized manner suitable for communication, interpretation, or processing by humans or by automatic means.

	Disaster Recovery/

Business Resumption Plan
	A documented description of actions to be taken to safeguard assets and provide support to reasonably maintain continuity of operations, should normal operations be disrupted due to emergency or planned event.

	Exception
	The implementation of one or more security requirements is temporarily postponed and that satisfactory substitutes may be used for a specified period of time.

	General Support System
	An interconnected set or information resources under the same direct management control which share common functionality. A system normally includes hardware, software, information, data, applications, communications, and people. A system can be, for example, a local area network (LAN) including smart terminals that supports a branch office, an agency‑wide backbone, a communications network, a departmental data processing center including its operating system and utilities, a tactical radio network, or a shared information processing service organization.

	Hardware
	The mechanical, magnetic, electrical and electronic devices or components of a computer system.

	Information
	The terms "data, information, material, documents, and, matter," are considered synonymous and used interchangeably in this IRM. They refer to all data regardless of its physical form (e.g., data on paper printouts, tapes, disks or disk pack, in memory chips, in Random Access Memory (RAM), in Read Only Memory (ROM), on microfilm or microfiche, on communication lines, and on display terminals).

	Information Systems
	An assembly of computer hardware, software, and/or firmware configured to collect, create, communicate, compute, disseminate, process, store, and/or control data or information. An information system will typically consist of automated data processing (ADP) system hardware, operating system and application software, associated peripheral devices, and associated data communications equipment. Examples include information storage and retrieval systems, mainframe computers, minicomputers, personal computers and work-stations, office automation systems, and automated message processing systems. In addition, those supercomputers and process control computers (e.g., embedded computer systems) that perform general purpose computing functions are included under the scope of this term.


	Information Systems Security
	A combination of policies and procedures used to protect equipment, information/data, and applications from unauthorized disclosure, modification, or loss.

	Information System Application
	An intangible service, which an information system facility provides. Word processing, electronic funds transfer, and data base queries, are all examples of information system applications.

	Information System Facility
	An information system facility can be a computer room, a computer terminal/workstation, computer software, or even a floppy disk. An information system facility is a concrete object that occupies physical space and is a tool that can be used to provide a service.

	Information Systems Security Program
	The standard practice of the Service to protect its information resources and allow the use, access, and disclosure of information only in accordance with applicable laws, Federal regulations, and Treasury Directives. To that end the Service endeavors to maintain a functional program of administrative and technical controls that assure that information systems, data, information and information system facilities are protected by a system of controls to a level commensurate with the risks associated with misuse, unauthorized access, disclosure or loss of these resources.

	Major Application
	An application that requires special attention to security due to the risk and magnitude of the harm resulting from the loss, misuse, or unauthorized access to or modification of the information in the application. Note: All Federal information requires some level of protection. Certain applications, because of the information in them, however, require special management oversight and should be treated as major. Adequate security for other applications should be provided by security of the system in which they operate.

	Principal Accrediting Authority
	Each Chief Officer or their Assistant Commissioner, Regional Commissioner, Service Center Director, and Assistant Commissioner (International) are appointed authority to serve as the Principal Accrediting Authority for the applications or systems under their respective control.

	Security Documentation
	The written security documents that must be followed to ensure that the computer system's security package (manual and/or systemic) is properly administered.

	Security Program Analyst
	The individual responsible for implementing and monitoring information systems security policy procedures at the assigned level of authority within the Service.

	Security Safeguards
	The protective measures and controls that are prescribed to meet the security requirements specified for an information system. These safeguards may include, but are not necessarily limited to, hardware and software security features, operation procedures; accountability procedures, access and distribution controls; management constraints; personnel security; and physical structures, areas, and devices.


	Sensitive But Unclassified
	Any information, the loss, misuse, or unauthorized access to or modification of which could adversely affect the national interest or the conduct of Federal programs, or the privacy to which individuals are entitled under Section 552a of Title 5, United States Code (the Privacy Act), but which has not been specifically authorized under criteria established by an Executive order or an Act of Congress to be kept secret in the interest of national defense or foreign policy.

	Sensitivity
	The relative magnitude of loss or harm resulting from loss, alteration or disclosure of information assets.

	Site
	One or more operational facilities, usually geographically contiguous, operated by or for the Treasury under the management and administrative direction of a Treasury bureau or Treasury bureau contractor.

	Site Manager
	The manager who has primary responsibility for the operation of an information system at that site.

	Threat
	Any circumstance or event with the potential to cause harm to a system in the form of destruction, disclosure, modification of data, and/or denial of service.

	User
	An individual(s) who accesses computers to use programs or applications in order to perform an organizational task.

	Vendor
	(See Contractor)

	Virus
	A computer program or a portion of a computer program that is self‑replicating when executed. The self‑replicating capability permits the virus to spread throughout a computer system or network without detection. A virus is generally used to perform an unauthorized, visible, and sometimes destructive function, such as displaying a message on computer terminals or erasing disk files.

	Vulnerability
	Any weakness in a telecommunications system, information system, or cryptographic system, or system security procedures, hardware design, internal controls, etc., that could be exploited to permit the theft, unauthorized modification, use or disclosure, or destruction of data, programs, applications and/or equipment.



