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FOREWORD

The National Conputer Security Center is
i Ssui ng t he Trusted Dat abase Managenment System
Interpretation as part of the Technical Guidelines
Program through which we produce the "Rainbow Series."
In the Rainbow Series, we discuss in detail the
features of the Trusted Conputer System Evaluation
Criteria (DoD 5200. 28-STD) and provide guidance for
nmeeti ng each requiremnent. The Nati onal Comput er
Security Center, through its Trusted Product Eval uation
Program anal yzes the security features of comrercially
produced and supported conputer systens. Together
t hese programnms ensure that organizations are capabl e of
protecting their inmportant data with trusted conputer
syst ens.

The Trusted Dat abase Managenment System
Interpretation extends the evaluation classes of the
Trusted Conputer System Evaluation Criteria to trusted
applications in general, and dat abase managenent
systens in particular. It serves as an adjunct to the
Trusted Conmput er System  Eval uation Criteria by
providing a technical context for the consideration of
entire systens constructed of parts and by presenting
dat abase-specific interpretation of topics that require
di rect conment. Thus, it is relevant to applications
whi ch support sharing of computer services and
resources, and which enforce access control policies.
More specifically, it provides insight into the the
design, inplenentation, evaluation, and accreditation
of dat abase managenent systens.

This docunent w Il be used for at |east one
year after the date of signature. During this period
the NCSC wll gain experience using the Trusted

Dat abase Managenment Systens Interpretation in severa
eval uations and continue to receive coments on issues
of technical accuracy, «clarity of exposition, and

utility. After this trial period, necessary changes
will be nmade and a revised version issued
PATRICK R GALLAGHER, JR April 1991

Director National Conputer Security Center

NCSC- TG 021
Li brary
S235, 625
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| NTRODUCT! ON

H STORI CAL PERSPECTI VE

The Departnent of Defense Trusted Conputer System
Evaluation Criteria (TCSEC), published in 1983 as
CSC- STD- 001- 83, consolidates know edge about the degree
of trust one can place in a conmputer systemto protect
sensitive informati on and organi zes this know edge into
usable criteria for systemevaluation. The TCSEC was
republished as a DoD standard, DoD-5200.28-STD, in
December 1985 to provide a means of evaluating specific
security features and assurances available in "trusted,
commercially avail abl e automati c data processi ng system

The TCSEC s rating scale extends from a
mnimal to a high level of trust with advanced security
features and sophi sti cat ed assurance nmeasur es.
Specific criteria determ ne each rating | evel and guide
system bui | ders and evaluators in deternm ning the |evel
of trust provided by specific systens. Wen the rating
|l evel s are conbined with environmental guidelines and
m ni mum security protection requirenments, accreditation
decisions for specific installations can be made.

The phil osophy of protection enbodied in the
TCSEC requires that the access of subjects (i.e.
processes in a domain) to objects (i.e., containers of
i nformati on) be mediated in accordance with an explicit
and well-defined security policy. At the higher
criteria classes, the "reference nonitor concept” [1]
is an essential part of the system and the security
policy is nodeled. There are several security policy
nodel s that represent the desired behavior of a
reference nonitor. The Bell-La Padula nodel [4-6] and
its Multics interpretation [3] are comonly used, but
not mandat ed.

The conput er security research and
devel opnent that wunderpin the TCSEC began in the late
1960s and concentrated on secure operating systenms. By
the early 1970s initial worked exanples had provided a
substantial amount of information about buil ding trust
i nto operating systens. Research conti nued t hr oughout
t he 1970s to refine mechanisns, features, and
assurances needed to provide trusted operating systens.

Mul til evel dat abase management security
received far less research and devel opnent attention
than did secure operating systens. This was primarily
due to the perception that one could not credibly
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implenment a nmultilevel secure database rmanagenent
system (DBM5S) on top of an untrusted operating system
base. However, sonme research in multilevel secure
DBMSs (nostly theoretical) was conducted during the
1970s [15-16], and research has continued to the
present [9-14, 17-19, 22, 25-28]. By the md 1980s,
commercial ly devel oped, trusted operating systens were
becom ng available that could provide the basis for
hosting secure applications such as multilevel secure
DBMSs.

In June 1986, the National Computer Security
Center (NCSC) initiated its efforts to address the
eval uation of trusted database managenment systems with
an Invitational Wrkshop in Balti nore, Maryl and.
Representatives from the research, database vendor
comercial, and government conmunities met to address
i ssues of database managenent security. The attendees
met to discuss aspects of trust (defined by the TCSEC

that were sufficiently well defined and capable of
produci ng repeatable and objective assessnents. The
NCSC invited issue papers and prepared a discussion
agenda. The issue papers and the subcommittee

summaries were published as the Proceedings of the
Nati onal Computer Security Center Invitational Wrkshop
on Dat abase Security [20].

As an outgrowth of this workshop, the NCSC
undertook the task of preparing this Trusted Database
Management System Interpretation (TDI) of the TCSEC to
focus on the special problens posed by DBMss. A
wor ki ng group was assenbl ed to draft this
Interpretation. Three drafts were produced, wth
ext ensi ve conmunity review and public discussion. This
Interpretation is the result of the interaction within
the general conmputer security and database nanagenent
comunities.

SCOPE

The interpretations in this docunment are
intended to be wused in conjunction wth the TCSEC
itself; they apply to application-oriented software
systens in general, and database nmanagenent systens
(DBMsSs) in particular. Although the interpretations,
as noted, are general enough to apply to any software
system which supports sharing and needs to enforce
access control (e.g., transaction processing systens,
el ectronic mai | systens), in t he i nterest of
simplicity, the discussion, and thus the term nol ogy,
will be directed toward DBMSs.

The interpretations are intended to be
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applied primarily to comercially devel oped trusted
DBMSs, but can also be applied to the evaluation of
exi sting non-commercial DBMSs and to the specification
of security requirenments for DBMS acquisitions.

PURPOSE

This Interpretation of the TCSEC has been
prepared for the foll ow ng purposes:

To provide a standard to manufacturers for
security features to build into their new and planned
commer ci al products in order to provide wi dely avail able

systens that satisfy trust requirenments (with particular
enphasis on preventing the disclosure of data) for sensitive

applications,

To provide a nmetric with which to evaluate

the degree of trust that can be placed in computer systens
for the secure processing of classified and other sensitive

i nformati on, and

To provide a basis for specifying security
requi renents in acquisition specifications.

Wth respect to the second purpose for
devel opnent of the criteria, i.e., providing a security
evaluation netric, evaluations can be delineated into
two types: (1) evaluations performed on a computer
pr oduct from a per spective t hat excludes the
application environment; or, (2) evaluations to assess
whet her appropriate security measures have been taken
to permt the systemto be used operationally in a
specific environnment. The fornmer type of evaluation is
done by the National Conputer Security Center (NCSC)
through the Trusted Product Evaluation Program and is
called "formal product evaluation."

The latter type of evaluation, that 1is, one
done for the purpose of assessing a systenis security
attributes with respect to a specific operationa
mssion, is known as a "certification evaluation.” A
for mal pr oduct eval uation does not constitute
certification or accreditation for the systemto be
used in any specific application environment. The
system security certification and t he f or mal
approval /accreditation procedure, done in accordance
with the applicable policies of the issuing agencies,

must still be followed before a systemcan be approved
for wuse in processing or handling sensitive or
classified i nformati on. Desi gnat ed Approvi ng

Authorities (DAAs) remain wultimtely responsible for
specifying the security of systens they accredit.
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The TCSEC and this Interpretation wll be
used directly and indirectly in the certification
process. Along with applicable policy, they will be
used directly as technical guidance for evaluation of
the total system and for specifying systemsecurity and
certification requirements for new acquisitions. \Where
a systembeing evaluated for certification enploys a
product that has undergone a formal product eval uation
reports fromthat process will be used as input to the
certification eval uati on. Mor eover , the Nationa
Security Agency plans to publish additional guidelines
to assist certifiers and help ensure consistency in
certifications of systems processing national security
i nf or manti on.

STRUCTURE OF THE DOCUMENT

The remainder of the TDI is divided into two
parts, plus two appendices and a gl ossary.

PART 1, "TECHN CAL CONTEXT," presents genera

i nformati on about the eval uation of trusted systens
that are constructed of several parts. This discussion
is critical to trusted DBM5Ss built upon trusted
operating systens, but is not limted to DBMSs only.
It is included in the TDI because it is not currently
avail able in any previously published docunent. This
section reviews the central reference nonitor concept,
explains the need to evaluate a system built of
wel | -defined parts, and develops the concept of TCB
subset s. TCB subsets provide a way of splitting a
total TCB al ong access control policy |I|ines such that
an evaluation by parts can be undertaken. PART 1
concludes with an interpretation of those TCSEC
requi renents which are relevant to an evaluation by
parts, and a description of the process of evaluation
by parts.

PART 2, "I NTERPRETED REQUI REMENTS, " provi des
interpretions of those TCSEC requirenments that are
either specific to DBMSs (or applications in general),

or are particularly relevant to DBMss. The nunber of
requirenents that are treated explicitly is relatively
smal |, because many of the TCSEC requirenments apply as
st at ed to dat abase management syst ens. The
requirenents treated explicitly are labels, audit,
system architecture, desi gn specification and

verification, and design docunentation

Appendi x A summari zes t he i nterpreted
requi renents for each TCSEC class and is intended to
provi de an easy reference for those requiring a listing
of requirements for a specific class (e.g., B2).
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Appendi x B provides discussion of several topics not
directly tied to the requirenents levied on trusted
DBMSs by the interpretation of the TCSEC requirenents.

The TDI proper wll be supplenented by a
Conpani on Docurent Series (CDS). The CDS wi |l address
a wide spectrumof issues related to trusted DBMSs but
whi ch are beyond the scope of this docunent. Conmunity
debat e about on-going topics of interest will probably
result in gradual extensions of what is known about
trusted DBMSs. Thus, volumes in the CDS will be issued
both regularly (to docunent the state of the comunity
debate) and by exception (to record new problens and
new sol utions).

PART 1
TECHNI CAL CONTEXT
TC-1 | NTRODUCTI ON

Modern computing systens are rarely conceived

and built by a single organization. Rat her, the rule
is that systens are constructed by assenbling
parts hardware, firmare, and sof t ware produced

i ndependently by various organizations or vendors.

This fact introduces a fundanental difficulty into the
task of evaluating a "systeni for conformance to the
trust requirenents of the Trusted Conmputer System
Eval uation Criteria (TCSEC). [8] This difficulty stens
fromthe fact that assessnment (either evaluation of a
product or certification of a systen) entails a gl oba

perspective of the entire system under consideration

There are not yet w dely accepted nethods of factoring
the wvarious aspects of a trust assessnment and then
reassenbling the results into a statenent about the
whol e.

These conflicting perspectives of loca
producti on and gl obal eval uation anal ysi s are
particul arly evident in the field of dat abase
managenent, but they are by no nmeans limted to that
field. Thus the publication of this Interpretation
requires consideration of how to deal with systens
built in parts in the absence of a general treatnment of
the topic. On the other hand, any treatnment of the
issue in the context of trusted database managenent

wi Il have significant influence in other fields where
the same or simlar problenms arise, just because of
community review and NCSC publication. The approach

taken in this docunment is to address the issues of
eval uating systens built of parts in a way that is
i ndependent of t he field of trusted database
managenent. This conscious attitude of generality is
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intended to nmake clear the distinction between the
| arger systemof-parts issues and the nore specific
DBMS i ssues.

PART 1, "TECHNI CAL CONTEXT," is divided into
Si X secti ons. Section TC-2, "Reference Moni t or
Perspective,” summarizes the role of the reference
nmoni tor concept in both the TCSEC and the assessing of
a systemfor its trust characteristics. Section TC 3,
"Need for Evaluation by Parts,” deals with the need to
extend the reference nonitor perspective slightly to
begin to address the evaluation of systems constructed
of separate parts. Section TG4, "TCB Subsets,” is the

heart of PART 1. That section introduces a
conservative extension to the reference validation
mechani sm  TCB subsets. Thi s extension provides the

basis for being able to undertake eval uati on of systens
built in parts ina way that allows re-use of the
results of separate eval uati ons (whet her those
eval uati ons wer e per f or med bef ore t he current
eval uation was begun or whet her the separate
eval uations overlap in time). Section TC5, "Cenera
Interpreted Requirenents,” outlines the application of
the TCSEC requirenments to individual TCB subsets when
an evaluation by parts is being done. Section TC 6,
"Design Choices" describes the general process of
applying TCB subsets and neeting the conditions for
eval uation by parts. The treatnment in this section is
general and not limted to DBMsSs; DBMSs-specific issues
are discussed in the appendi ces.

TC-2 REFERENCE MONI TOR PERSPECTI VE

Bui | di ng or eval uati ng a system for
conpliance with the requirenments of a particular class
in the TCSEC is based on the perspective of the Trusted
Conputing Base (TCB). The notion of the TCB is central
to the entire concept of assessing systens for trust.
The reference nonitor described in the Anderson report
[1] is the basis of the notion of a TCB, as described
in the TCSEC:

For convenience, these evaluation criteria
use the term Trusted Conmputing Base to refer to the
reference validation nechanism be it a security
kernel, front-end security filter, or the entire
trusted conmputer system [8, p. 67]

Even in those | ower classes (bel ow B2) where
the reference nonitor concept and reference validation
mechani sns are not ment i oned explicitly, t he
per spective of t he reference noni t or and its
i npl enentation as a reference validation mechanismis
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present. Specifically, there are requirenents for (1)
identifying the policy being enforced, (2) identifying
subj ects and objects, (3) providing evidence that the
operation of the reference validati on nechani sm mat ches
the high-level description of the user interface, and
(4) denonstrating isolation of the TCB.

Therefore, all TCSEC evaluations share the
initial conceptual steps of identifying the nediation
policy, the subjects, and the objects. Starting froma
gl obal system perspective, the initial step is to
identify the access nediation policy that wll be
enforced. One nust then identify those active system
entities that are candidates for being the "subjects”
whose access to objects the TCB will nediate.
Simlarly, one nust identify those passive entities,
those data repositories, that are candidates for being
the "objects,” access to which the TCB will nediate.

As usual, the exi stence of an abstraction
within a system does not nmake it necessarily a

reference-nonitor object, i.e., one visible at the TCB
interface. This is because the TCB will make use of
system abstractions for both its internal processes and
its storage requirenents. Those entities, while being
stored in system"objects,” wll not be available to
untrusted processes (that is, they are not exported by
the TCB). Thus the analytical, iterative step is the

separati on of candi date subjects and objects into those
that are nediated by the TCB and those that are not.

The vari ous trust cl asses i ncl ude
requi renents, at varying | evel s of conpl eteness and
rigor, that the basic reference nonitor perspective of
nmedi ati ng access of subjects to objects be inplenented
in a correct, self-protecting, and non-bypassable
manner . The core requirenents of the TCSEC cl asses
focus on these reference nonitor inperatives. The
increasingly strict requirenents for visibility into
t he system design and i npl enentation (structure,
docunent ation, testing, configuration, and distribution
requi renents) all support the notion of checking the
systems confornmance to its identified intent with
regard to the subjects, objects, and policy.

TC-3 NEED FOR EVALUATI ON BY PARTS
The need to be able to evaluate and certify
systens built in parts is increasingly evident. This

need is seen in a variety of contexts:

The need to evaluate and certify systens
built out of parts sold by different vendors, a
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situation especially prevalent in the field of trusted
DBMSs.

The need to re-assess systens that have
undergone either small- or |arge-scale inprovenents and
are already evaluated and placed on the Eval uated
Products List (EPL).

The general problemof "famlies of
systens," systens that exist on a spectrum of hardware
bases or that can be custom zed for a user's specific
needs.

In all such cases, two related versions of a
systemare largely simlar. 1t should be possible to
undertake eval uations and certifications in such a way
that the entire assessnment does not have to be re-done

for every slight variation that appears. The current
state of technol ogy, however, places limtations on
what can be acconplished in this regard; it is not
currently possi bl e to det er m ne t he trust
characteristics of a system on the basis of an
arbitrary collection of subparts. The overall task of

trust assessnent entails so nmany interrel ated subtasks
that the ability to separate and reassenble is not well
under st ood.

In this circunmstance of needing to be able to
accommodat e evaluation of a systembuilt in parts and
the lack of consensus about how this can be done in a
technically sound fashion, a conservative approach nust
be adopt ed. The foll owi ng are required: (1) a clear
description of what "parts" wll be considered for
separate evaluation; (2) a clear description of the
condi ti ons under which such an evaluation by parts wll
be undertaken; and (3) a general interpretation of
TCSEC requirements as they would apply when a systemis
being evaluated by parts. The ™"parts” that wll be
considered by separate evaluation are called "TCB
subsets,” the topic of Section TC 4 bel ow.

TC-4 TCB SUBSETS

TC-4.1 | NTRODUCTI ON

To attenpt an evaluation of a TCB by
splitting it into parts, there nust be available a
precise definition of what parts are candidates for
separate evaluation (that is, for evaluation by parts)
as well as any other conditions that nmust be satisfied
before an evaluation by parts will be undertaken. This
section defines "TCB  subset” as a strict and
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conservative extension of the traditional concept of
the reference validation mechanism (RVM as a nethod of
del i neating which parts of a TCB can be candi dates for
separate evaluation. The definition of TCB subsets, as
well as explanatory and notivational material, is
i ncl uded below in Section TC- 4.2, "TCB Subsets
Context." Section TC- 4.3 addresses the conditions that
must be satisfied by a TCB divided into a set of TCB
subsets before evaluation by parts will be undertaken.
These conditions assure that the structure of and
rel ati onships among TCB subsets wll satisfy TCSEC
requi renents, especially those derived from the
ref erence nonitor concept.

TC-4.2 TCB SUBSETS CONTEXT

TC-4.2.1 DEFINITION OF TCB SUBSETS

A TCB subset M is a set of software
firmvare, and hardware (where any of these three could
be absent) that nediates the access of a set S of
subjects to a set O of objects on the basis of a stated
access control policy P and satisfies the properties:

1) Mnediates every access to objects in O by
subjects in S

2) Mis tanmper resistant; and

3) M is smll enough to be subject to
analysis and tests, the conpleteness of which can be
assured.

M uses resources provided by an explicit set
of nore primtive TCB subsets to create the objects of
O, create and nmanage its data structures, and enforce
the policy P. If there are no TCB subsets nore
primtive than M then Muses only hardware resources
to instantiate its objects, to create and nmnage its
own data structures, and to enforce its policy.

The above definition does not explicitly
prohi bit an access control policy P that allows trusted
subjects. The inplications for the evaluation process
when a TCB subset's policy allows or does not allow
such trusted subjects are substantial and are di scussed
in Section TC-6.4. As described in TG 4.3, one of the
conditions for an evaluation by parts of a TCB nade up
of TCB subsets is that all the trusted subjects of each
TCB subset be included in that TCB subset.

TC-4. 2.2 MOTI VATI ON

The definition of "TCB subset” is intended to
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parallel the definitions of the reference nonitor and
reference validation mechanism found in the Anderson
report [1] and included in the TCSEC itself. "The term
Trusted Conputing Base [refers] to the reference
val i dation nmechanism be it security kernel, front-end
security filter, or the entire trusted conputer
system"™ [8, p. 67] "TCB subset" is defined exactly
like a reference validation nechanism wth only one
difference, that it does not necessarily extend to the
har dwar e. Rat her, a TCB subset uses either hardware
resources or the resources provided by other, nore
primtive TCB subsets. Thus TCB subsets build on
abstract nmachi nes, either physical hardware machi nes or
other TCB subsets. Just like reference validation
mechani snms, a TCB subset nust enforce a defined access
control policy.

TC- 4.3 CONDI TI ONS FOR EVALUATI ON BY PARTS

Bui l ding or eval uating a system wusing the
definition of TCB subsets in the section above requires

nmeeting six conditions in addition to denonstrating
that the candidate TCB subsets satisfy the properties
appropriate to the eval uation target class. The

conditions are as foll ows:

The candi date TCB subsets are identified;

The systempolicy is allocated to
the candi date TCB subsets;

Each candidate TCB subset Mi]
includes all the trusted subjects with respect to
its technical policies P[i];

The TCB  subset structure or
architecture is explicitly descri bed,;

Each TCB subset occupies distinct
subset - domai ns; and

The nore primtive TCB subsets

provi de support for the RVM arguments for less primtve

TCB subsets.
These conditions are described bel ow
TC-4. 3.1 CANDI DATE TCB SUBSETS
The first condition is that the relevant
el ement s of each candidate TCB subset Mi] be

identified. The hardware, firmware, and software which
conpose the TCB subset need to be clearly identified,
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along with the subjects and objects. In terns of
Section TC-4.2.1, this condition is the identification
of Mi], S[i], and Ji]. There may be no objects
nmedi ated by nore than one TCB subset. That is, there
cannot be an object Othat is both in i] and Jj].

TC- 4. 3.2 PCLI CY ALLOCATI ON

The next condition is policy allocation, the
description of the technical policy P[i] for each
identified Mi] along wth the relation of these
policies to the systempolicy P. The policies P[i]
will be expressed in ternms of subjects in Si] and
obj ects in Ji]. Thus, to satisfy the TCSEC
requi renent that the (conmposite) TCB enforce its stated
policy P, each rule in P nust be traceable through the
structure of the candidate TCB subsets to the TCB
subset (s) where that enforcenent occurs. See Sections
TC-5.2.1.1 and TC-5.2.1.4.

TC- 4. 3.3 TRUSTED SUBJECTS | NCLUDED

Every trusted subject wth respect to P[i]

must be part of the TCB subset Mi]. This condition
makes possi bl e separate evaluation of TCB subsets with
respect to "local" requirenments. Wen this condition

is not net, evaluation of candidate TCB subsets cannot
be guaranteed on an evaluation by parts basis. This
situation is treated in Section 6.4.

TC-4.3.4 TCB SUBSET STRUCTURE

The TCB subsets wll exhibit a structure
based on the ordering inplied by dependency. TCB
subset Ais less primtive than TCB subset B if (a) A
directly depends on B or (b) a chain of TCB subsets
fromA to B exists such that each elenent of the chain
directly depends on its successor in the chain. In
this case we use the phrase "TCB subset B is nore
primtive than TCB subset A" synonynously.

The sense of "directly depend® in (a) is
exactly the following: it 1is not possible to verify
t he i mpl enent ati on of A  wth respect to its
specification wi t hout a statenent about t he

speci fication of B

More precisely, for a candidate TCB subset M
| et sM denote t he specification of M The
specification will include, as a mninum the statenent
of the technical policy P of M Further, let vM denote
t he (engi neering) denonstrations of the correct
i npl enentation of Mwith respect to its specification
A (candidate) TCB subset A "depends (for its
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correctness)” on (candidate) TCB subset B if and only
if the argunments of vA assune, wholly or in part, that
sB has been inplenented correctly. (See Appendi x B
item5 for additional discussion.)

The proposed structure of TCB subsets has to
be identified. The order mnust be a partial order
(Wthout a partial order, there could be circular
chains of dependencies that would inhibit separate
eval uations of the TCB subsets.)

TC- 4. 3.5 SEPARATE SUBSET- DOVAI NS

The candidate TCB subsets nust operate in

near isolation from each other, with the only
i nteraction between them being that explicitly asserted
as part of the interface. In the case of reference

noni tors, many existing inplenmentations have relied on
the domain concept [23] which supports the assertions
of non-bypassability and self protection. A natur al
extension of the domain concept will be required for
isolation of TCB subsets from each other and from
non-TCB entities.

A subset-domain is a set of system dommins.
Each candidate TCB subset nust occupy a distinct
subset -domai n such that nodify-access to a TCB subset's
subset-domain is permtted only to that TCB subset and
(possibly) to nore primtive TCB  subsets. Thi s
requi r enent ensures t hat t he structure of
subset-domains with respect to access is consonant wth
t he dependency rel ati on anong TCB subsets.

TG 4. 3.6 SUPPORT FOR RVM ARGUMENTS

Candi date TCB subsets rnust satisfy the three
RVM properties included in the definition in TG4.2.1
in order to conplete evaluation by parts successfully.
TCB subsets that build on resources and functionality
provided by nore primtive TCB subsets nmust rely on
assured and evaluatable characteristics of those nore
primtive TCB subsets. A convincing argument nust be
advanced that the features, characteristics, and
assurances provided by the nore prinmtive TCB subsets
are capable of supporting RVM argunents for the |ess
primtive TCB subsets.

The first property (mediating every access)
requires that there is no way of Dbypassing the
nmedi ati on provided by TCB subset Mfor its objects,
either directly or by unexpected side-effects of
interactions with other TCB subsets. A variety of
appr oaches could suffice for denmpnstrating this

property.
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The second property (tamper resistance)
requires that the policy-critical code and data for the
less primtive TCB subset be protected from any
alteration not specifically allowed by the TCB subset.
A variety of approaches could suffice for denonstrating
this property.

The third property (conpleteness of testing
and anal ysi s for correctness) requires t he
(engi neering) denonstrations vMi] of the correctness
of each less primtive candidate TCB subset Mi]. A
convi nci ng argunent nust therefore be advanced that the
specifications sMk] for all of the nore primtive TCB
subsets MKk] on which Mi] depends will suffice for
establishing vMi].

TC- 4.4 EVALUATI ON ALTERNATI VES

As noted earlier, the need to evaluate
syst emns whose elenents are devel oped separately,
possi bly by independent devel opers, results in the need
to define TCB subsets. That is not to say, however,
that design by TCB subsetting and the subsequent
eval uation by parts are the only alternatives. Rather
there are three distinct possibilities.

A system TCB, regardless of any interna
structure, may be viewed as a single entity. In such a
case, the wevaluation may proceed essentially as an
eval uati on against the TCSEC. This case is exanmned in
Section TC-6. 2.

A system TCB nmay be presented as a subsetted
architecture conposed of a nunber of candidate TCB
subsets. G ven that each of the candidate TCB subsets
satisfies the conditions set forth in Section TG 4.3,
an evaluation by parts is possible. This case is
described in Section TC- 6. 3.

It may be possible to satisfy only some of
the conditions for evaluation by parts. This situation
mght arise when a previously evaluated TCB or TCB
subset is nodified to acconmopbdate the policy-enforcing
el ements of a new application |ayer. A special case of
this situation is described in Section TC-6.4. In such
cases, depending wupon the particulars, it my be
possible to realize sone of the savings in evaluation
effort. However, no general statenents can be nade for
t hese cases.

TC-5 GENERAL | NTERPRETED REQUI REMENTS
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TC-5.1 OVERVI EW

Thi s section provi des specific
interpretations of those TCSEC requirenments that are
particularly relevant for subsetted architectures and
eval uation by parts. |Its organization is derived from
the structure of the TCSEC requirenments. For each
rel evant TCSEC requirement there is a discussion of how
that requirenment is interpreted in an evaluation by
parts.

For conci seness, only the requirenents
headi ngs applicable for Al systens are included bel ow.
Thus, the interpretation guidance below should be
applied only as demanded by the requirenents for the
target <class of the candidate trusted system For a
systemtargeted at an evaluation class below Al, only
those requirenents that pertain to the target class
apply to the TCB subsets naking up that system

A listing of t he requi renents and
interpretations by TCSEC class is presented in Appendi x
A The rationale for the applicability of the TCSEC
requirenents to TCB subsets alone or to the TCB as an
entirety is described in Appendix B, item?7.

TC- 5.2 DETAI LED REQUI REMENTS
TC-5.2.1 SECURI TY POLI CY
TC-5.2.1.1 Discretionary Access Control

The di scretionary access control requirenents
apply as stated in the TCSEC to every TCB subset whose
policy includes discretionary access control of its
subjects to its objects. Any TCB subset whose policy
does not include such discretionary access control is
exenpt fromthis requirenent.

TC-5.2.1.2 bj ect Reuse

This requirenment applies as stated in the
TCSEC to every TCB subset in the TCB

TC-5.2.1.3 Labels

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes
mandatory access control of its subjects to its
objects. Any TCB subset whose policy does not include

Page 20



such nmandatory access control is exenmpt fromthis
requi renent.

Label Integrity

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes

mandatory access control of its subjects to its
objects. Any TCB subset whose policy does not include
such nmandatory access control is exenmpt fromthis

requi renent.

Exportation of Label ed Information

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes

mandatory access control of its subjects to its
objects. Any TCB subset whose policy does not include
such nmandatory access control is exenmpt fromthis

requi renent.

Subj ect Sensitivity Labels

This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the
TCB subsets nmaking up the TCB nust satisfy the
requi renent.

Devi ce Label s

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes
mandat ory access control of its subjects to its objects
and has attached physical or virtual devices. Any TCB
subset whose policy does not include such nandatory
access control or has no attached physical or virtua
devi ces is exenpt from this requi renent. Thi s
requi renent can be satisifed by the cooperative action
of nore than one TCB subset.

TC-5.2.1.4 Mandatory Access Control

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes

mandatory access control of its subjects to its
objects. Any TCB subset whose policy does not include
such nmandatory access control is exenmpt fromthis

requi renent.

TC-5. 2.2 ACCOUNTABI LI TY
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TC-5.2.2.1 ldentification and Authentication

This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the
TCB subsets nmaking up the TCB nust satisfy the
requi renent.

If the TCB is conposed of TCB subsets, one
TCB subset nay either rely on a mechanism in another
TCB subset to provide identification and authentication
services or provide the services directly. Simlarly,
that TCB subset nay rely on a mechani smin another nore
primtive TCB subset to ensure that the security |evel
of subjects external to the TCB that may be created to
act on behalf of the individual user are donmi nated by
t he cl earance and authorization of that user. Each TCB

subset may maintain its own identification and
aut hentication data or one central repository may be
mai ntai ned. |f each TCB subset has its own data, then

the information for each individual wuser nust be
consi stent anong all subsets.

Trusted Path

This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the
TCB subsets nmaking up the TCB nust satisfy the
requi renent.

VWhen TCB subsets are used, the requirenent
for trusted path at Ilevels B2 and above remains
applicable to the entire TCB. The need for trusted
path "when positive TCB-to-user connection is required
(e.g., login, change subject security level)" can
require user interaction with virtually any TCB subset
within the TCB. The inplenentation of trusted path
coul d be | ocal i zed in a si ngl e TCB subset.
Alternatively, it could be inplenented in nore than one
TCB subset if the separate inplenentations together
comply with the system security policy.

TC-5.2.2.2 Audit

This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the
TCB subsets naking up the TCB nust satisfy the
requi renent.

A TCB subset nmay namintain its own security
audit log, distinct from that maintained by nore
primtive TCB subsets, or it may use an audit interface
provided by a different TCB subset allow ng the audit
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records it generates to be processed by that TCB
subset.

If the TCB subset uses different wuser
identifications than a nore printive TCB subset, there
shall be a neans to associate audit records generated
by different TCB subsets for the same individual with
each other, weither at the tine they are generated or
| ater.

Any TCB subset wherein events may occur that
require notification of the security admnistrator
shall be able to do the foll ow ng: (1) detect the
occurrence of these events, (2) initiate the recording
of the audit trail entry, and (3) initiate the
notification of the security adm ni strator. The
ability to termnate events (2) and (3) above nay be
provided either in the TCB subset within which they
occur, or in the TCB subset(s) where actions that |ead
to the event were initiated

The nonitoring and notification requirenents
may require cooperation between nultiple distinct TCB
subsets or multiple instantiations of the same TCB
subset. For exanple, to detect the accunulation of
events for a single user it nmay be necessary to coll ect
events from several subjects in distinct processes that
are surrogates for the same user. As another exanple,
there may be a single TCB subset that collects events
froma nunber of other TCB subset instantiations and,
based on its analysis of them notifies the security
adm ni strator.

TC-5. 2. 3 ASSURANCE
TC-5.2.3.1 Operational Assurance
System Architecture

This requirenment applies as stated in the
TCSEC to every TCB subset, with the follow ng
additional interpretations.

The TCB nust provide domains for execution
that are allocated to and used by TCB subsets according
to the subset-domain condition for evaluation by parts.
A nost primtive TCB subset mnust provide domains for
execution. A less primtive TCB subset nust make use
of dommins provided by a nore primtive TCB subset. A
less primtive TCB subset may provide further execution
domains but is not required to do so.

Simlarly, the TCB nust provide distinct
address spaces for untrusted processes. A nost
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primtive TCB subset nmnust provide distinct address
spaces for its subjects. A less primtive TCB subset
must nake use of the distinct address space provided by
a nore primtive TCB subset. Aless prinmtive TCB
subset may provide nore fine-grained distinct address
spaces, but is not required to do so.

In gener al , requi renents specifically
referring to hardware or firmwvare apply only to TCB
subsets that i nclude hardware or firmnare. The

exception is the requirenment that the TCB make
effective use of available hardware. This requirenent
applies to those TCB subsets that wuse resources
provided by nore primtive TCB subsets in lieu of
har dwar e. Those TCB subsets are required to make
effective use of the protection-relevant features
exported to it by the nore primtive TCB subsets (e.g.
execution domai ns, support for distinct address spaces)
to separate those elenents that are protection-critica
fromthose that are not.

System Integrity

This requirenment applies as stated in the
TCSEC to every TCB subset that includes hardware or
firmvare. Any TCB subset that does not include
hardware or firnmmare is exenpt fromthis requiremnent.

Covert Channel Analysis

This requirenment applies as stated in the
TCSEC to the entire TCB. VWen the TCB is nade up
entirely of TCB subsets neeting the conditions for
eval uation by parts, analysis of the individual TCB
subsets satisfies this requirenment. Oherw se, covert
channel analysis of the entire TCB nust be performed
(even if the results of covert channel analysis of the
i ndi vi dual TCB subsets were avail able).

Trusted Facility Managenent

This requirenment applies as stated in the
TCSEC to t he entire TCB. Any "operator" or
"adm nistrator” functions intrinsic to an individua
TCB subset nust be supported by that TCB subset or by a

nore primtive TCB subset.

Trusted Recovery

This requirenment applies as stated in the
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TCSEC to the entire TCB and to the individual TCB
subsets. The cooperative recovery actions of the TCB
subsets making up the TCB nust provide trusted recovery
for the overall TCB. Q herwi se, trusted recovery
eval uation nust address the entire TCB (even if the
i ndi vidual TCB subsets nmeet the trusted recovery
requi renents).

TC-5.2.3.2 Life-Cycle Assurance

Security Testing

This requirenment applies as stated in the
TCSEC to the entire TCB. If a TCB consists of TCB
subsets neeting the conditions for evaluation by parts,
the satisfaction of the requirenments by each TCB subset
satisfies the requirenent for the entire TCB
QO herwi se, security testing of the entire TCB nust be
per f or med (even if the results of testing the
i ndi vi dual TCB subsets were avail able).

Desi gn Specification and Verification

This requirenment applies as stated in the
TCSEC to every TCB subset, with the follow ng specific
additional interpretations.

It nust be denmonstrated that the security
policy enforced by the conposite TCB is represented by
the collection of policy nodels for the individual TCB
subset s.

The argument that the descriptive top |evel
specification (DTLS) and formal top |evel specification
(FTLS) are consistent with the TCB interface applies to
the entire TCB. There is required an explicit and
convincing description of how the set of top |evel
specifications (one for each TCB subset) describes the
TCB interface in ternms of exceptions, errors, and
effects.

Configuration Managenent

This requirenment applies as stated in the
TCSEC to every TCB subset in the TCB, wth the
follow ng additional interpretation.

Because subsets of the TCB nay be devel oped
i ndependently, a single configuration managenent system
may not be feasible. However, the conbination of
configurati on managenment systenms used to support al
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the TCB subsets nust neet all the stated requirenents.
The information describing the interrelations between
separate TCB subsets and separate security policy
nmodels falls into the category of "all docunentation
and code associated wth the current version of the
TCB" in the TCSEC requirenents.

Trusted Distribution

This requirenment applies as stated in the
TCSEC to the entire TCB. It can be nmet by satisfying
the requirements for each TCB subset if procedures
exist for assuring that all TCB subsets upon which a
particular TCB subset depends (that is, the nore
primtive TCB subsets) are exactly the sane version as
specified for the TCB subset in question

TC-5. 2. 4 DOCUMENTATI ON

TC-5.2.4.1 Security Features User's Cuide

This requirenment applies as stated in the
TCSEC to every TCB subset in the TCB. This collection
of gui des must include descriptions of every TCB subset
in the TCB and explicit cross-references to other
related wuser's guides to other TCB subsets, as
required. In addition, interactions between nmechani sns
within different TCB subsets nust be clearly described

TC-5.2.4.2 Trusted Facility Mnua

This requirenment applies as stated in the
TCSEC to the TCB and to every TCB subset in the TCB

This requirement can be nmet by providing a
set of manuals, one for each distinct (non-replicated)

TCB subset. Each manual shall address the functions
and privileges to be controlled for the associated TCB
subset . Addi tionally, it must clearly show the

interfaces to, and the interaction with, nore primtive
TCB subsets. The nmanual for each TCB subset shal
identify the functions and privileges of the TCB
subsets on which the associated TCB subset depends.
Al so, the TCB subset's rmanual shall identify which, if
any, configuration options of the nore primtive TCB
subsets are to be used for the conposite TCB to operate
securely.

Any pre-defined rol es supported (e.qg.
dat abase adm nistrator) by the TCB subset shall be
addr essed.
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The nmeans for correlating nmultiple audit | ogs
and synonymous user identifications from nultiple TCB
subsets (if such exist) shall also be addressed.

The trusted facility manual shall describe
the composite TCB so that the interactions anong the
TCB subsets can be readily determ ned. O her manual s
may be referenced in this determnmination. The manual s
that address the distinct nodules of the TCB and the
generation of the TCB need to be integrated wth the
other trusted facility manuals only to the extent that
they are affected by the use and operation (versus the
devel opnent) of the conposite TCB

The TCB nodules that contain the reference
val idation mechani smmnmust be associated wth the TCB
subset to which they bel ong. The procedure for
generating a new TCB after nodifying only one (or
several) TCB subsets nust be described. This nay be
accommodat ed by i ndependent regeneration of t he
i ndi vidual TCB subsets or by regeneration of only the
af fected TCB subsets.

TC-5.2.4.3 Test Docunentation

This requirenment applies as stated in the
TCSEC to the conposite TCB

TC-5.2.4.4 Design Docunentation

This requirenment applies as stated in the
TCSEC to the conposite TCB, with the follow ng specific
additional interpretations:

Requi renents concerning nodels, FTLS and
DTLS, apply to individual TCB subsets.

The requirenent concerning the description
of interfaces between nmodul es of the TCB includes the
i nterfaces between TCB subsets.

The docunentation of the inplenmentation of
a reference val i dati on mechani sm  nust i ncl ude
justification for nmeeting the conditions for evaluation
by parts.

The Al requirement to describe
clearly non-FTLS internals of the TCB applies to TCB
subset s.

TC- 5.3 SUMVARY OF THE REQUI REMENTS

The requirements interpretations in Section
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TC-5.2 above can be grouped into two categories: those
that apply to individual TCB subsets and those that
apply totally or in part to the overall TCB. For
pur poses of exposition, the fornmer category will be
termed "local requirenents,” that is, those for which
separate analysis of the individual TCB subsets
suffices to deternmi ne conpliance for the conposite TCB
The latter are terned "global requirements,” that is,
those which require analysis of the entire system and
for which separate analysis of the individual TCB
subsets does not suffice.

TC-5.3.1 LCCAL REQUI REMENTS

Di scretionary Access Control

(bj ect Reuse;

Label s (except Subject Sensitivity Labels);

Mandat ory Access Control

System Architecture (except dormai ns for
execution and distinct address spaces);

System Integrity;

Configurati on Managenent;

Security Features User's Quide;

Desi gn Docunent ati on

nodel s,

DTLSs,

FTLSs, and

non- FTLS i nternal s.

TC-5. 3.2 GLOBAL REQUI REMENTS

Subj ect Sensitivity Label s;
Identification and Authentication
Trusted Path;
Audi t;
System Architecture donains for execution
addr ess spaces;
Covert Channel Anal ysi s;
Trusted Facility Managenent;
Trusted Recovery (also applies to
i ndi vi dual TCB subsets);
Security Testing;
Desi gn
Speci fication and Verification
correspondence between system
policy and the set of TCB subset nodels
consi stency of TCB interface with the
set of TCB subset DILSs, and
consi stency of TCB interface with the
set of TCB subset FTLSs;
Trusted Distribution

and di stinct

Trusted Facility Manual (also applies to individual TCB

subsets);
Test Docunent ation; and
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Desi gn Document ati on (except nodels, DTLSs, FTLSs, and
non- FTLS i nternal s).

TC-6 DESI GN CHO CE

TC- 6.1 OVERVI EW

This section exanmnes the several design
choi ces avail able for constructing systems in parts and
t he consequences of each when attenpting to perform an
eval uation by parts. The first case described is that
of a TCB evaluated under the TCSEC wi thout benefit of
TCB subset structuring. This case is of wvalue for
several reasons: it serves as a reference point; it
can be considered the degenerate case of subsetting;
and it is always an option to evaluate any TCB
regardl ess of internal structure, as a nonolith. The
second and third cases are presented in ternms of a
configuration of exactly t wo subset s; t he
generalization to more than two TCB  subsets is
st rai ght f orwar d. The second case is that of a
subsetted architecture that exactly satisfies the
conditions for evaluation by parts. The third case
represents a special case of an altered TCB, one which
is inmplemented using trusted subjects.

Not e that no eval uation using TCB subsets and
eval uation by parts results in a TCB subset receiving
an evaluation rating. Rather, the entire system wth
its conmposite TCB, is evaluated and receives a rating.
However, evaluation by parts is intended to allowthe
results of local analysis of individual TCB subsets to
be distinguishable and separately referencable. For
further discussion of this topic, see Appendix B, item
10.

TC-6.2 A SINGLE TCB SUBSET

The evaluation of a TCB consisting of a
single TCB subset is equivalent to a straightforward
eval uation against the TCSEC The conditions for
eval uation by parts (Section TC-4.3) reduce to
requi renents found in the TCSEC itself.
TC-6.2.1 ANALYSI S OF THE CONDI Tl ONS

TCG-6.2.1.1 Condi tion 1: Candi dat e TCB
Subset s

The TCB (hardware, software, and firnmnare),
as distinguished fromthe rest of the conmputing system
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must be identified. This is a basic requirenment for
TCSEC evaluation. Simlarly, the subjects and objects
within the systemnust be identified. The requirenent
that no nore than one TCB subset nedi ate access to any
particul ar object is satisfied, because there is only
one TCB subset.

TC-6.2.1.2 Condition 2: Policy Allocation

The policy P enforced by the TCB (subset)
must be identified. The denonstration that the TCB
(subset) enforces that policy wll be a description of
how the TCB perfornms access nediation between the
system s subjects and objects according a systeml evel
description of limtations on access (the technica
policy P[i] of the definition). The tracing of the
policy to the system desi gn and behavior is part of the
stated TCSEC requirenents.

TC-6.2.1.3 Condition 3: Trusted Subj ect s
I ncl uded

This condition is satisfied in the sane
manner as it is in evaluations wunder the TCSEC.
Specifically, the TCB boundary is shown to be the
interface that is presented to untrusted subjects.

TC-6.2.1.4 Condition 4: TCB Subset Structure

Satisfaction of this condition (TC4.3.4) is
i mredi ate, because there is only one TCB subset.

TC-6.2.1.5 Condi tion 5: Separ at e
Subset - Domai ns

Satisfaction of the separate subset-domain
condition (TC-4.3.5) is identical to the Cl through Al
requi renent that "the TCB maintain a domain for its own
execution that protects it from external interference
or tampering." [8, p. 13 et al.]

TC-6.2.1.6 Condi tion 6: Support for RVM
Argunent s

Satisfaction of this condition (TC-4.3.6) is
i medi ate, inasnuch as there are no less primtive TCB
subsets that nust be denonstrated to satisfy RVM
requi renents.

TC-6. 2.2 EVALUATI ON CONSEQUENCES
In this case, the evaluation of the (single)

TCB subset proceeds exactly Iike an evaluation under
the TCSEC. Denopnstration that the candidate system
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nmeets all the global and local requirements (as they
apply to the target evaluation class) includes the

consi deration of each requirement as it applies
system s phi | osophy of protection, desi gn
docunent ati on, and inpl ementation. The system nust be

shown to exhibit the properties of a reference
val i dation nechani sm appropriate to the target class.

TC-6.3 TWO TCB SUBSETS, MEETI NG THE CONDI TI ONS

This case is of a TCB that consists of two
candi date TCB subsets, A and B, where A is the npst
primtive TCB subset. That is, B uses the abstractions

provided by A (the objects, in particular) as its
resource for the construction and exportation of its
own abstractions. B also uses the abstractions

provided by A for its netadata (that is, internal data
structures) that nmake it possible for Bto instantiate
its exported abstractions as well as keep records that

enable it to correctly enforce its stated policy. In
terns of the discussion of Section TC 4.3.4, TCB subset
B directly depends on TCB subset A. It will be assuned

that TCB subset A enforces mandatory and discretionary
policies on its objects and that TCB subset B enforces
a discretionary policy on the objects it exports.
Additionally, all trusted subjects of A are contained
within A Thus, every subject of A (including all the
active entities that make up the logic of B) operates
at a single sensitivity level. It will further be
assuned for th is exanple that the nmechanisns for
domai ns and thus for subset-domains are independent of
the mandatory and discretionary access control policy
enf orcenent nechani sns.

TC-6.3.1 ANALYSI S OF THE CONDI Tl ONS

TC-6.3.1.1 Condi tion 1: Candi dat e TCB
Subset s

The TCB (hardware, software, and firmare),
as distinguished fromthe rest of the conputing system
must be identified. This is a basic requirenent for
TCSEC evaluation. Simlarly, the subjects and objects
within the system nmust be identified.

In this case, all the hardware, software, and
firmvare that make up the TCB nmust be identified as
being part of either TCB subset A or TCB subset B. The
subjects and objects nediated by A (call themthe
"A-subjects"” and "A-objects" for this discussion) nust
be identified. Simlarly the B-subjects and B-objects
nmust al so be identified.
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The addi ti onal requi r enent in Section
TC-4.3.1 that "there may not be any objects nedi ated by
nore than one TCB subset” neans that there can be no
B-object that is also an A-object.

TC-6.3.1.2 Condition 2: Policy Allocation

The policy P enforced by the whole TCB nust

be identified. In addition, the policy enforced by A
(call it the A-policy), stated in terms of the
A-subjects and the A-objects, nust be identified.
Simlarly, the B-policy, stated in terns of the

B- subj ects and the B-objects, nust be identified.

TC-6.3.1.3 Condition 3: Trusted Subj ect s
I ncl uded

As was stated above, TCB Subset A contains
all its own trusted subjects. There may be trusted
subjects with respect to the policy of A but all such
subj ects execute in the subset-domain of A

TC-6.3.1.4 Condition 4: TCB Subset Structure

Because B directly uses the A-objects and its
logic is enbodied in A-subjects, the structure of the

TCB subsets is precisely "TCB subset A is nore
primtive than TCB subset B." This is a partial order
TC-6.3.1.5 Condi tion 5: Separ at e

Subset - Donai ns

Satisfaction of the separate subset-domain
condition requires that a set of domains provided by
t he system be identified as being the domains
"occupied” by A and B. The dommin, or domains,
occupied by A is exactly the "domain for its own
execution” found in the TCSEC requirenments. The domain
or domains occupied by TCB subset B nust not be
nodi fiable by any code or other system entity except
possi bly by TCB subset A

TC-6.3.1.6 Condi tion 6: Support for RVM
Argunent s

Satisfying the condition for RVM argunents
requi res denmonstrating the plausibility of being able
to establish the three requisite properties of an RVM
The first property requires that no B-subject be
allowed to access B-objects wthout those accesses
bei ng nmedi ated by TCB subset B. The tanper resistance
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property requires that TCB subset A provide a way that
TCB subset B can be designed and inpl emented such that
A-subjects that are not part of B's inplementation
cannot tanmper with B's policy-critical code or data.
The third RVM property nust be satisfied by the
i ndi vidual TCB subsets. The degree to which each TCB
subset must satisfy this property is comensurate with
the eval uation class of the TCB

TC- 6. 3. 2 EVALUATI ON CONSEQUENCES

In this case, the evaluation of the two TCB
subsets requires that each neet TCSEC requirenents
applicable to each TCB subset viewed individually and
that the two TCB subsets conbine in a way to neet al
the TCSEC requirenents stated for the target class.

Al local requirements are inposed on the two
TCB subsets, A and B, individually. 1If each TCB subset
can neet the requirements of the target class, viewed
as if it were a separate TCB, the only areas where
additional evaluation or accreditation work mght be
required are those areas where the sumof the analysis
of the parts is not necessarily conplete and
convincing. Those areas requiring additional work are
exactly the set of global requirements described in
Section TC-5. 3. 2.

Denmonstrating that the candi date system neets
the TCSEC requirenments (as they apply to the target
evaluation <class) requires that both A and B be
eval uated with respect to the |ocal requirenents of the
target class and that the conposite TCB be eval uated
for global requirenments. |In this case, full testing of
TCB subset A against all the requirements (both |oca
and global) sinmplifies the task of denonstrating
sati sfaction of the global requirenents, both for B and
for the entire TCB

Suppose, for exanple, that TCB subset A has
been subjected to security testing appropriate to the
target class and has been shown to be adequately
resistant to penetration attacks. This neans that
within the confidence |evel provided by the testing
requi renment, no A-subject can subvert A s enforcenent
of its policy. In this situation, every active entity
in Bis an A-subject and hence B can neither penetrate
A nor be induced to do so by any B-subject. Thus, no

further testing of A wll be required to determ ne
whet her the entire TCB is resistant to penetration; any
additional penetration testing can be limted to

determning the ability of Bto withstand assault.

Simlarly, if A has been searched for covert
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channel s (as required for its t ar get cl ass
requi renents), then no further search for covert
channels will be required, either in the analysis of B
or inthe overall consideration of the entire TCB
Note that if B inplenments a mandatory access control
policy (e.g., integrity), then it would be necessary to
performa covert channel analysis on B, but no further
covert channel analysis of A would be required.

The ability of users to determ ne the current
sensitivity level of B-subjects operating on their

behalf w1l have to be shown by considering the TCB
subsets A and B together. Thi s requirement is
satisfied i mredi atel y i f t he ar gurrent relies

exclusively on A neeting the requirenent.

TC-6.4 TWO TCB SUBSETS, NOT MEETING THE
CONDI TI ONS

This case also concerns a TCB that consists
of two candidate TCB subsets, Cand DD C is the nost
primtive TCB subset. That is, D uses the abstractions

provided by C (the objects, in particular) as its
resource for the construction and exportation of its
own abstractions. D also wuses the abstractions

provided by C for its netadata (that is, internal data
structures) that nmake it possible for Dto instantiate
its exported abstractions as well as keep records that
enable it to correctly enforce its stated policy. In
terns of the discussion of Section TC 4.3.4, TCB subset
D directly depends on TCB subset C. Additionally, Dis
trusted with respect to C That is, sonme of the
C-subjects which make up TCB subset D execute as
trusted processes of C. Here also, as in the previous
exanple, it is assumed that C inplenments mandatory and
di scretionary policies over its objects. Further, the
intent of Dis to inplenent a discretionary policy over
the objects it exports. However, because D includes
subjects which are trusted relative to C s policy
denonstration of the full and correct enforcenent of
the mandatory policy requires analysis of both C and D
and is no longer localized to TCB subset C. It will be
assuned that the mechanisnms for dommins and thus for
subset -domai ns are i ndependent of the mandatory and
di scretionary access control policy enf or cenent
nmechani sns.

This case can be viewed as a special case of
a previously evaluated TCB which has been altered.
However, the alteration takes the form of a |less
primtive subset which is inplenmented, at least in
part, wth trusted subjects (i.e., sone of the
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C-subjects are trusted subjects which execute in the
subset-domain of D). Al t hough this case may appear
intuitively, to be different from that of arbitrary
alteration of a previously evaluated TCB, the exanple
denonstrates that such an approach makes it inpossible
to performan evaluation by parts.

TC-6.4.1 ANALYSI S OF THE CONDI Tl ONS

TC-6.4.1.1 Condi ti on 1: Candi dat e TCB
Subset s

The identification of the TCB (hardware,
software, and firmvare) as distinguished fromthe rest
of the computing system is a basic requirenment for
TCSEC eval uati on. Li kewi se, the subjects and objects
within the system nmust be identified.

In this case, all the hardware, software, and
firmvare that make up the TCB nmust be identified as
being part of either TCB subset C or TCB subset D. The
C-subjects and C-objects nediated by C have to be
i dentifi ed. Simlarly the D-subjects and D objects
nmust al so be identified.

The addi ti onal requi r enent in Section
TC-4.3.1 that "there may not be any objects nedi ated by
nore than one TCB subset” neans there can be no
D-object that is also a C object.

TC-6.4.1.2 Condition 2: Policy Allocation

The policy P enforced by the whole TCB nust
be identified. In addition, the individual policy
enforced by C (call it the Gpolicy) nust be identified
in terms of the C-subjects and the GC-objects.

Simlarly, the Dpolicy, stated in terns of the
D subj ects and the D-objects, nmust be stated. 1In this
case, the Cpolicy will include the strict enforcenent

of a mandatory access control policy that allows
trusted subjects to execute in the subset-domai ns which
conpose TCB subset D

TC-6.4.1.3 Condition 3: Trusted Subj ect s
I ncl uded

This condition is not satisfied because D
includes at least one subject that is trusted with
respect to C Hence a subject that is trusted with
respect to the policy of Cis outside C, and eval uation
by parts is not an option. If TCB subset C had
previously been evaluated, then this is an exanple of
an altered TCB, albeit a special case. The change
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consists of the addition of one or nore trusted
C-subjects in D whose effect on the behavior of C
cannot be predicted a priori. An assessment of the
impact of D on the behavior of C cannot be made
strictly by an exam nation of the trusted subjects and
the definition of Cs interface. A global assessnent
of Cand Dis required.

TC-6.4.1.4 Condition 4: TCB Subset Structure

Because D directly uses the C-objects and its
logic is enbodied in Csubjects, the structure of the

TCB subsets is precisely "TCB subset C is nore
primtive than TCB subset D." This is a partial order
TC-6.4.1.5 Condi tion 5: Separ at e

Subset - Donai ns

Sati sfying t he separate subset - dormai n
condition (TC-4.3.5) requires identifying the set of
system donai ns (likely admnistered by the nost
primtive TCB subset C) as the domains "occupied" by C
and D. The dommin, or domains, occupied by Cis
exactly the "domain for its own execution” found in the
TCSEC requirenments. The domain or domains occupi ed by
TCB subset D rmnust not be nodifiable by any code or
ot her system entity except possibly by a part of TCB
subset C

TC-6.4.1.6 Condi tion 6: Support for RVM
Argunent s

Satisfying the condition for RVM argunents
requi res denmonstrating the plausibility of being able
to establish the three requisite properties of an RVM
The first property requires that no B-subject be
allowed to access B-objects wthout those accesses
bei ng medi ated by TCB subset B. The tanper resistance
property requires that TCB subset A provide a way that
TCB subset B can be designed and inpl emented such that
A-subjects that are not part of B's inplenmentation
cannot tanmper with B's policy-critical code or data.
The third RVM property nust be satisfied by the
i ndi vidual TCB subsets. The degree to which each TCB
subset mnust satisfy this property is comensurate with
t he eval uation class of the TCB

TC-6. 4. 2 EVALUATI ON CONSEQUENCES

In this exanpl e, t he condi tions for
evaluation by parts are not satisfied and thus, the
full potential for savings in evaluation effort cannot,
in general, be realized. A <clear option in such cases
istoview the systemas a nonolithic TCB and proceed
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accordingly. However, because this case represents an
exanple of an altered TCB, it admits of a w de spectrum

of specific sub-cases. Thus, if the analysis of the
system proceeds in parallel to that required for
evaluation by parts it may be possible, in special

cases, to identify elenents of the analysis of the nore
primtive candi dat e TCB  subset whi ch can be
successful ly ar gued to be unaf f ect ed by t he
al terations. Sone eval uation effort, often
significant, can be saved, but wunlike evaluation by
parts, how much can only be estimted by consideration
of the inplenentation specifics. For exanple, in this
specific case, the Ilocal analysis of TCB subset C
represents a reasonable candi date for analysis that
need not be redone.

TC- 6.5 SUMVARY

The three cases described above illustrate
the effects of wvarious TCB subsetting situations as
they relate to the eval uation requirenents.

A nonolithic evaluation proceeds exactly as
described in the TCSEC, with requirenments being applied
to the entire TCB

When all the conditions for evaluation by
parts are satisfied, considerable savings in evaluation
effort are realized. The evaluation of a new system
configuration that includes exactly the same TCB subset
that was previously evaluated (such as the TCB subsets
A and Bin the Section TC6.3) islimted to (a) |oca
anal ysis of the individual TCB subsets (by reference to
earlier analysis, if available) and (b) a sinpler
gl obal analysis, because each TCB subset is an exact
anal og of a TCB

VWhen the conditions for evaluation by parts
are not satisfied, no general statenents can be nade
about the factorability of analysis or the reusability
of previous anal ysis. The extent to which previous
eval uation evidence and results remain valid can be
determned only on a case-by-case basis.
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PART 2

| NTERPRETED REQUI REMENTS

| R-1 OVERVI EW AND CONTEXT

Part 2, "I NTERPRETED REQUI REMENTS, " provi des
specific interpretations of those TCSEC requirenents
which are deenmed to be either DBMs-specific (or, nore
general |y, application-specific) or particul arly
rel evant to DBMSs. Al of the requirenents in the
TCSEC apply in any case.

For t he t opi cs i ncl uded bel ow, t he
interpretations provide clarification of the TCSEC
requi renents. As is the case for the TCSEC, the
interpreted requirenents at any class include those
specified for that class in addition to interpretations
for lower classes that have not been superseded or
al tered

Section IR-2 presents an overall summary of
the TCSEC requirenents, as interpreted in the nore
detailed sections that follow Sections |R-3 through
IR-7 address individual requirenents interpretations

for | abel s, audi t, system architecture, design
specification and verification, and desi gn
docunent ati on, respectively. The format is an initia
di scussion of the topic in general, followed by
specific requirenments and interpretations that apply to
dat abase management systens. A listing of the

requirenents and interpretations organized by TCSEC
class is presented in Appendix A

| R-2 SUMVARY OF THE | NTERPRETATI ONS

Thi s section provi des specific
interpretations of those TCSEC requirenments that are
particularly relevant for subsetted architectures and
eval uation by parts. |Its organization is derived from
the structure of the TCSEC requirenments. For each
rel evant TCSEC requirement there is a discussion of how
that requirement is interpreted for a DBM5

IR-2.1 SECURI TY PCLI CY
IR-2.1.1 DI SCRETI ONARY ACCESS CONTROL

The requirenent for discretionary access
control is not changed in the context of this docunent
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and therefore applies as stated in the TCSEC

IR-2.1.2 OBJECT REUSE

The requirement for object reuse is not
changed in the context of this docunent and therefore
applies as stated in the TCSEC.

IR-2.1.3 LABELS

The requirement for labels is treated in
Section IR-3 of this docunent.

I R-2.1. 4 MANDATORY ACCESS CONTRCL

The requirenent for mandatory access control
is not changed in the context of this docunent and
therefore applies as stated in the TCSEC However ,
there are several subtle ramfications of this
requi renent of which a devel oper or eval uator shoul d be
aware. A brief discussion can be found in Appendix B

item 8, "Content-Dependent and Cont ext-Dependent Access
Control . "

I R-2.2 ACCOUNTABI LI TY
I R-2.2.1 | DENTI FI CATI ON AND AUTHENTI CATI ON

The requi r enent for identification and
authentication is not changed in the context of this
docunent and therefore applies as stated in the TCSEC.
IR-2.2.2 AUDIT

The requirement for audit is treated in
Section IR-4 of this docunent.
| R-2. 3 ASSURANCE
| R-2. 3.1 OPERATI ONAL ASSURANCE
IR-2.3.1.1 System Architecture

The requirement for systemarchitecture is
treated in Section IR-5 of this document.

IR-2.3.1.2 System Integrity

The requirenent for systemintegrity is not
changed in the context of this docunent and therefore
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applies as stated in the TCSEC.
IR-2.3.1.3 Covert Channel Analysis

The requirenment for covert channel analysis
is not changed in the context of this docunent and
therefore applies as stated in the TCSEC.
IR-2.3.1.4 Trusted Facility Managenent

The requi r enent for trusted facility
managenment is not changed in the context of this
docunent and therefore applies as stated in the TCSEC.
IR-2.3.1.5 Trusted Recovery

The requirenent for trusted recovery is not
changed in the context of this docunent and therefore
applies as stated in the TCSEC.
IR-2.3.2 LI FE CYCLE ASSURANCE

IR-2.3.2.1 Security Testing
The requirenent for security testing is not
changed in the context of this docunent and therefore

applies as stated in the TCSEC.

IR-2.3.2.2 Desi gn Speci fication and
Verification

The requirenent for design specification and
verification is treated in Section IR 6 of this
docunent .

IR-2.3.2.3 Configuration Managenent

The requirenent for configurati on nanagenent
is not changed in the context of this docunent and
therefore applies as stated in the TCSEC.

IR-2.3.2.4 Trusted Distribution

The requirement for trusted distributionis
not changed in the context of this docunent and
therefore applies as stated in the TCSEC.
| R-2. 4 DOCUMENTATI ON
IR-2.4.1 SECURI TY FEATURES USER S GUI DE

The requirenment for a security features
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user's guide is not changed in the context of this
docunent and therefore applies as stated in the TCSEC.

IR-2.4.2 TRUSTED FACI LI TY MANUAL

The requirenent for a trusted facility manua
is not changed in the context of this docunent and
therefore applies as stated in the TCSEC.

IR-2. 4.3 TEST DOCUMENTATI ON

The requirenent for test docunmentation is not
changed in the context of this docunent and therefore
applies as stated in the TCSEC.

| R-2. 4.4 DESI GN DOCUMENTATI ON

The requirenment for design docunentation is
treated in Section IR 7 of this document.

| R-3 LABELS

| R-3.1 GENERAL DI SCUSSI ON

The labels requirements of the TCSEC are
entirely applicable to database managenent systens.
The basic difference between the TCSEC | abeling
requirenents as they apply to operating systenms and
DBMSs i nvol ves which storage objects are | abel ed rat her
than how the |I|abels are handled. This section
di scusses special considerations in inmplenenting and
evaluating |abeling mechanisnms in database nanagenent
systems. O particular inmportance is the selection of
the storage objects that are to be | abel ed.

Begi nning at the Bl evaluation class, trusted
dat abase nmanagenent systens are required to associate
|labels with all storage objects wunder their control
The granularity of storage objects to be protected
shall be chosen by the DBMs desi gner

Stored view definitions (that is, naned query
commands) that are visible at the TCB boundary nust be
stored in | abel ed objects. The TCB nust nedi ate access
bot h to the view definition and to the view
instantiation (that is, the set of |abeled objects
accessed as the result of executing the query command
contained in the view definition).

It has been proposed in several designs that
views be wused as a nmechanismto inplenent context- or
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cont ent - dependent | abel i ng. The intuitive
attractiveness of this approach is undeniable, but the
i mpl enentati on details nust be carefully worked out to

achi eve a sound inpl enmentation. A brief discussion of
this topic can be found in Appendix B, item 8
" Cont ent - Dependent and Cont ext - Dependent Access
Control . "

TCB designers and eval uators my make
di stinctions between objects that are explicitly
| abeled or inplicitly |abeled. Such distinctions are
meani ngful only within the confines of the TCB; al
storage objects are explicitly |abeled froma point of
vi ew out si de the TCB. For exanpl e, consider an object
of one type (e.g., table or file) within the TCB that
"contains" many (reference nonitor) objects of another
type (e.g., tuples and records). The file could have
an explicit |abel associated with it, and sone of the
records could have explicit |abels associated with
them Those records that have no explicit |abel would
be inmplicitly labeled by the | abel of the file.

For dat abase nanagenent systens, the objects
that store the base data of the database (e.g., files,

records, relations, and tuples), as well as those
objects that store the netadata (e.g., directories

i ndi ces, schemas, data dictionaries, discretionary
authorization tables, recovery 1logs, and transaction
| ogs), must be |abeled. (bjects that need not be
| abel ed include internal resources that are not user
visible (e.qg., printer daenmon scratch files and
resource allocation tables). The requirenment for

i mporting data (|abeled and unlabeled) is the sane as
in the TCSEC. For additional information, see Appendix
B, item9, "Bulk Loading of a Database."
| R-3.2 SPECI FI C | NTERPRETATI ONS

CLASS (Bl): LABELED SECURI TY PROTECTI ON
There are no interpretations for this class.

CLASS (B2): STRUCTURED PROTECTI ON

Statement from TCSEC

Sensitivity |abels associated with each ADP
systemresource . . . that is directly or indirectly
accessible by subjects external to the TCB shall be

mai nt ai ned by the TCB

Interpretation
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Internal TCB variables that are not visible
to wuntrusted subjects need not be |abeled, provided
that they are not directly or indirectly accessible by
subj ects external to the TCB. However, it is inportant
to understand that such internal variables can function
as covert signaling channels when wuntrusted subjects
are able to detect changes in these variables by
observi ng system behavi or.

CLASS (B3): SECURI TY DONVAI NS
There are no additional requirenents.
CLASS (Al): VERI FI ED DESI GN

There are no additional requirenents.

IR-4 AUDI T

| R-4.1 GENERAL DI SCUSSI ON

The audit requirenments of the TCSEC apply to
dat abase managenent systens. This section discusses
special considerations in designing and evaluating
audit mechani sns i n dat abase managenent systens.

The TCB nust be capable of maintaining an

audit trail of accesses and attenpted accesses to the
objects protected by the mandatory and discretionary
security pol i ci es. Two exanples are given to

illustrate auditing techniques for discretionary access
control decisions.

Example 1. Consider a DBMS TCB providi ng di scretionary
controls on defined views of the database. Because the
naned object presented at the TCB interface is the view
definition (not the records instantiated through the
view), all that needs to be auditable is the use of the
vi ew by any untrusted subject.

Exampl e 2. Consi der a DBMs TCB that enforces
di scretionary access control on individual data
records. When a user enters a query, the construction
of a response may involve a search over nmany records
that are not returned to the user because they did not
satisfy the query. Records that do satisfy the query
but to which the user does not have access should be
auditable. Records that do not satisfy the query need
not be auditable. That is, 1in the context of audit,
access permission to the user and satisfaction of a
guery are to be kept separate.
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There is no need to audit operations that are
strictly internal to the TCB. Separate security audit
| ogs may be maintained by the operating systemand the
dat abase management system Li kew se, separate
identifications for the sane user may be nmi ntai ned by
the operating system and the database nanagenent
system The correlation of separate audit |ogs may be
done either at the tine they are generated or at sone
later tine.

The enphasis of the audit criterionis to
provi de individual accountability for actions by users.
This goal is not the same as that for a backup and
recovery log. There is no requirenent to integrate the
audit log with the backup and recovery 1og, although
such an integrated |l og is not prohibited.

At the designer's discretion, there may be a
sel ectable capability to reduce the nunber of audit
records generated in response to queries that involve
many access control deci sions.
| R-4.2 SPECI FI C | NTERPRETATI ONS
CLASS (C2): CONTROLLED ACCESS PROTECTI ON

Statement from TCSEC

The TCB shall be able to create, maintain

and protect fromnodification . . . an audit trai

of accesses to the objects it protects.

Interpretation

Audi tabl e events, in the case of a database
management system are the i ndi vi dual operations
initiated by unt rust ed users (e.qg., updat es,

retrievals, and inserts), not just the invocation of
t he dat abase managenment system The auditing nechani sm
shall have the capability of auditing all nediated
accesses which are visible to wusers. That 1is, each
di scretionary access control policy decision shall be

audi tabl e. Individual operations perforned by trusted
software, if totally transparent to the user, need not
be auditable. |If the total audit requirenent is net by

the use of nore than one audit 1log, a nmethod of
correlation nmust be avail abl e.

CLASS (B1): LABELED SECURI TY PROTECTI ON
Statenment from TCSEC

The TCB shall be able to create, maintain
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and protect fromnodification . . . an audit trai
of accesses to the objects it protects.

Interpretation

Audi tabl e events, in the case of a database
management system are the i ndi vi dual operations
initiated by unt rust ed users (e.qg., updat es,

retrievals, and inserts), not just the invocation of
t he dat abase managenment system The auditing nechani sm
shall have the capability of auditing all nediated
accesses which are visible to the user. That is, each
di scretionary access control policy decision and each

mandatory access control policy decision shall be
audi tabl e. Individual operations perfornmed by trusted
software, if totally transparent to the user, need not
be auditable. |If the total audit requirenent is net by

the use of nore than one audit 1log, a nmethod of
correlation nmust be avail abl e.

CLASS (B2): STRUCTURED PROTECTI ON

There is no interpretation for the additiona
requi renents.

CLASS (B3): SECURITY DOVAI NS

There is no interpretation for the additiona
requi renents.

CLASS (Al): VERI FIED DESI GN

There are no additional requirenents.

| R-5 SYSTEM ARCHI TECTURE

| R-5.1 GENERAL DI SCUSSI ON

The system architecture requirenents of the
TCSEC apply to dat abase nanagenent systens.

The i nterpretations provi ded are a
duplication of the general interpreted requirenments
that apply to an evaluation by parts. They are
i ncl uded because DBMS eval uations often i nvol ve

mul ti ple TCB subsets.

| R-5.2 SPECI FI C | NTERPRETATI ONS

CLASS (): DI SCRETI ONARY SECURI TY
PROTECTI ON
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Statement from TCSEC
The TCB shall mamintain a domain for its own
execution that protects it from external interference
or tampering.

Interpretation

If the TCB is conposed of multiple TCB
subsets, this requirement applies to each TCB subset.

CLASS (C2): CONTROLLED ACCESS PROTECTI ON

There is no interpretation for the additiona
requi renents.

CLASS (Bl): LABELED SECURI TY PROTECTI ON

There is no interpretation for the additiona
requi renents.

CLASS (B2): STRUCTURED PROTECTI ON
Statement from TCSEC
The wuser interface to the TCB shall be
conpl etely defined and all elements of the TCB
identified.
Interpretation
If the TCB is conmposed of multiple subsets,
this requirement applies to the interface between the
TCB subsets as well as the user interface to the whole
TCB.
Statement from TCSEC
It shall nmake effective use of available
har dwar e to separate t hose el ement s that are
protection-critical fromthose that are not.
Interpretation
If the TCB is conmposed of multiple subsets,
each TCB subset nust make use of facilities provided to
it by nore primtive TCB subsets, such as support for
execution domains and for distinct address spaces, to
achi eve the required separation.

CLASS (B3): SECURITY DOVAI NS

There is no interpretation for the additiona
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requi renents.

CLASS (Al): VERI FIED DESI GN

There are no additional requirenents.

| R-6 DESI GN SPECI FI CATI ON AND VERI FI CATI ON

| R-6.1 GENERAL DI SCUSSI ON

The design specification and verification
requi renents of t he TCSEC, with t he rel ated
docunent ati on requi renents, apply to dat abase
management systens.

The i nterpretations provi ded include a
duplication of general interpreted requirenments that
apply to an evaluation by parts. They are included
because of the likelihood that a DBMS evaluation wll
i nvol ve multiple TCB subsets.

In t he dat abase context, the set of
candi dates for "subject” and "object"™ can be |arger
than normally encountered in trusted operating systens.
Where a dat abase system builds on an underlying trusted
operating system for exanple, the set of candidate
subjects for the two TCB subsets includes both the
active entities created by the operating system and
those active entities created by the trusted portion of
the DBMS. The set of candidates for objects is |arge.
Examples are files, segnents, buffers, structures,

pages, rel ations, tables, tuples, rows, colums,
el ement s, entities, rel ati onshi ps, pr ocedures,
net adata, system tables, query trees, query plans,
| ocki ng mechani sms, rol |l back nmechani snms, i ndi ces,
recovery and backup nmechani sns, precal cul at ed

operations (such as joins), view definitions, view
i nstanti ati ons, constraints, authorization tables, data
dictionary tables, and audit | ogs.

The requirenents in the TCSEC for show ng how
the wvarious representations of the system being
eval uated fit together can be represented as in Figure
IR-1. For nonolithic TCBs, the policy nust be stated;
t he nodel nust be devel oped, maintained, and shown to
be sufficient to enforce the policy; and the DTLS (FTLS
for Al) nust be constructed and shown to correspond
both to the nodel and to the TCB i npl ementation. These
steps allow a chain of reasoning to proceed fromthe
stated policy to the assertion that the systemin
guestion actually enforces the policy.
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In the case of multiple TCB subsets, the
intent is the same. Tracing all policy requirenents to
the actual systeminplenentation nust be possible, and
vice versa. The current dilenma is that the theory and
techni ques for subdividing a nodel into a set of nodels
(or atop level specification into a set of top |evel
speci fications) have not yet been established.
Li kewi se neither theory or techniques have been
establ i shed for conmposing a set of nodels or top |evel
specifications into a wunified nmodel or top |evel
speci fication. The absence of rigorous nethods does
not preclude an evaluation using a subsetted TCB

The process of mappi ng policy to
i npl enentation is possible for each TCB subset, using
the sane techniques required for a nonolithic TCB. For

subsetted TCBs, desi gners and eval uators must
explicitly show how the pol i cy, nodel and
specifications for each TCB subset neet the TCSEC
requi renents. In addi ti on, convi nci ng i nf ormal

argunments nmust be given to show how the collection of
TCB subsets enforces the policy of the conposite TCB
Because nor e ri gorous conposition met hods are
unavai |l abl e, convi nci ng i nformal argument s are
appropriate for evaluation of TCBs up to and including
G ass Al.

The TCSEC requi renents concerning the mappi ng
from policy to inplenentation for a TCB conposed of
multiple TCB subsets raise these crucial topics:

The allocation of policy to the TCB
subset s,

The relation of the nopdels for the TCB
subsets to the overall systempolicy, and

The rel ation of t he top | evel
specification for each TCB subset to the entire system

Al ocation of policy to the TCB subsets is a
precise division of the policy for the entire system
as addressed in the policy allocation condition of
Section TC 4. 3.

The second topic, above, requires that the
policy for each TCB subset be stated. Additionally, it
is required that there be an informal convincing
argunent that the collection of nbdels represents the
policy enforced by the entire system

The third topic, the way in which the set of
top | evel specifications for the individual TCB subsets
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describes the conposite TCB interface with respect to
exceptions, errors and effects, is treated in a simlar
fashi on. The top Ilevel specifications for each TCB
subset nmust neet the requi renent. There is, in
addition, a requirenent for an informal, convincing
description of how the set of top |level specifications
describes the TCB interface with respect to exceptions,
errors, and effects. At the Al level, thereis no
requirenent for additional formal specification or
formal proofs beyond the specification and proofs
specific to the individual TCB subsets.

Rat her than formally conposing the policies,
nodel s, and specifications and performng a single
nmonol i t hi c eval uation, a series of separate eval uations
may be perforned (one for each TCB subset). The
eval uations are then tied together by presentation of
sufficient informal argunents that the individua
policies collectively represent the policy enforced by
t he entire system that the i ndi vi dual nodel s
collectively represent the systems policy, that the
i ndi vi dual specifications represent the TCB interface,
and that the source code of each TCB subset is
consistent with its top |level specification

Note that satisfactory conpletion of these
requirenents is logically equivalent to denonstrating
that a "unified" nodel for the entire TCB is consistent
with the policy enforced by the system that a
"unified" top level specification corresponds to the
nodel , and t hat t he "unified" top | evel
specification(s) corresponds to the source code. These
interpreted requirenents, which do not nandate a
"unified" top Ilevel specification, are technically
achi evabl e i nterpretations of the policy-tracing
requi renents in the case of nultiple TCB subsets.

| R-6.2 SPECI FI C | NTERPRETATI ONS

CLASS (Bl): LABELED SECURI TY PROTECTI ON
Statement from TCSEC
An informal or fornmal nodel of the security
policy supported by the TCB shall be nmaintained over
the life cycle of the ADP system and denonstrated to be
consistent with its axiomns.

Interpretation

If the TCB is conmposed of multiple TCB
subsets, this requirement applies to the security
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policy of each TCB subset. An informal argunment that
the set of policy nobdels represents the "security
policy supported by the [conposite] TCB" nust be
provi ded.

CLASS (B2): STRUCTURED PROTECTI ON
Statenment from TCSEC

A fornal nodel of the security policy
supported by the TCB shall be maintained over the life
cycle of the ADP system and denonstrated to be
consistent with its axiomns.

Interpretation

If the TCB is conmposed of multiple TCB
subsets, this requirement applies to the security
policy of each TCB subset. An informal argunment that
the set of policy nodels represents the "security
policy supported by the [conposite] TCB" nust be
provi ded.

Statenment from TCSEC

A descriptive top-level specification (DTLS)
of the TCB shall be nmaintained that conpletely and
accurately describes the TCB in terns of exceptions,
error messages, and effects.

Interpretation

If the TCB is conmposed of multiple TCB
subsets, this requirenent applies to the DILS of each
TCB subset. An informal argunent that the set of DILSs
accurately describes the TCB nust be provided.

If there is a multifaceted policy (e.g., both
mandatory access control and discretionary access
control policies) in a particular TCB subset, then al
facets must be represented in the DILS and in the TCB
subset' s nodel

Statement from TCSEC
The descriptive top-1 evel specification
(DTLS) shall be shown to be an accurate description of
the TCB interface.
Interpretation
If the TCB is conmposed of multiple subsets,

this requirement applies to the interface between the
TCB subsets as well as to the wuser interface of the
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conposite TCB. The TCB interface description shal

i ncl ude an expl anation of how to describe the total TCB
accurately, in the context of the nultiple TCB subset
DTLSs.

CLASS (B3): SECURITY DOVAI NS
Statenment from TCSEC

A convincing argunent shall be given that the
DTLS is consistent with the nodel.

Interpretation

If the TCB is conposed of multiple TCB
subsets, this requirenent applies to individual TCB
subsets. Enforcenent of all policies nmust be shown to
occur in all situations (e.g., state transitions)
required by the formal security policy nodel. 1In the
case of a discretionary access control policy, the
presence of the access control check at all identified
state transitions is the total of what is required for
denmonstrating consistency between the DILS and the
nodel . This may be verified by inspection of the DILS
(that is, by visually checking that exception checks
required by the nodel are present in the DILS). For
the mandatory access control policy, the DILS nust be
shown by a convincing argunment to be consistent with
t he nodel .

CLASS (Al): VERIFIED DESIGN
Statenment from TCSEC

A formal top-level specification (FTLS) of
the TCB shall be nmintained that accurately describes
the TCB in terns of exceptions, error nessages, and
effects.

Interpretation

If the TCB is conposed of multiple TCB
subsets, this requirenent applies to the FTLS of each
TCB subset. An informal argunent that the set of FTLSs
accurately describes the TCB nust be provided.

If there is a multifaceted policy (e.g., both
mandatory access control and discretionary access
control policies) in a particular TCB subset, then al
facets must be represented in the FTILS and in the TCB
subset' s nodel

Statenment from TCSEC
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The FTLS shall be shown to be an accurate
description of the TCB interface.

Interpretation

If the TCB is conmposed of multiple subsets,
this requirement applies to the interface between the
TCB subsets as well as to the wuser interface of the
conposite TCB. The TCB interface description shal
i ncl ude an explanation of how to describe the total TCB
accurately, in the context of the nultiple TCB subset
DTLSs.

Statenment from TCSEC

. a conbi nation of formal and infornal
techni ques shall be wused to show that the FTLS is
consi stent with the nodel.

Interpretation

If the TCB is conposed of multiple TCB
subsets, this requirenent applies to individual TCB
subsets. Enforcenent of all policies nmust be shown to
occur in all situations (e.g., state transitions)
required by the formal security policy nodel at the
required occasions. In the case of a discretionary
access control policy, the presence of the access
control check at all identified state transitions is
the total of what is required for denpbnstrating
consi stency between the FTLS and the nodel. This may
be wverified by inspection of the FTILS (that is, by
vi sual Iy checki ng that exception checks required by the
nodel are present in the FTLS). For the mandatory
access control policy, the FTLS nust be shown by a
conbination of formal and informal techniques to be
consi stent with the nodel.

| R-7 DESI GN DOCUMENTATI ON
| R-7.1 GENERAL DI SCUSSI ON

The design docunentation requirement of the
TCSEC applies to database managenent systens.

The i nterpretations provi ded are a
duplication of the general interpreted requirenments
that apply to an evaluation by parts. They are
i ncl uded because DBMS eval uations often i nvol ve

mul ti ple TCB subsets.
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| R-7.2 SPECI FI C | NTERPRETATI ONS
CLASS (Cl): DI SCRETI ONARY SECURI TY PROTECTI ON
Statement from TCSEC
If the TCB is conmposed of distinct nodul es,
t he interfaces between these nodul es shal |l  be
descri bed.
Interpretation
If the TCB is conmposed of multiple subsets,
this requirenment applies to each TCB subset and the
interfaces between TCB subsets.
CLASS (C2): CONTROLLED ACCESS PROTECTI ON
There are no additional requirenents.
CLASS (Bl): LABELED SECURI TY PROTECTI ON
Statement from TCSEC
The specific TCB protection mechanisns shal
be identified and an explanation given to show that
they satisfy the nodel.
Interpretation
If the TCB is conmposed of multiple subsets,
this requirement applies to each TCB subset and shal
i nclude the protection mechani sns whi ch support the
conditions for TCB subset structure and separate
subset - donai ns.
CLASS (B2): STRUCTURED PROTECTI ON
Statement from TCSEC

The interfaces between the TCB npdul es shal
be descri bed.

Interpretation
If the TCB is conmposed of multiple subsets,
this requirenment applies to each TCB subset and the
interfaces between different TCB subsets.
Stat ement from TCSEC
The descriptive top-1 evel specification

(DTLS) shall be shown to be an accurate description of
the TCB interface.
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Interpretation

If the TCB is conmposed of multiple subsets,
this requirement applies to the interface between the
TCB subsets as well as to the wuser interface of the
conposite TCB. The TCB interface description shal
i ncl ude an explanation of how to describe the total TCB
accurately, in the context of the nultiple TCB subset
DTLSs.

Statenment from TCSEC

Docunentation shall describe how the TCB
i npl enents the reference nonitor concept and give an
explanation of why it 1is tanper resistant, cannot be
bypassed, and is correctly inplenmented.

Interpretation

If the TCB is conposed of multiple TCB
subsets, this requirenent is interpreted to apply to
each TCB subset with respect to its specific technica
policy. In addition, there nust be docunented an
informal argunment that the cooperative action of the
TCB subsets nmkes the TCB itself tanper resistant,
non- bypassabl e, and correct.

Statement from TCSEC
Docurent ati on shall describe howthe TCB is
structured to facilitate testing and to enforce | east
privil ege.
Interpretation
If the TCB is conmposed of multiple subsets,
this requirement is interpreted to apply to individua
TCB subsets as well as to the overall TCB
CLASS (B3): SECURITY DOVAI NS
Statement from TCSEC

The TCB inplenentation shall be informally
shown to be consistent with the DILS.

Interpretation
If the TCB is conposed of multiple TCB
subsets, this requirenent is interpreted to apply to

i ndi vi dual TCB subsets.

CLASS (Al): VERI FIED DESI GN
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Statenment from TCSEC

The TCB inplenentation shall be informally
shown to be consistent with the FTLS.

Interpretation
If the TCB is conposed of multiple TCB

subsets, this requirenent is interpreted to apply to
i ndi vi dual TCB subset s.
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APPENDI X A

SUMVARY OF THE
| NTERPRETATI ONS BY CLASS

This section is a presentation of all the
interpreted requirements organi zed by TCSEC class. It
i ncludes all the requirements which are either rel evant
to subsetted architectures or are DBMs-specific. Any
TCSEC requirenents not explicitly identified herein
apply as stated in the TCSEC

CLASS (Cl1l): DI SCRETI ONARY SECURI TY PROTECTI ON
Cl-1 SECURI TY POLI CY
Cl-1.1 DI SCRETI ONARY ACCESS CONTROL

The di scretionary access control requirenents
apply as stated in the TCSEC to every TCB subset whose
policy includes discretionary access control of its
subjects to its objects. Any TCB subset whose policy
does not include such discretionary access control is
exenpt fromthis requirenent.

Cl1-2 ACCOUNTABI LI TY
Cl1-2.1 | DENTI FI CATI ON AND AUTHENTI CATI ON

This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the
TCB subsets nmaking up the TCB nust satisfy the
requi renent.

If the TCB is conposed of TCB subsets, one
TCB subset nay either rely on a mechanism in another
TCB subset to provide identification and authentication
services or provide the services directly. Each TCB

subset may maintain its own identification and
aut hentication data or one central repository may be
mai ntai ned. |f each TCB subset has its own data, then

the information for each individual wuser nust be
consi stent anong all subsets.

C1- 3 ASSURANCE
Cl1- 3.1 OPERATI ONAL ASSURANCE
Cl-3.1.1 SYSTEM ARCHI TECTURE

This requirenment applies as stated in the
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TCSEC to every TCB subset, with the follow ng
additional interpretations.

The TCB nust provide domains for execution
that are allocated to and used by TCB subsets according
to the subset-domain condition for evaluation by parts.
A nost primtive TCB subset mnust provide domains for
execution. A less primtive TCB subset nust make use
of dommins provided by a nore primtive TCB subset. A
less primtive TCB subset may provide further execution
domains but is not required to do so.

Statenment from TCSEC

The TCB shall maintain a domain for its own
execution that protects it from external interference
or tampering.

Interpretation

If the TCB is conposed of multiple TCB
subsets, this requirement applies to each TCB subset.

Cl-3.1.2 SYSTEM | NTEGRI TY

This requirenment applies as stated in the
TCSEC to every TCB subset that includes hardware or
firmvare. Any TCB subset that does not include
hardware or firnmmare is exenpt fromthis requiremnent.

Cl1-3. 2 LI FE CYCLE ASSURANCE
Cl-3.2.1 SECURITY TESTI NG

This requirenment applies as stated in the
TCSEC to the entire TCB. If a TCB consists of TCB
subsets neeting the conditions for evaluation by parts,
the satisfaction of the requirenments by each TCB subset
satisfies the requirenent for the entire TCB
QO herwi se, security testing of the entire TCB nust be
per f or med (even if the results of testing the
i ndi vi dual TCB subsets were avail able).

Cl1- 4 DOCUMENTATI ON
Cl-4.1 SECURI TY FEATURES USER S GUI DE

This requirenment applies as stated in the
TCSEC to every TCB subset in the TCB. This collection
of gui des must include descriptions of every TCB subset
in the TCB and explicit cross-references to other
related wuser's guides to other TCB subsets, as
required. In addition, interactions between nmechani sns
within different TCB subsets nust be clearly described

Page 57



Cl-4.2 TRUSTED FACI LI TY MANUAL

This requirenment applies as stated in the
TCSEC to the TCB and to every TCB subset in the TCB

This requirement can be nmet by providing a
set of mamnuals, one for each distinct (non-replicated)

TCB subset. Each manual shall address the functions
and privileges to be controlled for the associated TCB
subset . Addi tionally, it must clearly show the

interfaces to, and the interaction with, nore primtive
TCB subsets. The nmanual for each TCB subset shal
identify the functions and privileges of the TCB
subsets on which the associated TCB subset depends.
Al so, the TCB subset's rmanual shall identify which, if
any, configuration options of the nore primtive TCB
subsets are to be used for the conposite TCB to operate
securely.

Any pre-defined rol es supported (e.qg.
dat abase adm nistrator) by the TCB subset shall be
addr essed.

The nmeans for correlating nmultiple audit | ogs
and synonymous user identifications from nultiple TCB
subsets (if such exist) shall also be addressed.

The trusted facility manual shall describe
the composite TCB so that the interactions anong the
TCB subsets can be readily determ ned. O her manual s
may be referenced in this determi nation. The manual s
that address the distinct nodules of the TCB and the
generation of the TCB need to be integrated wth the
other trusted facility manuals only to the extent that
they are affected by the use and operation (versus the
devel opnent) of the conposite TCB

Cl-4.3 TEST DOCUMENTATI ON

This requirenment applies as stated in the TCSEC to the
conposite TCB

Cl-4. 4 DESI GN DOCUMENTATI ON

This requirenment applies as stated in the TCSEC to the
conposite TCB

Stat ement from TCSEC
If the TCB is conmposed of distinct nodul es,

t he interfaces between t hese nodul es shal | be
descri bed.
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Interpretation

If the TCB is conmposed of multiple subsets,
this requirenment applies to each TCB subset and the
interfaces between TCB subsets.

CLASS (C2): CONTROLLED ACCESS PROTECTI ON
C2-1 SECURI TY POLI CY
C2-1.1 DI SCRETI ONARY ACCESS CONTROL

The di scretionary access control requirenents
apply as stated in the TCSEC to every TCB subset whose
policy includes discretionary access control of its
subjects to its objects. Any TCB subset whose policy
does not include such discretionary access control is
exenpt fromthis requirenent.

C2-1. 2 OBJECT REUSE

This requirenment applies as stated in the TCSEC to
every TCB subset in the TCB

C2-2 ACCOUNTABI LI TY
C2-2.1 | DENTI FI CATI ON AND AUTHENTI CATI ON

This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the
TCB subsets nmaking up the TCB nust satisfy the
requi renent.

If the TCB is conposed of TCB subsets, one
TCB subset nay either rely on a mechanism in another
TCB subset to provide identification and authentication
services or provide the services directly. Each TCB

subset may maintain its own identification and
aut hentication data or one central repository may be
mai ntai ned. |f each TCB subset has its own data, then

the information for each individual wuser nust be
consi stent anong all subsets.

C2-2.2 AUDIT

This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the
TCB subsets naking up the TCB nust satisfy the
requi renent.

A TCB subset nmay namintain its own security
audit log, distinct from that maintained by nore
primtive TCB subsets, or it may use an audit interface
provided by a different TCB subset allow ng the audit
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records it generates to be processed by that TCB
subset.

If the TCB subset uses different wuser
identifications than a nore printive TCB subset, there
shall be a neans to associate audit records generated
by different TCB subsets for the same individual with
each other, weither at the tine they are generated or
| ater.

Statenment from TCSEC
The TCB shall be able to create, mamintain
and protect fromnodification . . . an audit trai

of access to the objects it protects.

Interpretation

Audi tabl e events, in the case of a database
management system are the i ndi vi dual operations
initiated by unt rust ed users (e.qg., updat es,

retrievals, and inserts), not just the invocation of
t he dat abase managenment system The auditing nechani sm
shall have the capability of auditing all nediated
accesses which are visible to wusers. That 1is, each
di scretionary access control policy decision shall be

audi tabl e. Individual operations perforned by trusted
software, if totally transparent to the user, need not
be auditable. |If the total audit requirenent is net by

the use of nore than one audit 1log, a nmethod of
correlation nmust be avail abl e.

C2- 3 ASSURANCE
C2- 3.1 OPERATI ONAL ASSURANCE
C2-3.1.1 SYSTEM ARCHI TECTURE

This requirenment applies as stated in the
TCSEC to every TCB subset, with the follow ng
additional interpretations.

The TCB nust provide domains for execution
that are allocated to and used by TCB subsets according
to the subset-domain condition for evaluation by parts.
A nost primtive TCB subset mnust provide domains for
execution. A less primtive TCB subset nust make use
of dommins provided by a nore primtive TCB subset. A
less primtive TCB subset may provide further execution
domains but is not required to do so.

Statenment from TCSEC

The TCB shall maintain a domain for its own
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execution that protects it from external interference
or tampering.

Interpretation

If the TCB is conmposed of multiple TCB
subsets, this requirement applies to each TCB subset.

C2-3.1.2 SYSTEM | NTEGRI TY

This requirenment applies as stated in the
TCSEC to every TCB subset that includes hardware or
firmware. Any TCB subset that does not include
hardware or firnmwnare is exenpt fromthis requiremnent.

C2-3. 2 LI FE CYCLE ASSURANCE
C2-3.2.1 SECURITY TESTI NG

This requirenment applies as stated in the
TCSEC to the entire TCB. If a TCB consists of TCB
subsets neeting the conditions for evaluation by parts,
the satisfaction of the requirenments by each TCB subset
satisfies the requirenent for the entire TCB
QO herwi se, security testing of the entire TCB nust be
per f or med (even if the results of testing the
i ndi vi dual TCB subsets were avail able).

C2- 4 DOCUMENTATI ON

C2-4.1 SECURI TY FEATURES USER S GUI DE

This requirenment applies as stated in the
TCSEC to every TCB subset in the TCB. This collection
of gui des must include descriptions of every TCB subset
in the TCB and explicit cross-references to other
related wuser's guides to other TCB subsets, as
required. In addition, interactions between nmechani sns
within different TCB subsets nust be clearly described

C2-4.2 TRUSTED FACI LI TY MANUAL

This requirenment applies as stated in the
TCSEC to the TCB and to every TCB subset in the TCB

This requirement can be nmet by providing a
set of manuals, one for each distinct (non-replicated)

TCB subset. Each manual shall address the functions
and privileges to be controlled for the associated TCB
subset . Addi tionally, it must clearly show the

interfaces to, and the interaction with, nore primtive
TCB subsets. The manual for each TCB subset shal
identify the functions and privileges of the TCB
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subsets on which the associated TCB subset depends.
Al so, the TCB subset's nmanual shall identify which, if
any, configuration options of the nore primtive TCB
subsets are to be used for the conposite TCB to operate
securely.

Any pre-defined rol es supported (e.qg.
dat abase adm nistrator) by the TCB subset shall be
addr essed.

The nmeans for correlating nmultiple audit | ogs
and synonymous user identifications from nultiple TCB
subsets (if such exist) shall also be addressed.

The trusted facility manual shall describe
the composite TCB so that the interactions anong the
TCB subsets can be readily determ ned. O her manual s
may be referenced in this determnmination. The manual s
that address the distinct nodules of the TCB and the
generation of the TCB need to be integrated wth the
other trusted facility manuals only to the extent that
they are affected by the use and operation (versus the
devel opnent) of the conposite TCB

C2-4.3 TEST DOCUMENTATI ON

This requirenment applies as stated in the
TCSEC to the conposite TCB

C2-4. 4 DESI GN DOCUMENTATI ON

This requirenment applies as stated in the
TCSEC to the conposite TCB

Statenment from TCSEC

If the TCB is conmposed of distinct nodul es,
the interface between these nodul es shall be descri bed.

Interpretation

If the TCB is conmposed of multiple subsets,
this requirenment applies to each TCB subset and the
i nterfaces between TCB subsets.
CLASS (Bl): LABELED SECURI TY PROTECTI ON
Bl1-1 SECURI TY PCLICY
Bl-1.1 DI SCRETI ONARY ACCESS CONTROL

The di scretionary access control requirenents

apply as stated in the TCSEC to every TCB subset whose
policy includes discretionary access control of its
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subjects to its objects. Any TCB subset whose policy
does not include such discretionary access control is
exenpt fromthis requirenent.

Bl-1.2 OBJECT REUSE

This requirenment applies as stated in the
TCSEC to every TCB subset in the TCB

Bl-1.3 LABELS

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes

mandatory access control of its subjects to its
objects. Any TCB subset whose policy does not include
such nmandatory access control is exenmpt fromthis

requi renent.
B1-1.3.1 LABEL I NTEGRITY

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes

mandatory access control of its subjects to its
objects. Any TCB subset whose policy does not include
such nmandatory access control is exenmpt fromthis

requi renent.
Bl- 1. 3.2 EXPORTATI ON OF LABELED | NFORVATI ON

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes

mandatory access control of its subjects to its
objects. Any TCB subset whose policy does not include
such nmandatory access control is exenmpt fromthis

requi renent.
Bl- 1. 4 MANDATORY ACCESS CONTRCL

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes

mandatory access control of its subjects to its
objects. Any TCB subset whose policy does not include
such nmandatory access control is exenmpt fromthis

requi renent.
B1-2 ACCCOUNTABI LI TY
B1-2.1 | DENTI FI CATI ON AND AUTHENTI CATI ON
This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the

TCB subsets naking up the TCB nust satisfy the
requi renent.
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If the TCB is conposed of TCB subsets, one
TCB subset nay either rely on a mechanism in another
TCB subset to provide identification and authentication
services or provide the services directly. Simlarly,
that TCB subset nay rely on a mechani smin another nore
primtive TCB subset to ensure that the security |evel
of subjects external to the TCB that may be created to
act on behalf of the individual user are donmi nated by
t he cl earance and authorization of that user. Each TCB

subset may maintain its own identification and
aut hentication data or one central repository may be
mai ntai ned. |f each TCB subset has its own data, then

the information for each individual user nust be
consi stent anong all subsets.

Bl1-2.2 AUDI T

This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the
TCB subsets nmaking up the TCB nust satisfy the
requi renent.

A TCB subset nmay namintain its own security
audit log, distinct from that nmaintained by nore
primtive TCB subsets, or it may use an audit interface
provided by a different TCB subset allow ng the audit
records it generates to be processed by that TCB
subset.

If the TCB subset uses di fferent user
identifications than a nore printive TCB subset, there
shall be a neans to associate audit records generated
by different TCB subsets for the same individual with
each other, weither at the tine they are generated or
| ater.

Statenment from TCSEC
The TCB shall be able to create, mmintain
and protect fromnodification . . . an audit trai

of access to the objects it protects.

Interpretation

Audi tabl e events, in the case of a database
management system are the i ndi vi dual operations
initiated by unt rust ed users (e.qg., updat es,

retrievals, and inserts), not just the invocation of
t he dat abase managenment system The auditing nechani sm
shall have the capability of auditing all nediated
accesses which are visible to wusers. That 1is, each
di scretionary access control policy decision shall be
audi tabl e. Individual operations perforned by trusted
software, if totally transparent to the user, need not
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be auditable. |If the total audit requirenent is net by
the use of nore than one audit 1log, a nmethod of
correl ati on nust be avail abl e.

Statenment from TCSEC
The TCB shall be able to create, mmintain
and protect fromnodification . . . an audit trai

of accesses to the objects it protects.

Interpretation

Audi tabl e events, in the case of a database
management system are the i ndi vi dual operations
initiated by unt rust ed users (e.qg., updat es,

retrievals, and inserts), not just the invocation of
t he dat abase managenment system The auditing nechani sm
shall have the capability of auditing all nediated
accesses which are visible to the user. That is, each
di scretionary access control policy decision and each

mandatory access control policy decision shall be
audi tabl e. Individual operations perforned by trusted
software, if totally transparent to the user, need not
be auditable. |If the total audit requirenent is net by

the use of nore than one audit 1log, a nmethod of
correlation nmust be avail abl e.

B1l-3 ASSURANCE
Bl-3. 1 OPERATI ONAL ASSURANCE
Bl-3. 1.1 SYSTEM ARCH TECTURE

This requirenment applies as stated in the
TCSEC to every TCB subset, with the follow ng
additional interpretations.

The TCB nust provide domains for execution
that are allocated to and used by TCB subsets according
to the subset-domain condition for evaluation by parts.
A nost primtive TCB subset mnust provide domains for
execution. A less primtive TCB subset nust make use
of dommins provided by a nore primtive TCB subset. A
less primtive TCB subset may provide further execution
domains but is not required to do so.

Simlarly, the TCB nust provide distinct
address spaces for untrusted processes. A nost
primtive TCB subset nmnust provide distinct address
spaces for its subjects. A less primtive TCB subset
must nake use of the distinct address space provided by
a nore primtive TCB subset. Aless prinmtive TCB
subset may provide nore fine-grained distinct address
spaces, but is not required to do so.
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Statenment from TCSEC

The TCB shall maintain a domain for its own
execution that protects it from external interference
or tampering.

Interpretation

If the TCB is conposed of multiple TCB
subsets, this requirement applies to each TCB subset.

Bl-3.1.2 SYSTEM I NTEGRI TY

This requirenment applies as stated in the
TCSEC to every TCB subset that includes hardware or
firmware. Any TCB subset that does not include
hardware or firnmmare is exenpt fromthis requiremnment.

Bl1-3.1 LI FE CYCLE ASSURANCE
Bl-3.2.1 SECURI TY TESTI NG

This requirenment applies as stated in the
TCSEC to the entire TCB. If a TCB consists of TCB
subsets neeting the conditions for evaluation by parts,
the satisfaction of the requirenments by each TCB subset
satisfies the requirenent for the entire TCB
QO herwi se, security testing of the entire TCB nust be
per f or med (even if the results of testing the
i ndi vi dual TCB subsets were avail able).

Bl-3. 2.2 DESI GN SPECI FI CATI ON AND VERI FI CATI ON

This requirenment applies as stated in the
TCSEC to every TCB subset, with the follow ng specific
additional interpretations.

It nust be denmonstrated that the security
policy enforced by the conposite TCB is represented by
the collection of policy nodels for the individual TCB
subset s.

Statement from TCSEC
An informal or fornmal nodel of the security
policy supported by the TCB shall be nmaintained over
the life cycle of the ADP system and denonstrated to be
consistent with its axiomns.

Interpretation

If the TCB is conmposed of multiple TCB
subsets, this requirement applies to the security
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policy of each TCB subset. An informal argunment that
the set of policy nobdels represents the "security
policy supported by the [conposite] TCB" nust be
provi ded.

Bl-4 DOCUMENTATI ON
Bl-4.1 SECURI TY FEATURES USER S GUI DE

This requirenment applies as stated in the
TCSEC to every TCB subset in the TCB. This collection
of gui des must include descriptions of every TCB subset
in the TCB and explicit cross-references to other
related wuser's guides to other TCB subsets, as
required. In addition, interactions between nmechani sns
within different TCB subsets nust be clearly described

Bl-4.2 TRUSTED FACI LI TY MANUAL

This requirenment applies as stated in the
TCSEC to the TCB and to every TCB subset in the TCB

This requirement can be nmet by providing a
set of manuals, one for each distinct (non-replicated)

TCB subset. Each manual shall address the functions
and privileges to be controlled for the associated TCB
subset . Additionally, it must clearly show the

interfaces to, and the interaction with, nore primtive
TCB subsets. The nmanual for each TCB subset shal
identify the functions and privileges of the TCB
subsets on which the associated TCB subset depends.
Al so, the TCB subset's nmanual shall identify which, if
any, configuration options of the nore primtive TCB
subsets are to be used for the conposite TCB to operate
securely.

Any pre-defined rol es supported (e.qg.
dat abase adm nistrator) by the TCB subset shall be
addr essed.

The nmeans for correlating nmultiple audit | ogs
and synonynmous user identifications from nultiple TCB
subsets (if such exist) shall also be addressed.

The trusted facility manual shall describe
the composite TCB so that the interactions anong the
TCB subsets can be readily determ ned. O her manual s
may be referenced in this determnmi nation. The manual s
that address the distinct nodules of the TCB and the
generation of the TCB need to be integrated wth the
other trusted facility manuals only to the extent that
they are affected by the use and operation (versus the
devel opnent) of the conposite TCB
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Bl-4.3 TEST DOCUMENTATI ON

This requirenment applies as stated in the TCSEC to the
conposite TCB

Bl-4. 4 DESI GN DOCUVMENTATI ON

This requirenment applies as stated in the
TCSEC to the conposite TCB, with the follow ng specific
additional interpretation:

Requi renents concerni ng nodel s and DTLSs
apply to individual TCB subsets.

Statenment from TCSEC

If the TCB is conmposed of distinct nodul es,
the interface between these nodul es shall be descri bed.

Interpretation

If the TCB is conmposed of multiple subsets,
this requirenment applies to each TCB subset and the
interfaces between TCB subsets.

Statenment from TCSEC

The specific TCB protection mechanisns shal
be identified and an explanation given to show that
they satisfy the nodel.

Interpretation

If the TCB is conmposed of multiple subsets,
this requirement applies to each TCB subset and shal
i nclude the protection mechani sns whi ch support the
conditions for TCB subset structure and separate
subset - donai ns.

CLASS (B2): STRUCTURED PROTECTI ON
B2-1 SECURI TY PQLI CY
B2-1.1 DI SCRETI ONARY ACCESS CONTROL

The di scretionary access control requirenents
apply as stated in the TCSEC to every TCB subset whose
policy includes discretionary access control of its
subjects to its objects. Any TCB subset whose policy
does not include such discretionary access control is
exenpt fromthis requirenent.

B2-1.2 OBJECT REUSE
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This requirenment applies as stated in the TCSEC to
every TCB subset in the TCB

B2-1.3 LABELS

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes

mandatory access control of its subjects to its
objects. Any TCB subset whose policy does not include
such nmandatory access control is exenmpt fromthis

requi renent.
St atenent from TCSEC

Sensitivity |abels associated with each ADP
systemresource . . . that is directly or indirectly
accessible by subjects external to the TCB shall be
mai nt ai ned by the TCB

Interpretation

Internal TCB variables that are not visible
to wuntrusted subjects need not be |abeled, provided
that they are not directly or indirectly accessible by
subj ects external to the TCB. However, it is inportant
to understand that such internal variables can function
as covert signaling channels when wuntrusted subjects
are able to detect changes in these variables by
observi ng system behavi or.

B2-1.3.1 LABEL I NTEGRI TY

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes

mandatory access control of its subjects to its
objects. Any TCB subset whose policy does not include
such nmandatory access control is exenmpt fromthis

requi renent.
B2- 1. 3. 2 EXPORTATI ON OF LABELED | NFORVATI ON

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes

mandatory access control of its subjects to its
objects. Any TCB subset whose policy does not include
such nmandatory access control is exenmpt fromthis

requi renent.
B2-1. 3.3 SUBJECT SENSI TI VITY LABELS

This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the
TCB subsets naking up the TCB nust satisfy the
requi renent.
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B2-1. 3.4 DEVI CE LABELS

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes
mandat ory access control of its subjects to its objects
and has attached physical or virtual devices. Any TCB
subset whose policy does not include such nandatory
access control or has no attached physical or virtua
devi ces is exenpt from this requi renent. Thi s
requi renent can be satisifed by the cooperative action
of nmore than one TCB subset.

B2-1.4 MANDATORY ACCESS CONTROL

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes

mandatory access control of its subjects to its
objects. Any TCB subset whose policy does not include
such nmandatory access control is exenmpt fromthis

requi renent.
B2- 2 ACCOUNTABI LI TY
B2- 2.1 | DENTI FI CATI ON AND AUTHENTI CATI ON

This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the
TCB subsets nmaking up the TCB nust satisfy the
requi renent.

If the TCB is conposed of TCB subsets, one
TCB subset nay either rely on a mechanism in another
TCB subset to provide identification and authentication
services or provide the services directly. Simlarly,
that TCB subset nay rely on a mechani smin another nore
primtive TCB subset to ensure that the security |evel
of subjects external to the TCB that may be created to
act on behalf of the individual user are dom nated by
t he cl earance and authorization of that user. Each TCB

subset may maintain its own identification and
aut hentication data or one central repository may be
mai ntai ned. |f each TCB subset has its own data, then

the information for each individual wuser nust be
consi stent anong all subsets.

B2-2.1.1 TRUSTED PATH

This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the
TCB subsets nmaking up the TCB nust satisfy the
requi renent.

VWhen TCB subsets are used, the requirenent
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for trusted path at levels B2 and above remains
applicable to the entire TCB. The i npl enent ati on of
trusted path could be localized in a single TCB subset.
Alternatively, it could be inplenented in nore than one
TCB subset if the separate inplenentations together
comply with the system security policy.

B2-2.2 AUDI T

This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the
TCB subsets nmaking up the TCB nust satisfy the
requi renent.

A TCB subset nmay namintain its own security
audit log, distinct from that maintained by nore
primtive TCB subsets, or it may use an audit interface
provided by a different TCB subset allow ng the audit
records it generates to be processed by that TCB
subset.

If the TCB subset uses di fferent user
identifications than a nore prinmtive TCB subset, there
shall be a neans to associate audit records generated
by different TCB subsets for the same individual with
each other, weither at the tine they are generated or
| ater.

Any TCB subset wherein events may occur that
require notification of the security admnistrator
shall be able to: (1) detect the occurrence of these
events, (2) initiate the recording of the audit trai
entry, and (3) initiate the notification of the
security admnistrator. The ability to termnate
events (2) and (3) above may be provided either in the
TCB subset within which they occur, or in the TCB
subset(s) where actions that lead to the event were
initiated.

The nonitoring and notification requirenents
may require cooperation between nultiple distinct TCB
subsets or multiple instantiations of the same TCB
subset. For exanple, to detect the accunulation of
events for a single user it nmay be necessary to coll ect
events from several subjects in distinct processes that
are surrogates for the same user. As another exanple,
there may be a single TCB subset that collects events
froma nunber of other TCB subset instantiations and,
based on its analysis of them notifies the security
adm ni strator.

Statenment from TCSEC
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The TCB shall be able to create, mamintain
and protect fromnodification . . . an audit trai
of accesses to the objects it protects.

Interpretation

Audi tabl e events, in the case of a database
management system are the i ndi vi dual operations
initiated by unt rust ed users (e.qg., updat es,
retrievals, inserts), not just the invocation of the
dat abase managenent system The auditing nechani sm
shall have the capability of auditing all nediated

accesses which are visible to the user. That is, each
di scretionary access control policy decision and each

mandatory access control policy decision shall be
audi tabl e. Individual operations perfornmed by trusted
software, if totally transparent to the user, need not
be auditable. |If the total audit requirenent is net by

the use of nore than one audit 1log, a nmethod of
correlation nmust be avail abl e.

Statenment from TCSEC
The TCB shall be able to create, mmintain
and protect fromnodification . . . an audit trai

of accesses to the objects it protects.

Interpretation

Audi tabl e events, in the case of a database
management system are the i ndi vi dual operations
initiated by unt rust ed users (e.qg., updat es,

retrievals, and inserts), not just the invocation of
t he dat abase managenment system The auditing nechani sm
shall have the capability of auditing all nediated
accesses which are visible to the user. That is, each
di scretionary access control policy decision and each

mandatory access control policy decision shall be
audi tabl e. Individual operations perforned by trusted
software, if totally transparent to the user, need not
be auditable. |If the total audit requirenent is net by

the use of nore than one audit 1log, a nmethod of
correlation nmust be avail abl e.

B2- 3 ASSURANCE
B2- 3.1 OPERATI ONAL ASSURANCE
B2-3.1.1 SYSTEM ARCHI TECTURE
This requirenment applies as stated in the

TCSEC to every TCB subset, with the follow ng
additional interpretations.
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The TCB nust provide domains for execution
that are allocated to and used by TCB subsets according
to the subset-domain condition for evaluation by parts.
A nost primtive TCB subset mnust provide domains for
execution. A less primtive TCB subset nust make use
of dommins provided by a nore primtive TCB subset. A
less primtive TCB subset may provide further execution
domains but is not required to do so.

Simlarly, the TCB nust provide distinct
address spaces for untrusted processes. A nost
primtive TCB subset nmnust provide distinct address
spaces for its subjects. A less primtive TCB subset
must nake use of the distinct address space provided by
a nore primtive TCB subset. Aless prinmtive TCB
subset may provide nore fine-grained distinct address
spaces, but is not required to do so.

In gener al , requi renents specifically
referring to hardware or firmwvare apply only to TCB
subsets that i nclude hardware or firmnare. The

exception is the requirenment that the TCB make
effective use of available hardware. This requirenent
applies to those TCB subsets that wuse resources
provided by nore primtive TCB subsets in lieu of
har dwar e. Those TCB subsets are required to make
effective use of the protection-relevant features
exported to it by the nore primtive TCB subsets (e.g.
execution domai ns, support for distinct address spaces)
to separate those elenents that are protection-critica
fromthose that are not.

Statement from TCSEC
The TCB shall mamintain a domain for its own
execution that protects it from external interference
or tampering.

Interpretation

If the TCB is conposed of multiple TCB
subsets, this requirement applies to each TCB subset.

Statenment from TCSEC
The wuser interface to the TCB shall be
conpl etely defined and all elements of the TCB
identified.

Interpretation

If the TCB is conmposed of multiple subsets,
this requirement applies to the interface between the
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TCB subsets as well as the user interface to the whol e
TCB.

Statenment from TCSEC

It shall nmake effective use of available
har dwar e to separate t hose el ement s that are
protection-critical fromthose that are not.

Interpretation

If the TCB is conmposed of multiple subsets,
each TCB subset nust make use of facilities provided to
it by nore primtive TCB subsets, such as support for
execution domains and for distinct address spaces, to
achi eve the required separation.

B2-3.1.2 SYSTEM I NTEGRI TY

This requirenment applies as stated in the
TCSEC to every TCB subset that includes hardware or
firmware. Any TCB subset that does not include
hardware or firmmare is exenpt fromthis requirenent.

B2-3. 1. 3 COVERT CHANNEL ANALYSI S

This requirenment applies as stated in the
TCSEC to the entire TCB. VWen the TCB is nade up
entirely of TCB subsets neeting the conditions for
eval uation by parts, analysis of the individual TCB
subsets satisfies this requirenment. Oherw se, covert
channel analysis of the entire TCB nust be performnmed
(even if the results of covert channel analysis of the
i ndi vi dual TCB subsets were avail able).

B2-3. 1.4 TRUSTED FACI LI TY MANAGEMENT

This requirenment applies as stated in the
TCSEC to t he entire TCB. Any "operator"™ or
"adm nistrator” functions intrinsic to an individua
TCB subset nust be supported by that TCB subset or by a
nore primtive TCB subset.

B2-3.2 LI FE CYCLE ASSURANCE
B2-3.2.1 SECURI TY TESTI NG

This requirenment applies as stated in the
TCSEC to the entire TCB. If a TCB consists of TCB
subsets neeting the conditions for evaluation by parts,
the satisfaction of the requirenments by each TCB subset
satisfies the requirenent for the entire TCB
O herwi se, security testing of the entire TCB nust be
per f or med (even if the results of testing the
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i ndi vi dual TCB subsets were avail able).
B2-3. 2.2 DESI GN SPECI FI CATI ON AND VERI FI CATI ON

This requirenment applies as stated in the
TCSEC to every TCB subset, with the follow ng specific
additional interpretations.

It nmust be denonstrated that the
security policy enforced by the conposite TCB is
represented by the collection of policy nodels for the
i ndi vi dual TCB subsets.

The argument that the descriptive top |evel
specification (DTLS) is consistent wth the TCB
interface applies to the entire TCB. There is required
an explicit and convincing description of how the set
of top level specifications (one for each TCB subset)
describes the TCB interface in ternms of exceptions,
errors, and effects.

Statenment from TCSEC

A fornal nodel of the security policy
supported by the TCB shall be maintained over the life
cycle of the ADP system and denonstrated to be
consistent with its axiomns.

Interpretation

If the TCB is conmposed of multiple TCB
subsets, this requirement applies to the security
policy of each TCB subset. An informal argunment that
the set of policy nodels represents the "security
policy supported by the [conposite] TCB" nust be
provi ded.

Statenment from TCSEC

A descriptive top-level specification (DTLS)
of the TCB shall be maintained that conpletely and
accurately describes the TCB in terns of exceptions,
error nmessages, and effects.

Interpretation

If the TCB is conposed of multiple TCB
subsets, this requirenent applies to the DILS of each
TCB subset. An informal argunent that the set of DILSs
accurately describes the TCB nust be provided.

If there is a multifaceted policy (e.g., both
mandatory access control and discretionary access
control policies) in a particular TCB subset, then al
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facets must be represented in the DILS and in the TCB
subset' s nodel

Statenment from TCSEC

The descriptive top-1 evel specification
(DTLS) shall be shown to be an accurate description of
the TCB interface.

Interpretation

If the TCB is conmposed of multiple subsets,
this requirement applies to the interface between the
TCB subsets as well as to the wuser interface of the
conposite TCB. The TCB interface description shal
i ncl ude an explanation of how to describe the total TCB
accurately, in the context of the nultiple TCB subset
DTLSs.

B2- 3. 2.3 Configuration Managenent

This requirenment applies as stated in the
TCSEC to every TCB subset in the TCB, wth the
follow ng additional interpretation.

Because subsets of the TCB nay be devel oped
i ndependently, a single configuration managenent system
may not be feasible. However, the conbination of
configuration managenment systenms used to support al
the TCB subsets nust neet all the stated requirenents.
The information describing the interrelations between
separate TCB subsets and separate security policy
nmodels falls into the category of "all docunentation
and code associated wth the current version of the
TCB" in the TCSEC requirenents.

B2-4 DOCUMENTATI ON
B2-4.1 SECURI TY FEATURES USER S GUI DE

This requirenment applies as stated in the
TCSEC to every TCB subset in the TCB. This collection
of gui des must include descriptions of every TCB subset
in the TCB and explicit cross-references to other
related wuser's guides to other TCB subsets, as
required. In addition, interactions between nmechani sns
within different TCB subsets nust be clearly described

B2-4.2 TRUSTED FACI LI TY MANUAL

This requirenment applies as stated in the
TCSEC to the TCB and to every TCB subset in the TCB

This requirement can be nmet by providing a
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set of manuals, one for each distinct (non-replicated)

TCB subset. Each manual shall address the functions
and privileges to be controlled for the associated TCB
subset . Addi tionally, it must clearly show the

interfaces to, and the interaction with, nore primtive
TCB subsets. The nmanual for each TCB subset shal
identify the functions and privileges of the TCB
subsets on which the associated TCB subset depends.
Al so, the TCB subset's rmanual shall identify which, if
any, configuration options of the nore primtive TCB
subsets are to be used for the conposite TCB to operate
securely.

Any pre-defined rol es supported (e.qg.
dat abase adm nistrator) by the TCB subset shall be
addr essed.

The nmeans for correlating nmultiple audit | ogs
and synonymous user identifications from nultiple TCB
subsets (if such exist) shall also be addressed.

The trusted facility manual shall describe
the composite TCB so that the interactions anong the
TCB subsets can be readily determ ned. O her manual s
may be referenced in this determnmination. The manual s
that address the distinct nodules of the TCB and the
generation of the TCB need to be integrated wth the
other trusted facility manuals only to the extent that
they are affected by the use and operation (versus the
devel opnent) of the conposite TCB

The TCB nodules that contain the reference
val idation mechanismmnmust be associated wth the TCB
subset to which they bel ong. The procedure for
generating a new TCB after nodifying only one (or
several) TCB subsets nust be described. This nay be
accommodat ed by i ndependent regeneration of t he
i ndi vidual TCB subsets or by regeneration of only the
af fected TCB subsets.

B2-4.3 TEST DOCUMENTATI ON

This requirenment applies as stated in the
TCSEC to the conposite TCB

B2- 4. 4 DESI GN DOCUMENTATI ON
This requirenment applies as stated in the
TCSEC to the conposite TCB, with the follow ng specific

adddi tional interpretations.

Requi renents concerni ng nodel s and DTLSs
apply to individual TCB subsets.
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The requi renent concerning the description of
interfaces between nmodules of the TCB includes the
i nterfaces between TCB subsets.

The docunentation of the inplenmentation of a
reference val i dati on mechani sm nmust i ncl ude
justification for nmeeting the conditions for eval uation
by parts.

Statenment from TCSEC

The interfaces between the TCB npdul es shal
be descri bed.

Interpretation

If the TCB is conmposed of multiple subsets,
this requirenment applies to each TCB subset and the
interfaces between TCB subsets.

Statenment from TCSEC

The specific TCB protection mechanisns shal
be identified and an explanation given to show that
they satisfy the nodel.

Interpretation

If the TCB is conmposed of multiple subsets,
this requirement applies to each TCB subset and shal
i nclude the protection mechani sns whi ch support the
conditions for TCB subset structure and separate
subset - donai ns.

Statenment from TCSEC

The descriptive top-1 evel specification
(DTLS) shall be shown to be an accurate description of
the TCB interface.

Interpretation

If the TCB is conmposed of multiple subsets,
this requirement applies to the interface between the
TCB subsets as well as to the wuser interface of the
conposite TCB. The TCB interface description shal
i ncl ude an explanation of how to describe the total TCB
accurately, in the context of the nultiple TCB subset
DTLSs.

Statenment from TCSEC

Docunentation shall describe how the TCB
i npl enents the reference nonitor concept and give an
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explanation of why it 1is tanper resistant, cannot be
bypassed, and is correctly inplenented.

Interpretation

If the TCB is conmposed of multiple TCB
subsets, this requirenent is interpreted to apply to
each TCB subset with respect to its specific technica
policy. In addition, there nust be docunented an
informal argunment that the cooperative action of the
TCB subsets nmkes the TCB itself tanper resistant,
non- bypassabl e, and correct.

Statement from TCSEC
Docurent ati on shall describe howthe TCB is
structured to facilitate testing and to enforce | east
privil ege.
Interpretation
If the TCB is conmposed of multiple subsets,
this requirement is interpreted to apply to individua
TCB subsets as well as to the overall TCB
CLASS (B3): SECURITY DOVAI NS
B3-1 SECURI TY PCQLI CY
B3-1.1 DI SCRETI ONARY ACCESS CONTROL
The di scretionary access control requirenents
apply as stated in the TCSEC to every TCB subset whose
policy includes discretionary access control of its
subjects to its objects. Any TCB subset whose policy
does not include such discretionary access control is
exenpt fromthis requirenent.

B3-1.2 OBJECT REUSE

This requirenment applies as stated in the TCSEC to
every TCB subset in the TCB

B3-1.3 LABELS

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes

mandatory access control of its subjects to its
objects. Any TCB subset whose policy does not include
such nmandatory access control is exenmpt fromthis

requi renent.

Statenment from TCSEC
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Sensitivity |abels associated with each ADP
systemresource . . . that is directly or indirectly
accessible by subjects external to the TCB shall be
mai nt ai ned by the TCB

Interpretation

Internal TCB variables that are not visible
to wuntrusted subjects need not be |abeled, provided
that they are not directly or indirectly accessible by
subj ects external to the TCB. However, it is inportant
to understand that such internal variables can function
as covert signaling channels when wuntrusted subjects
are able to detect changes in these variables by
observi ng system behavi or.

B3-1.3.1 LABEL I NTEGRI TY

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes

mandatory access control of its subjects to its
objects. Any TCB subset whose policy does not include
such nmandatory access control is exenmpt fromthis

requi renent.
B3- 1. 3.2 EXPORTATI ON OF LABELED | NFORVATI ON

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes

mandatory access control of its subjects to its
objects. Any TCB subset whose policy does not include
such nmandatory access control is exenmpt fromthis

requi renent.
B3-1. 3.3 SUBJECT SENSI TI VITY LABELS

This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the
TCB subsets nmaking up the TCB nust satisfy the
requi renent.

B3-1. 3.4 DEVI CE LABELS

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes
mandat ory access control of its subjects to its objects
and has attached physical or virtual devices. Any TCB
subset whose policy does not include such nandatory
access control or has no attached physical or virtua
devi ces is exenpt from this requi renent. Thi s
requi renent can be satisifed by the cooperative action
of nore than one TCB subset.
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B3-1.4 MANDATORY ACCESS CONTROL

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes

mandatory access control of its subjects to its
objects. Any TCB subset whose policy does not include
such nmandatory access control is exenmpt fromthis

requi renent.
B3- 2 ACCOUNTABI LI TY
B3- 2.1 | DENTI FI CATI ON AND AUTHENTI CATI ON

This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the
TCB subsets nmaking up the TCB nust satisfy the
requi renent.

If the TCB is conposed of TCB subsets, one
TCB subset nay either rely on a mechanism in another
TCB subset to provide identification and authentication
services or provide the services directly. Simlarly,
that TCB subset nay rely on a mechani smin another nore
primtive TCB subset to ensure that the security |evel
of subjects external to the TCB that may be created to
act on behalf of the individual user are dom nated by
t he cl earance and authorization of that user. Each TCB

subset may maintain its own identification and
aut hentication data or one central repository may be
mai ntai ned. |f each TCB subset has its own data, then

the information for each individual wuser nust be
consi stent anong all subsets.

B3-2.1.1 TRUSTED PATH

This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the
TCB subsets nmaking up the TCB nust satisfy the
requi renent.

VWhen TCB subsets are used, the requirenent
for trusted path at Ilevels B2 and above remains
applicable to the entire TCB. The need for trusted
path "when positive TCB-to-user connection is required
(e.g., login, change subject security level)" can
require user interaction with virtually any TCB subset
within the TCB. The inplenentation of trusted path
coul d be | ocal i zed in a si ngl e TCB subset.
Alternatively, it could be inplenented in nore than one
TCB subset if the separate inplenentations together
comply with the system security policy.

B3-2.2 AUDI T
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This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the
TCB subsets nmaking up the TCB nust satisfy the
requi renent.

A TCB subset nmay namintain its own security
audit log, distinct from that maintained by nore
primtive TCB subsets, or it may use an audit interface
provided by a different TCB subset allow ng the audit
records it generates to be processed by that TCB
subset.

If the TCB subset uses di fferent user
identifications than a nore printive TCB subset, there
shall be a neans to associate audit records generated
by different TCB subsets for the same individual with
each other, either at the tine they are generated or at
some later tine.

Any TCB subset wherein events may occur that
require notification of the security admnistrator
shall be able to: (1) detect the occurrence of these
events, (2) initiate the recording of the audit trai
entry, and (3) initiate the notification of the
security admnistrator. The ability to termnate
events (2) and (3) above may be provided either in the
TCB subset within which they occur, or in the TCB
subset(s) where actions that lead to the event were
initiated.

The nonitoring and notification requirenents
may require cooperation between nultiple distinct TCB
subsets or multiple instantiations of the same TCB
subset. For exanple, to detect the accunulation of
events for a single user it nmay be necessary to coll ect
events from several subjects in distinct processes that
are surrogates for the same user. As another exanple,
there may be a single TCB subset that collects events
froma nunber of other TCB subset instantiations and,
based on its analysis of them notifies the security
adm ni strator.

Statenment from TCSEC
The TCB shall be able to create, mmintain
and protect fromnodification . . . an audit trai

of accesses to the objects it protects.

Interpretation

Audi tabl e events, in the case of a database
management system are the i ndi vi dual operations
initiated by unt rust ed users (e.qg., updat es,
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retrievals, inserts), not just the invocation of the
dat abase managenent system The auditing nechani sm
shall have the capability of auditing all nediated
accesses which are visible to the user. That is, each
di scretionary access control policy decision and each

mandatory access control policy decision shall be
audi tabl e. Individual operations perfornmed by trusted
software, if totally transparent to the user, need not
be audited. If the total audit requirenent is met by

the use of nore than one audit 1log, a nmethod of
correlation nmust be avail abl e.

Statenment from TCSEC
The TCB shall be able to create, mamintain
and protect fromnodification . . . an audit trai

of accesses to the objects it protects.

Interpretation

Audi tabl e events, in the case of a database
management system are the i ndi vi dual operations
initiated by unt rust ed users (e.qg., updat es,

retrievals, and inserts), not just the invocation of
t he dat abase managenment system The auditing nechani sm
shall have the capability of auditing all nediated
accesses which are visible to the user. That is, each
di scretionary access control policy decision and each

mandatory access control policy decision shall be
audi tabl e. Individual operations perforned by trusted
software, if totally transparent to the user, need not
be auditable. |If the total audit requirenent is net by

the use of nore than one audit 1log, a nmethod of
correlation nmust be avail abl e.

B3- 3 ASSURANCE
B3- 3. 1 OPERATI ONAL ASSURANCE
B3-3.1.1 System Architecture

This requirenment applies as stated in the
TCSEC to every TCB subset, with the follow ng
additional interpretations.

The TCB nust provide domains for execution
that are allocated to and used by TCB subsets according
to the subset-domain condition for evaluation by parts.
A nost primtive TCB subset mnust provide domains for
execution. A less primtive TCB subset nust make use
of dommins provided by a nore primtive TCB subset. A
less primtive TCB subset may provide further execution
domains but is not required to do so.
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Simlarly, the TCB nust provide distinct
address spaces for untrusted processes. A nost
primtive TCB subset nmnust provide distinct address
spaces for its subjects. A less primtive TCB subset
nmust nake use of the distinct address space provided by
a nore primtive TCB subset. Aless prinmtive TCB
subset may provide nore fine-grained distinct address
spaces, but is not required to do so.

In gener al , requi renents specifically
referring to hardware or firmwvare apply only to TCB
subsets that include hardware or firmvare. However,
the requirement that the TCB mmke effective use of
hardware requires that a less primtive TCB subset make
effective use of the protection-relevant features
exported to it by the nore primtive TCB subsets (e.g.
execution domai ns, support for distinct address spaces)
to separate those elenents that are protection-critica
fromthose that are not.

Statement from TCSEC
The TCB shall mamintain a domain for its own
execution that protects it from external interference
or tampering.

Interpretation

If the TCB is conposed of multiple TCB
subsets, this requirement applies to each TCB subset.

Statement from TCSEC
The wuser interface to the TCB shall be
conpl etely defined and all elements of the TCB
identified.
Interpretation
If the TCB is conmposed of multiple subsets,
this requirement applies to the interface between the
TCB subsets as well as the user interface to the whole
TCB.
Stat ement from TCSEC
It shall nmake effective use of available
har dwar e to separate t hose el ement s that are
protection-critical fromthose that are not.

Interpretation

If the TCB is conmposed of multiple subsets,
each TCB subset nust make use of facilities provided to
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it by nore primtive TCB subsets, such as support for
execution domains and for distinct address spaces, to
achi eve the required separation.

B3-3.1.2 SYSTEM I NTEGRI TY

This requirenment applies as stated in the
TCSEC to every TCB subset that includes hardware or
firmware. Any TCB subset that does not include
hardware or firnmwnare is exenpt fromthis requiremnent.

B3-3. 1. 3 COVERT CHANNEL ANALYSI S

This requirenment applies as stated in the
TCSEC to the entire TCB. VWen the TCB is nade up
entirely of TCB subsets neeting the conditions for
eval uation by parts, analysis of the individual TCB
subsets satisfies this requirenment. Oherw se, covert
channel analysis of the entire TCB nust be performnmed
(even if the results of covert channel analysis of the
i ndi vi dual TCB subsets were avail able).

B3-3. 1.4 TRUSTED FACI LI TY MANAGEMENT

This requirenment applies as stated in the
TCSEC to t he entire TCB. Any "operator"™ or
"adm nistrator” functions intrinsic to an individua
TCB subset nust be supported by that TCB subset or by a
nore primtive TCB subset.

B3-3. 1.5 TRUSTED RECOVERY

This requirenment applies as stated in the
TCSEC to the entire TCB and to the individual TCB
subsets. The cooperative recovery actions of the TCB
subsets making up the TCB nust provide trusted recovery
for the overall TCB. QO herwi se, trusted recovery
eval uation nust address the entire TCB (even if the
i ndi vidual TCB subsets nmeet the trusted recovery
requi renents).

B3-3.2 LI FE CYCLE ASSURANCE
B3-3.2.1 SECURI TY TESTI NG

This requirenment applies as stated in the
TCSEC to the entire TCB. If a TCB consists of TCB
subsets neeting the conditions for evaluation by parts,
the satisfaction of the requirenments by each TCB subset
satisfies the requirenent for the entire TCB
O herwi se, security testing of the entire TCB nust be
per f or med (even if the results of testing the
i ndi vi dual TCB subsets were avail able).
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B3-3. 2. 2 DESI G\ SPECI FI CATI ON AND VERI FI CATI ON

This requirenment applies as stated in the
TCSEC to every TCB subset, with the follow ng specific
additional interpretations.

It nust be denmonstrated that the security
policy enforced by the conposite TCB is represented by
the collection of policy nodels for the individual TCB
subset s.

The argument that the descriptive top |evel
specification (DTLS) is consistent wth the TCB
interface applies to the entire TCB. There is required
an explicit and convincing description of how the set
of top level specifications (one for each TCB subset)
describes the TCB interface in ternms of exceptions,
errors, and effects.

Statenment from TCSEC

A fornal nodel of the security policy
supported by the TCB shall be maintained over the life
cycle of the ADP system and denonstrated to be
consistent with its axiomns.

Interpretation

If the TCB is conposed of multiple TCB
subsets, this requirement applies to the security
policy of each TCB subset. An informal argunment that
the set of policy nodels represents the "security
policy supported by the [conposite] TCB" nust be
provi ded.

Statenment from TCSEC

A descriptive top-level specification (DTLS)
of the TCB shall be nmaintained that conpletely and
accurately describes the TCB in terns of exceptions,
error messages, and effects.

Interpretation

If the TCB is conposed of multiple TCB
subsets, this requirenent applies to the DILS of each
TCB subset. An informal argunent that the set of DILSs
accurately describes the TCB nust be provided.

If there is a multifaceted policy (e.g., both
mandatory access control and discretionary access
control policies) in a particular TCB subset, then al
facets must be represented in the DILS and in the TCB
subset' s nodel
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Statenment from TCSEC

The descriptive top-1 evel specification
(DTLS) shall be shown to be an accurate description of
the TCB interface.

Interpretation

If the TCB is conmposed of multiple subsets,
this requirement applies to the interface between the
TCB subsets as well as to the wuser interface of the
conposite TCB. The TCB interface description shal
i ncl ude an explanation of how to describe the total TCB
accurately, in the context of the nultiple TCB subset
DTLSs.

Statenment from TCSEC

A convincing argunent shall be given that the
DTLS is consistent with the nodel.

Interpretation

If the TCB is conmposed of multiple TCB
subsets, this requirenent applies to individual TCB
subsets. Enforcenent of all policies nmust be shown to
occur in all situations (e.g., state transitions)
required by the formal security policy nodel. 1In the
case of a discretionary access control policy, the
presence of the access control check at all identified
state transitions is the total of what is required for
denmonstrating consistency between the DILS and the
nodel . This may be verified by inspection of the DILS
(that is, by visually checking that exception checks
required by the nodel are present in the DILS). For
the mandatory access control policy, the DILS nust be
shown by a convincing argunment to be consistent with
t he nodel .

B3-3. 2. 3 CONFI GURATI ON MANAGEMENT

This requirenment applies as stated in the
TCSEC to every TCB subset in the TCB, wth the
follow ng additional interpretation.

Because subsets of the TCB nay be devel oped
i ndependently, a single configuration managenent system
may not be feasible. However, the conbination of
configurati on managenment systenms used to support al
the TCB subsets nust neet all the stated requirenents.
The information describing the interrelations between
separate TCB subsets and separate security policy
nmodels falls into the category of "all docunentation
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and code associated wth the current version of the
TCB" in the TCSEC requirenents.

B3-4 DOCUMENTATI ON
B3-4.1 SECURI TY FEATURES USER S GUI DE

This requirenment applies as stated in the
TCSEC to every TCB subset in the TCB. This collection
of gui des must include descriptions of every TCB subset
in the TCB and explicit cross-references to other
related wuser's guides to other TCB subsets, as
required. In addition, interactions between nmechani sns
within different TCB subsets nust be clearly described

B3-4.2 TRUSTED FACI LI TY MANUAL

This requirenment applies as stated in the
TCSEC to the TCB and to every TCB subset in the TCB

This requirement can be nmet by providing a
set of manuals, one for each distinct (non-replicated)

TCB subset. Each manual shall address the functions
and privileges to be controlled for the associated TCB
subset . Addi tionally, it must clearly show the

interfaces to, and the interaction with, nore primtive
TCB subsets. The nmanual for each TCB subset shal
identify the functions and privileges of the TCB
subsets on which the associated TCB subset depends.
Al so, the TCB subset's nmanual shall identify which, if
any, configuration options of the nore primtive TCB
subsets are to be used for the conposite TCB to operate
securely.

Any pre-defined rol es supported (e.qg.
dat abase adm nistrator) by the TCB subset shall be
addr essed.

The nmeans for correlating nmultiple audit | ogs
and synonymous user identifications from nultiple TCB
subsets (if such exist) shall also be addressed.

The trusted facility manual shall describe
the composite TCB so that the interactions anong the
TCB subsets can be readily determ ned. O her manual s
may be referenced in this determnmi nation. The manual s
that address the distinct nodules of the TCB and the
generation of the TCB need to be integrated wth the
other trusted facility manuals only to the extent that
they are affected by the use and operation (versus the
devel opnent) of the conposite TCB

The TCB npdules that contain the reference
validation nechanismnust be associated wth the TCB
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subset to which they bel ong. The procedure for
generating a new TCB after nodifying only one (or
several) TCB subsets nust be described. This nay be
accommodat ed by i ndependent regeneration of t he
i ndi vidual TCB subsets or by regeneration of only the
af fected TCB subsets.

B3-4.3 TEST DOCUMENTATI ON

This requirenment applies as stated in the
TCSEC to the composite TCB

B3-4. 4 DESI GN DOCUVMENTATI ON

This requirenment applies as stated in the
TCSEC to the composite TCB, wth the follow ng
addtional specific interpretations.

Requi renents concerni ng nodel s and DTLSs
apply to individual TCB subsets.

The requi renent concerning the description of
interfaces between nmodules of the TCB includes the
i nterfaces between TCB subsets.

The docunentation of the inplenmentation of a
reference val i dati on mechani sm nmust i ncl ude
justification for nmeeting the conditions for eval uation
by parts.

Statenment from TCSEC

The interfaces between the TCB npdul es shal
be descri bed.

Interpretation

If the TCB is conmposed of multiple subsets,
this requirenment applies to each TCB subset and the
i nterfaces between TCB subsets.

Statenment from TCSEC

The specific TCB protection mechanisns shal
be identified and an explanation given to show that
they satisfy the nodel.

Interpretation

If the TCB is conmposed of multiple subsets,
this requirement applies to each TCB subset and shal
i nclude the protection mechani sns whi ch support the
conditions for TCB subset structure and separate
subset - donai ns.
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Statenment from TCSEC

The descriptive top-1 evel specification
(DTLS) shall be shown to be an accurate description of
the TCB interface.

Interpretation

If the TCB is conmposed of multiple subsets,
this requirement applies to the interface between the
TCB subsets as well as to the wuser interface of the
conposite TCB. The TCB interface description shal
i ncl ude an explanation of how to describe the total TCB
accurately, in the context of the nultiple TCB subset
DTLSs.

Statenment from TCSEC

Docunentation shall describe how the TCB
i mpl enents the reference nonitor concept and give an
explanation of why it 1is tanper resistant, cannot be
bypassed, and is correctly inplenented.

Interpretation

If the TCB is conmposed of multiple TCB
subsets, this requirenent is interpreted to apply to
each TCB subset with respect to its specific technica
policy. In addition, there nust be docunented an
informal argunment that the cooperative action of the
TCB subsets nmkes the TCB itself tanper resistant,
non- bypassabl e, and correct.

Statement from TCSEC
Docurent ati on shall describe howthe TCB is
structured to facilitate testing and to enforce | east
privil ege.
Interpretation
If the TCB is conmposed of multiple subsets,
this requirement is interpreted to apply to individua
TCB subsets as well as to the overall TCB

Statenment from TCSEC

The TCB inplenentation shall be informally
shown to be consistent with the DILS.

Interpretation

If the TCB is conmposed of multiple TCB
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subsets, this requirenent is interpreted to apply to
i ndi vi dual TCB subsets.

CLASS (Al): VERIFIED DESI GN
Al-1 SECURI TY PCLI CY
Al-1.1 DI SCRETI ONARY ACCESS CONTROL

The di scretionary access control requirenents
apply as stated in the TCSEC to every TCB subset whose
policy includes discretionary access control of its
subjects to its objects. Any TCB subset whose policy
does not include such discretionary access control is
exenpt fromthis requirenent.

Al-1.2 OBJECT REUSE

This requirenment applies as stated in the TCSEC to
every TCB subset in the TCB

Al-1.3 LABELS

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes

mandatory access control of its subjects to its
objects. Any TCB subset whose policy does not include
such nmandatory access control is exenmpt fromthis

requi renent.
St atenent from TCSEC

Sensitivity |abels associated with each ADP
systemresource . . . that is directly or indirectly
accessible by subjects external to the TCB shall be
mai nt ai ned by the TCB

Interpretation

Internal TCB variables that are not visible
to wuntrusted subjects need not be |abeled, provided
that they are not directly or indirectly accessible by
subj ects external to the TCB. However, it is inportant
to understand that such internal variables can function
as covert signaling channels when wuntrusted subjects
are able to detect changes in these variables by
observi ng system behavi or.

Al-1.3.1 LABEL I NTEGRITY

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes
mandatory access control of its subjects to its
objects. Any TCB subset whose policy does not include
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such nmandatory access control is exenmpt fromthis
requi renent.

Al-1.3.2 EXPORTATI ON OF LABELED | NFORVMATI ON

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes

mandatory access control of its subjects to its
objects. Any TCB subset whose policy does not include
such nmandatory access control is exenmpt fromthis

requi renent.
Al-1.3.3 SUBJECT SENSI TIVITY LABELS

This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the
TCB subsets nmaking up the TCB nust satisfy the
requi renent.

Al-1.3.4 DEVI CE LABELS

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes
mandat ory access control of its subjects to its objects
and has attached physical or virtual devices. Any TCB
subset whose policy does not include such nandatory
access control or has no attached physical or virtua
devi ces is exenpt from this requi renent. Thi s
requi renent can be satisifed by the cooperative action
of nore than one TCB subset.

Al-1. 4 MANDATORY ACCESS CONTROL

This requirenment applies as stated in the
TCSEC to every TCB subset whose policy includes

mandatory access control of its subjects to its
objects. Any TCB subset whose policy does not include
such nmandatory access control is exenmpt fromthis

requi renent.
Al-2 ACCOUNTABI LI TY
Al-2.1 | DENTI FI CATI ON AND AUTHENTI CATI ON

This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the
TCB subsets naking up the TCB nust satisfy the
requi renent.

If the TCB is conposed of TCB subsets, one
TCB subset nay either rely on a mechanism in another
TCB subset to provide identification and authentication
services or provide the services directly. Simlarly,
that TCB subset nay rely on a mechani smin another nore
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primtive TCB subset to ensure that the security |evel
of subjects external to the TCB that may be created to
act on behalf of the individual user are dom nated by
t he cl earance and authorization of that user. Each TCB

subset may maintain its own identification and
aut hentication data or one central repository may be
mai ntai ned. |f each TCB subset has its own data, then

the information for each individual user nust be
consi stent anong all subsets.

Al-2.1.1 TRUSTED PATH

This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the
TCB subsets nmaking up the TCB nust satisfy the
requi renent.

VWhen TCB subsets are used, the requirenent
for trusted path at Ilevels B2 and above remains
applicable to the entire TCB. The need for trusted
path "when positive TCB-to-user connection is required
(e.g., login, change subject security level)" can
require user interaction with virtually any TCB subset
within the TCB. The inplenentation of trusted path
coul d be | ocal i zed in a si ngl e TCB subset.
Alternatively, it could be inplenented in nore than one
TCB subset if the separate inplenentations together
comply with the system security policy.

Al-2.2 AUDIT

This requirenment applies as stated in the
TCSEC to the entire TCB. The cooperative action of the
TCB subsets nmaking up the TCB nust satisfy the
requi renent.

A TCB subset nmay naintain its own security
audit log, distinct from that maintained by nore
primtive TCB subsets, or it may use an audit interface
provided by a different TCB subset allow ng the audit
records it generates to be processed by that TCB
subset.

If the TCB subset uses di fferent user
identifications than a nore printive TCB subset, there
shall be a neans to associate audit records generated
by different TCB subsets for the same individual with
each other, either at the tine they are generated or at
some later tine.

Any TCB subset wherein events may occur that
require notification of the security admnistrator
shall be able to: (1) detect the occurrence of these
events, (2) initiate the recording of the audit trai
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entry, and (3) initiate the notification of the
security admnistrator. The ability to termnate
events (2) and (3) above may be provided either in the
TCB subset within which they occur, or in the TCB
subset(s) where actions that lead to the event were
initiated.

The nonitoring and notification requirenents
may require cooperation between nultiple distinct TCB
subsets or multiple instantiations of the same TCB
subset. For exanple, to detect the accunulation of
events for a single user it nmay be necessary to coll ect
events from several subjects in distinct processes that
are surrogates for the same user. As another exanple,
there may be a single TCB subset that collects events
froma nunber of other TCB subset instantiations and,
based on its analysis of them notifies the security
adm ni strator.

Statenment from TCSEC
The TCB shall be able to create, mmintain
and protect fromnodification . . . an audit trai

of accesses to the objects it protects.

Interpretation

Audi tabl e events, in the case of a database
management system are the i ndi vi dual operations
initiated by unt rust ed users (e.qg., updat es,
retrievals, inserts), not just the invocation of the
dat abase managenent system The auditing nechani sm
shall have the capability of auditing all nediated

accesses which are visible to the user. That is, each
di scretionary access control policy decision and each

mandatory access control policy decision shall be
audi tabl e. Individual operations perforned by trusted
software, if totally transparent to the user, need not
be audited. If the total audit requirenent is met by

the use of nore than one audit 1log, a nmethod of
correlation nmust be avail abl e.

Statenment from TCSEC
The TCB shall be able to create, mmintain
and protect fromnodification . . . an audit trai

of accesses to the objects it protects.

Interpretation

Audi tabl e events, in the case of a database
management system are the i ndi vi dual operations
initiated by unt rust ed users (e.qg., updat es,

retrievals, and inserts), not just the invocation of
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t he dat abase managenment system The auditing nechani sm
shall have the capability of auditing all nediated
accesses which are visible to the user. That is, each
di scretionary access control policy decision and each

mandatory access control policy decision shall be
audi tabl e. Individual operations perfornmed by trusted
software, if totally transparent to the user, need not
be auditable. |If the total audit requirenent is net by

the use of nore than one audit 1log, a nmethod of
correlation nmust be avail abl e.

Al- 3 ASSURANCE
Al-3.1 OPERATI ONAL ASSURANCE
Al-3.1.1 SYSTEM ARCH TECTURE

This requirenment applies as stated in the
TCSEC to every TCB subset, with the follow ng
additional interpretations.

The TCB nust provide domains for execution
that are allocated to and used by TCB subsets according
to the subset-domain condition for evaluation by parts.
A nost primtive TCB subset mnust provide domains for
execution. A less primtive TCB subset nust make use
of dommins provided by a nore primtive TCB subset. A
less primtive TCB subset may provide further execution
domains but is not required to do so.

Simlarly, the TCB nust provide distinct
address spaces for untrusted processes. A nost
primtive TCB subset nmnust provide distinct address
spaces for its subjects. A less primtive TCB subset
must nake use of the distinct address space provided by
a nore primtive TCB subset. Aless prinmtive TCB
subset may provide nore fine-grained distinct address
spaces, but is not required to do so.

In gener al , requi renents specifically
referring to hardware or firmvare apply only to TCB
subsets that include hardware or firmvare. However,
the requirement that the TCB mmke effective use of
hardware requires that a less primtive TCB subset make
effective use of the protection-relevant features
exported to it by the nore primtive TCB subsets (e.g.
execution domai ns, support for distinct address spaces)
to separate those elenents that are protection-critica
fromthose that are not.

Statenment from TCSEC

The TCB shall maintain a domain for its own
execution that protects it from external interference
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or tampering.
Interpretation

If the TCB is conmposed of multiple TCB
subsets, this requirement applies to each TCB subset.

Statenment from TCSEC

The wuser interface to the TCB shall be
compl etely defined and all elements of the TCB
identified.

Interpretation

If the TCB is conmposed of multiple subsets,
this requirement applies to the interface between the
TCB subsets as well as the user interface to the whole
TCB.

Statenment from TCSEC

It shall nmake effective use of available
har dwar e to separate t hose el ement s that are
protection-critical fromthose that are not.

Interpretation

If the TCB is conmposed of multiple subsets,
each TCB subset nust make use of facilities provided to
it by nore primtive TCB subsets, such as support for
execution domains and for distinct address spaces, to
achi eve the required separation.

Al-3.1.2 SYSTEM I NTEGRI TY

This requirenment applies as stated in the
TCSEC to every TCB subset that includes hardware or
firmvare. Any TCB subset that does not include
hardware or firnmmnare is exenpt fromthis requirenent.

Al-3.1.3 COVERT CHANNEL ANALYSI S

This requirenment applies as stated in the TCSEC to the
entire TCB. VWhen the TCB is made up entirely of TCB
subsets neeting the conditions for evaluation by parts,
analysis of the individual TCB subsets satisfies this
requi renent. Oherw se, covert channel analysis of the
entire TCB nust be performed (even if the results of
covert channel analysis of the individual TCB subsets
were avail abl e).

Al-3.1.4 TRUSTED FACI LI TY MANAGEMENT
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This requirenment applies as stated in the
TCSEC to t he entire TCB. Any "operator"™ or
"adm nistrator” functions intrinsic to an individua
TCB subset nust be supported by that TCB subset or by a
nore primtive TCB subset.

Al-3.1.5 TRUSTED RECOVERY

This requirenment applies as stated in the
TCSEC to the entire TCB and to the individual TCB
subsets. The cooperative recovery actions of the TCB
subsets making up the TCB nust provide trusted recovery
for the overall TCB. QO herwi se, trusted recovery
eval uation nust address the entire TCB (even if the
i ndi vidual TCB subsets nmeet the trusted recovery
requi renents).

Al-3.2 LI FE CYCLE ASSURANCE
Al-3.2.1 SECURI TY TESTI NG

This requirenment applies as stated in the
TCSEC to the entire TCB. If a TCB consists of TCB
subsets neeting the conditions for evaluation by parts,
the satisfaction of the requirenments by each TCB subset
satisfies the requirenent for the entire TCB
QO herwi se, security testing of the entire TCB nust be
per f or med (even if the results of testing the
i ndi vi dual TCB subsets were avail able).

Al-3.2.2 DESI GN SPECI FI CATI ON AND VERI FI CATI ON

This requirenment applies as stated in the
TCSEC to every TCB subset, with the follow ng specific
additional interpretations.

It nust be denmonstrated that the security
policy enforced by the conposite TCB is represented by
the collection of policy nodels for the individual TCB
subset s.

The argunment that the descriptive top |evel
specification (DTLS) and formal top |evel specification
(FTLS) are consistent with the TCB interface applies to
the entire TCB. There is required an explicit and
convincing description of how the set of top |evel
specifications (one for each TCB subset) describes the
TCB interface in ternms of exceptions, errors, and
effects.

Statenment from TCSEC

A fornal nodel of the security policy
supported by the TCB shall be maintained over the life
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cycle of the ADP system and denonstrated to be
consistent with its axions.

Interpretation

If the TCB is conmposed of multiple TCB
subsets, this requirement applies to the security
policy of each TCB subset. An informal argunment that
the set of policy nodels represents the "security
policy supported by the [conposite] TCB" nust be
provi ded.

Statenment from TCSEC

A descriptive top-level specification (DTLS)
of the TCB shall be maintained that conpletely and
accurately describes the TCB in terns of exceptions,
error messages, and effects.

Interpretation

If the TCB is conposed of multiple TCB
subsets, this requirenent applies to the DILS of each
TCB subset. An informal argunent that the set of DILSs
accurately describes the TCB nust be provided.

If there is a multifaceted policy (e.g., both
mandatory access control and discretionary access
control policies) in a particular TCB subset, then al
facets must be represented in the DILS and in the TCB
subset' s nodel

Statenment from TCSEC

A formal top-level specification (FTLS) of
the TCB shall be nmintained that accurately describes
the TCB in terns of exceptions, error nessages, and
effects.

Interpretation

If the TCB is conposed of multiple TCB
subsets, this requirenent applies to the FTLS of each
TCB subset. An informal argunent that the set of FTLSs
accurately describes the TCB nust be provided.

If there is a multifaceted policy (e.g., both
mandatory access control and discretionary access
control policies) in a particular TCB subset, then al
facets must be represented in the FTILS and in the TCB
subset' s nodel

Statenment from TCSEC
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The FTLS shall be shown to be an accurate
description of the TCB interface.

Interpretation

If the TCB is conmposed of multiple subsets,
this requirement applies to the interface between the
TCB subsets as well as to the wuser interface of the
conposite TCB. The TCB interface description shal
i ncl ude an explanation of how to describe the total TCB
accurately, in the context of the nultiple TCB subset
DTLSs.

Statenment from TCSEC

A convincing argunent shall be given that the
DTLS is consistent with the nodel.

Interpretation

If the TCB is conposed of multiple TCB
subsets, this requirenent applies to individual TCB
subsets. Enforcenent of all policies nmust be shown to
occur in all situations (e.g., state transitions)
required by the formal security policy nodel. 1In the
case of a discretionary access control policy, the
presence of the access control check at all identified
state transitions is the total of what is required for
denmonstrating consistency between the DILS and the
nodel . This may be verified by inspection of the DILS
(that is, by visually checking that exception checks
required by the nodel are present in the DILS). For
the mandatory access control policy, the DILS nust be
shown by a convincing argunment to be consistent with
t he nodel .

Statenment from TCSEC

. a conbi nation of formal and infornal
techni ques shall be wused to show that the FTLS is
consi stent with the nodel.

Interpretation

If the TCB is conposed of multiple TCB
subsets, this requirenent applies to individual TCB
subsets. Enforcenent of all policies nmust be shown to
occur in all situations (e.g., state transitions)
required by the formal security policy nodel at the
required occasions. |In the case of a discretionary
access control policy, the presence of the access
control check at all identified state transitions is
the total of what is required for denpbnstrating
consi stency between the FTLS and the nodel. This may
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be wverified by inspection of the FTILS (that is, by
vi sual Iy checking that exception checks required by the
nodel are present in the FTLS). For the mandatory
access control policy, the FTLS nust be shown by a
conbination of formal and informal techniques to be
consi stent with the nodel.

Al-3. 2.3 CONFI GURATI ON MANAGEMENT

This requirenment applies as stated in the
TCSEC to every TCB subset in the TCB, wth the
follow ng additional interpretation.

Because subsets of the TCB nay be devel oped
i ndependently, a single configuration managenent system
may not be feasible. However, the conbination of
configurati on managenment systenms used to support al
the TCB subsets nust neet all the stated requirenents.
The information describing the interrelations between
separate TCB subsets and separate security policy
nmodels falls into the category of "all docunentation
and code associated wth the current version of the
TCB" in the TCSEC requirenents.

Al-3.2.4 TRUSTED DI STRI BUTI ON

This requirement applies as stated in the
TCSEC to the entire TCB. It can be nmet by satisfying
the requirements for each TCB subset if procedures
exi st for assuring that all TCB subsets upon which a
particular TCB subset depends (that is, the nore
primtive TCB subsets) are exactly the sane version as
specified for the TCB subset in question

Al-4 DOCUMENTATI ON
Al-4.1 SECURI TY FEATURES USER S GUI DE

This requirenment applies as stated in the
TCSEC to every TCB subset in the TCB. This collection
of gui des must include descriptions of every TCB subset
in the TCB and explicit cross-references to other
related wuser's guides to other TCB subsets, as
required. In addition, interactions between nmechani sns
within different TCB subsets nust be clearly described

Al-4.2 TRUSTED FACI LI TY MANUAL

This requirenment applies as stated in the
TCSEC to the TCB and to every TCB subset in the TCB

This requirement can be nmet by providing a
set of manuals, one for each distinct (non-replicated)
TCB subset. Each manual shall address the functions
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and privileges to be controlled for the associated TCB
subset . Addi tionally, it must clearly show the
interfaces to, and the interaction with, nore primtive
TCB subsets. The nmanual for each TCB subset shal
identify the functions and privileges of the TCB
subsets on which the associated TCB subset depends.
Al so, the TCB subset's nmanual shall identify which, if
any, configuration options of the nore primtive TCB
subsets are to be used for the conposite TCB to operate
securely.

Any pre-defined rol es supported (e.qg.
dat abase adm nistrator) by the TCB subset shall be
addr essed.

The nmeans for correlating nmultiple audit | ogs
and synonymous user identifications from nultiple TCB
subsets (if such exist) shall also be addressed.

The trusted facility manual shall describe
the composite TCB so that the interactions anong the
TCB subsets can be readily determ ned. O her manual s
may be referenced in this determnmination. The manual s
that address the distinct nodules of the TCB and the
generation of the TCB need to be integrated wth the
other trusted facility manuals only to the extent that
they are affected by the use and operation (versus the
devel opnent) of the conposite TCB

The TCB nodules that contain the reference
val idation mechanismmnmust be associated wth the TCB
subset to which they bel ong. The procedure for
generating a new TCB after nodifying only one (or
several) TCB subsets nust be described. This nay be
accommodat ed by i ndependent regeneration of t he
i ndi vidual TCB subsets or by regeneration of only the
af fected TCB subsets.

Al-4.3 TEST DOCUMENTATI ON

This requirenment applies as stated in the
TCSEC to the conposite TCB

Al- 4.4 DESI GN DOCUMENTATI ON
This requirenment applies as stated in the
TCSEC to the conposite TCB, with the follow ng specific

additional interpretations:

Requi renents concerni ng nodel s, FTLS and
DTLS, apply to individual TCB subsets.

The requirenent concerning the description of
interfaces between npdules of the TCB includes the
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i nterfaces between TCB subsets.

The docunentation of the inplenmentation of a
reference val i dati on mechani sm nmust i ncl ude
justification for nmeeting the conditions for eval uation
by parts.

The Al requirenent to describe clearly
non- FTLS internals of the TCB applies to TCB subsets.

Statenment from TCSEC

The interfaces between the TCB npdul es shal
be descri bed.

Interpretation

If the TCB is conmposed of multiple subsets,
this requirenment applies to each TCB subset and the
interfaces between TCB subsets.

Statenment from TCSEC

The specific TCB protection mechanisns shal
be identified and an explanation given to show that
they satisfy the nodel.

Interpretation

If the TCB is conmposed of multiple subsets,
this requirement applies to each TCB subset and shal
i nclude the protection mechani sns whi ch support the
conditions for TCB subset structure and separate
subset - donai ns.

Statenment from TCSEC

The descriptive top-1 evel specification
(DTLS) shall be shown to be an accurate description of
the TCB interface.

Interpretation

If the TCB is conmposed of multiple subsets,
this requirement applies to the interface between the
TCB subsets as well as to the wuser interface of the
conposite TCB. The TCB interface description shal
i ncl ude an explanation of how to describe the total TCB
accurately, in the context of the nultiple TCB subset
DTLSs.

Statenment from TCSEC

Docunment ation shall describe how the TCB
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i mpl enents the reference nonitor concept and give an
explanation of why it 1is tanper resistant, cannot be
bypassed, and is correctly inplenented.

Interpretation

If the TCB is conmposed of multiple TCB
subsets, this requirenent is interpreted to apply to
each TCB subset with respect to its specific technica
policy. In addition, there nust be docunented an
informal argunment that the cooperative action of the
TCB subsets nmkes the TCB itself tanper resistant,
non- bypassabl e, and correct.

Statenment from TCSEC

The TCB inplenentation shall be informally
shown to be consistent with the DILS.

Interpretation
If the TCB is conposed of multiple TCB
subsets, this requirenent is interpreted to apply to
i ndi vi dual TCB subsets.
Statement from TCSEC

The TCB inplenentation shall be informally
shown to be consistent with the FTLS.

Interpretation
If the TCB is conmposed of multiple TCB
subsets, this requirenent 1is interpreted to apply to
i ndi vi dual TCB subsets.
Statement from TCSEC
Docurent ati on shall describe howthe TCB is
structured to facilitate testing and to enforce | east
privil ege.
Interpretation
If the TCB is conmposed of multiple subsets,

this requirement is interpreted to apply to individua
TCB subsets as well as to the overall TCB
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APPENDI X B

GENERAL | TEMS

1. PERSPECTI VE ON ASSURANCE

Thi s Trusted Database Managenment System
Interpretation (TD) of the Trusted Conputer System
Eval uation Criteria (TCSEC) derives its perspective on
assurance directly fromthe reference nonitor concept
as recorded in the Anderson Report [1] and as enbodied
in the TCSEC. 1In both the reference nonitor concept
and in the TCSEC, the assessment of a systemfor trust
characteristics involves a single, global review of the
system at issue. That same perspective of an even,
gl obal review of a candidate trusted database
management system (DBMS) is present in the TD, in that
only conpl ete syst ems will be considered for
assessment . That is, neither software packages in
i sol ation nor systens that satisfy only a subset of the
TCSEC. requirements will be considered for evaluation
or accreditation. The interpretation of requirenents,
both in Part 1, "Technical Context,"” and Part 2,
"Interpreted Requirements,” is consistent wth both
conmuni ty experience in designing and assessing trusted
systens, and the precedents of the reference nonitor
concept and the TCSEC. The interpretations, therefore,
provi de speci al guidance for the task of evaluating (or
accrediting) candi dat e syst ems conposed of
di stingui shable parts. However, the interpretations
neither attenuate nor del ete TCSEC requirenents.

It is worth noting that the introduction of
the TCSEC with its metric for the evaluation of whole
systens had as one goal the sinplification of the task
of accrediting conputer systenms for use in the
processing of sensitive information. The evaluation
process was not intended to replace the accreditation
process but to provide input to that process. It nust
be recognized that there wll be occasions when a
fielded suite of conputer systens, each evaluated
against the TCSEC requirements at a particul ar class,
will not be able to be assigned a TCSEC class, nor is
it necessary to be able to nake such an assignment.
The accreditation decision includes the assessnent of
ri sk of a particular system configuration in a
particul ar environnent; a decision to connect a suite
of TCSEC eval uated systens may have to be nade without
a uniformy applied TCSEC like assessnent over the
entire system

2.  PROCUREMENT OPTI ONS
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The Trusted Conputing System Eval uati on
Criteria (TCSEC) and its published interpretations,
including this Trusted Dat abase Managenent System

Interpretation, have as a primry pur pose the
"provision [of] a basis for specifying security
requirenents in acquisition specifications.” [8, p.

2] In the area of trusted DBMS and trusted systens that
i ncl ude database managenent functionality, there is a
range of options open to an acquisition organization

These options need to be understood by the acquisition
managers and their staffs to allow them the greatest
possi bl e flexibility in mat chi ng operati ona

requirenments with a conbination of available products
and the state of the art in systemintegration and
devel opnent.

The fundanmental point is the distinction
between the target trust class (that is, ClL, C2, Bl
B2, B3, or Al) needed for a particular installation and
the degree of trusted DBMS functionality that s
required. Succinct |y, a system that requires a
particular |level of trust (B2, for exanple) and DBMS
functionality does not necessarily require an eval uated

trusted DBMs at the |evel of B2. In fact, if the
statenment of required capability allows it, nmeeting the
requi renent wthout a trusted DBMS could well be the
preferred risk-reducing approach. This is generally
true because the nore sophisticated the trusted DBM5
requirenent, the nore likely it is that the current
vendor base will not be able to supply the needed

functionality (with the requisite assurance) fromthe
normal product line. Further, even if one can specify
carefully just what additional assured capability is
needed so that a programspecific devel opnent can be
undertaken, the |ack of comunity experience and
consensus on advanced trusted DBM5 issues and
i mpl enent ati ons i ntroduces t he potenti al for
significant programmatic, schedule, and cost risks.

Al though a full description of options for
the acquisition manager is beyond the scope of this
docunent, a representative description of some of the
options that could be considered is included below.
The options include (1) multiple copies of a DBM5
runni ng at di fferent | evel s, each mai nt ai ni ng
single-1evel databases; (2) a single copy of a DBMS
but with each dat abase mai ntai ned at a single

sensitivity level (i.e., no sharing of data between
dat abases); (3) a single copy supporting single |evel
dat abases, but wth Iimted sharing, perhaps of a

"snapshot” nature; and (4) DBMss that all ow databases
that include data of several sensitivity levels. This
option admts of subcases fromthe very sinple to the
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very conpl ex.

To illustrate the options |isted above,
consi der a command post where a commander's staff uses
a single conputer system Included on the staff are

| ogistics, weather, and intelligence organizations,
each dealing with information of differing (nmaxinmn
sensitivity. If all three organi zations require
simlar DBMS functions, there might be a variety of
ways to provide that functionality.

(1) If the product DBM5-1 suited the needs of
each of the organizations and there were no requirenent
to share data between them then three copies of DBVM5-1
could be used, running at, for exanple, TOP SECRET,
SECRET, and CONFI DENTI AL, respectively, and maintaining
separate single-level databases. |[|f the organizationa
m ssions do not require multilevel operations or
sharing, this option could be perfectly suited to the

oper ati onal need. In this case, every copy of DBMs-1
woul d be running as an application outside the TCB and
would not have to be evaluated at all, neither as a

product nor as a devel oped system The advant ages of
this option are that comrercial, off-the-shelf systens
can be wused (both the DBMS and the underlying trusted
operating systen) and no evaluation risk is entailed.
The di sadvantages are the limted flexibility and the
hi dden fact that the installation procedures for many
DBMSs require the insertion of code into the heart of
the underlying conmputer system insertions that would
un dernmine the eval uation rating and thus the
confidence in the trusted operating system

(2) A cost advantage could be realized in the
preceding case if there were a product, DBMs-2, such
that a single copy could provide DBMS functionality at
all three levels. This capability requires that the
base trusted operating systemand the DBMs itself are
designed so that the DBMS code uses scratch space to
allow the code to be shared without the potential for
m xi ng control or netadata in workspaces, indices, and
stacks. Not all commercial DBMSs have this property,
so this option will be |ess available than case (1).
Note that in this case also, the databases thenselves
are single-level and the workspace used by the DBM5
itself will have to be single-Ievel.

(3) If the operational requirenents are that
the intelligence and | ogistics organizations nmust have
access to the weather data maintained by the weather
organi zation, the sinplest technical solution would be
to periodically provide a snapshot of the needed
weat her data for use by the other organizations. The
dat abase managenent system DBMS-2 above coul d provide a
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solution in this case if a portion of the weather
dat abase could be copied onto diskette (or even into
anot her file) for t he ot her organi zations to

i ncorporate into their own DBMS operations. The
di sadvantage of this approach is that the information
will not be as current as that available to the weather

organi zation itself. Frequently, however, that |ack of
currency my be a reasonable price to pay for the
enornous reductions in cost and risk in procurement and
mai nt enance.

(4) If the operational requirenents will not
allow anything |ess than real-tine sharing of
information, then DBM5-2 wll not be sufficient. At

this point, the operational requirenents have forced
the inclusion of the nbst sophisticated solution to a
trusted system with DBM5 requirenents, a true
mul til evel DBMS. In this case, it renmmins a valuable
goal to minimze the conplexity of the needed sharing.
If the DBMS is providing a functionality that |ooks
like tables to the wuser, then it is less conplex if
each table is at a single level than if each row (or
each columm) could be at a different sensitivity |evel.
The npbst conplex situation is when each entry in the
table could be at a different sensitivity Ilevel.
During the procurenent and devel opment process, it
would be worthwhile to structure the procurenent to
favor solutions that are as sinple as possible froma
multilevel trusted DBMS standpoint.

3. ALTERATI ON OF PREVI QUSLY EVALUATED TCB

The discussion in Part 1, "Technical Context"
arose fromconsideration of the conditions under which
it is possible to add an application layer, such as a
DBMS, to another TCBin such a way as to allowthe
systemrating to be determ ned by evaluating the system
elements (i.e., the subsets) separately. The benefit
to both the applications vendor and the evaluators
derives fromthe fact that the DBMS operates as an
untrusted subject relative to the underlying TCB (even
t hough the DBMS enforces its own policy). Therefore,
there is no need to re-exam ne previous eval uation
evi dence; any and all actions perforned by the
application | ayer are conpl etely constrai ned in
accordance wth the security policy defined for the
underlying TCB

The savi ngs in eval uation effort is
predi cated on the assunption that the vendor of the
application | ayer makes no changes of any kind to the
other TCB. 1In effect, the argunent made by the vendor
is as follows:
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(a) The underlying TCB enforces policy P[i].
The validity of the clains about the underlying TCB has
al ready been established, and these clains renain valid
because the underlying TCB has not been altered in any
way and because the DBMS is conpletely constrained by
that policy (i.e., P[i] cannot be violated by any
action of the DBMS).

(b) The application is a TCB subset which
enforces policy P[K].

(c) Thus, the policy enforced by the
conposite system (i.e., the policy enforced at the user
interface of the conmposite TCB) is nmerely a conbination
of the policies of the individual TCB subsets.

Because t here is nei t her t heory nor
experi ence which allows one to make general, a priori
statenments about the effects of arbitrary changes, any
alterations to a previously evaluated product must, in
general, be considered to result in a product whose
security attributes, and thus whose rating, is unknown.
Thus, if the previously evaluated product is altered,
argurment (a) cannot be nade nerely by referencing the
publ i shed eval uation report. It becones t he
responsibility of the DBMS vendor to state P[i] (i.e.
identify the policy enforced by the altered product)
and to denpnstrate that the inplenentation satisfies
the appropriate TCSEC requirenents. Hence, at |east
sone eval uation evidence focused on the underlying TCB
must be provided by the vendor of the application
| ayer. The anount of evidence required wll Dbe
determi ned by the type, extent, and amount of change,
as well as the characteristics of the original TCB

This is not to say, however, that changes
always invalidate all previous evaluation evidence.
Rather, that there is no way to predict what effect
arbitrary change will have on that evidence. Cearly,
some changes will invalidate a substantial part, if not
all, of the previous evaluation results, requiring a
conpletely new evaluation. |In sone cases it wll be
virtually inpossible to determine the full effect of
even relatively sinple changes, whereas in other
instances it may be possible to determine the effects
of at least sone changes quite precisely. In a
wel | - modul ari zed system changes to the internals of a
nmodul e m ght be shown to have no functional or security
effect outside of the nodule. Even changes to the
modul e that alter its interface mght be shown to have
effects which do not propagate beyond those nodul es
whi ch have a direct interface to the altered nodul e.
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In either case however, at | east sone
evi dence nust be produced about the underlying, altered
TCB. Thus, the vendor who alters the product which is
hosting his application becones responsible for any and
all evidence required to substantiate the clainms being
made for both the application and the underlying TCB

In fact, it is always the case that the DBMS
vendor is responsible for all the evidence required to
denonstrate that the system (i.e., the trusted
conponents of the application plus the underlying TCB)
has the level of trust claimed for it. |In the case of
strict subsetting for evaluation by parts, in which the
application is | ayered ont o an unal tered,
previously-evaluated TCB, part of the evidence is
satisfied by referencing the previ ous eval uation
results and the comercially-available specifications

for that portion of the system However, if the
previously evaluated TCB has been altered, the
applications vendor is now responsible for

denmonstrating that the underlying TCB has the |evel of
trust being clained for it. How much, if any, of the
previ ous eval uation evidence is still valid is a matter
to be resol ved.

The devel opnent of the subsetting notion has
been notivated by the need for evaluating systens whose
el ements may have been devel oped by different vendors.
Consequently, the discussion of TCB subsets has been
|argely focused on the topic of extending the policy
enforcenent attributes of previously evaluated TCBs.
However, the notion of TCB subsetting provides a
perfectly general design nethod. A TCB can be
structured and policy enforcenment allocated to sinmplify
bot h anal ysis and eval uati on. To the extent that each
TCB subset in a subsetted system satisfies the
conditions of TG 4.3, the evaluation can be factored
along policy lines, and a rating for the conposite
syst em det er mi ned.

4. SATI SFYI NG RVM REQUI REMENTS

The evaluation of a system whose TCB is nade
up of a set of TCB subsets follows a |ogical flow that
makes it an orderly process. The initial step is
satisfying the conditions for evaluation by parts.
Those conditions are as foll ows:

Identification of the candi date TCB
subset s;

Al | ocation of the policy (the clear
statenment of the technical policies enforced by the
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i ndi vi dual TCB subsets, stated in ternms of the subjects
and objects for that TCB subset);

Denmonstration that each candidate TCB
subset contains its own trusted subjects;

Specification of the structure of the TCB
subsets (as a collection of abstract nachines);

Identification of sets of donmmins (called
"subset - domai ns") assigned for the execution of the
i ndi vi dual TCB subsets; and

Identification of what externally stated
properties of TCB subsets wll be used to argue
convincingly and independently for the RVM nature of
each of the constituent TCB subsets.

The successful conpletion of this step
especially the "support for RVMargunments” will result
in a conditional approval of two itens: a set of goals
in the evaluation of the nore primtive TCB subsets and
the feasibility of being able to argue the RVM
properties of less primtive TCB subsets using no nore
i nformati on about the nore prinitive TCB subsets than
the identified goals. The goals for the nore primtive

TCB  subsets will be a set of nmechani sns,
characteristics, or properties whose proper, assured
functioning will have to be denbnstrated. Exanples are
dormai n nmechani sis, mandat ory integrity policy

enforcenent nmechanisnms, and a special category of
object with associ ated content-preservati on guarant ees.
These nechani sns or characteristics or properties are
strictly a function of the nore primtive TCB subset
and wll have to be evaluated and approved in a
(possibly) later part of the evaluation process. The
condi tional approval of the feasibility of constructing
an independent RVM argument for Jless primtive TCB
subsets relies on an interplay between the proposed
mechani sms  of the nore primtive TCB subset and the
anticipated needs of the RVM argunent for the |ess
primtive TCB subset.

The next steps of the evaluation process,
with regards to the reference validation nechanism
requi renents, involve the independent eval uation of the
TCB subsets. TCB subsets that have been identified as
providing features or mechanisnms on which other TCB
subsets wll rely for RVYM argunents will have to be
denonstrated to provide the stated nmechanisnms with the
sane | evel of assurance as the target eval uation class
of the entire system If all the identified nechanisns
can be validated, the conditional approval of the
"support for RVM  argunents” condition remai ns
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unchanged. If sone mechani sm cannot be properly
established fromeither a functional or an assurance
perspective, then the conditional approval of that
portion of the "support” condition is withdrawn and the
eval uation effort must regroup

TCB subsets that were projected to be able to
conpl ete RVM argunents successfully using no nore than
the identified "support"” mechanisnms and features wll
have to have full RVM arguments advanced and accepted
by the -evaluation team There are three possible
outcones: (1) it could be shown that the TCB subset in
guestion does not neet the RVMrequirenents; (2) it
could be shown, wusing the external descriptions and
assurances of the mechanisnms of the nore primtive TCB
subsets, that the less prinmtive TCB subset does neet
the RVMrequirements; or (3) it mght be inpossible to
determ ne whether or not the TCB subset neets the

requi renents. In case (1), the TCB subset failed to
nmeet its reference validation mechanism requirenents
and the design team nust regroup. In case (2), the TCB
subset satisfies its reference validation mechanism
requirenents. In case (3), the conditional approval of
the "support for RVM argunments" condition wll be
wi t hdrawn and the design and eval uation teanms will have

to agree on an alternate course of action

In the case that an attenpt to establish R/VM
properties for a less primtive TCB subset could not be
conpleted (case (3) above), it mght well be that
addi ti onal mechani sms or features of the nore primtive
TCB subset would allow the RVM argunments to be

conpl et ed successful ly. In that case, the evaluation
team and the design teamwoul d have to establish a new,
augnent ed set of mechani sms  for the "support”

condition. The evaluation could then continue with the
new nechanismrequiring validation by the evaluation
team and the argunent for the RYM properties of the
| ess primtive TCB subset having to be re-attenpted.

It is inportant to note that the dependency
of the less primtive TCB subsets on the assured
policies and RVM supporting mechanisms makes it
i nperative that the evaluation of the whole TCB be done
by a single evaluation team through the fina
determ nation that the systemconplies wth the ful
set of requirements for the target class. Thus, in
particul ar, an evaluation team addressi ng an eval uation
by parts (including the case of a TCB subset that has
been previously evaluated and placed on the EPL) nust
be kept together for the entire evaluation. Loca
eval uation of one TCB subset does not justify
di ssolving the responsible subteam Later results,
gl obal or local to another TCB subset, could require a
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full evaluation team current on all aspects of the
eval uated configuration. Thi s does not nean, of
course, that the original evaluation team for a
previously evaluated EPL product has to be reassenbl ed.
A new team part of which may be delegated prine
responsibility for that TCB subset, suffices, as |long
as the full team is kept together for the whole
eval uati on.

5. SUBSET DEPENDENCY

For candidate TCB subset M sM denotes the
specification of M including as a mnimm the
statenment of the technical policy P of M The termvM
denot es the (engi neering) dermonstrati ons of t he
correctness of the inplementation of Mw th respect to
its specification. A (candidate) TCB subset A "depends
(for its correctness)” on (candidate) TCB subset B if
and only if the arguments wthin vA assunme the
correctness of the inplementation of B with respect to
sB

In less precise ternms, the specification sM
defines what Mis supposed to do. M does whatever its
i mpl enentation allows, features and all. How well M
does conpared to what sM says it should do is
enconpassed in the engineering arguments vM If, in
t he argument vA, one has to assume that all or part of
sB accurately describes what B does, A "depends"” on B
for its correctness.

Example 1: Use of Provided Objects

Suppose TCB subset B provides "file" as a
nmedi ated object under its technical policy P[B] and
t hat candi date TCB subset A uses B-files to store data
and executables. [If VA wuses the fact that different
B-files are distinct and access to themis constrained
by the technical policy P[B] (assunptions that are
nearly certain to apply), then vAis relying on the
fact that sB and B match and in this case, A depends on
B

Example 2: Miutually Suspicious Systens

Suppose A and B are nutually suspicious

airline reservation syst ems host ed in t wo
i nt er connect ed systenms belonging to two distinct
or gani zati ons. It is assunmed that sA and sB both

provide for a capability to accept reservations over
the network from "foreign" systems using a nutually
defined protocol. The protocol is carefully and
completely specified (within both sA and sB) and both
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vA and vB denonstrate, to the desired Ilevel of
satisfaction, that A and B are correct with respect to
sA and sB, respectively. A does not depend for its
correctness on B because sA is conplete: for whatever
sequence of bits it receives from B, sA specifies
exactly what behavi or A rmnust exhibit, and VA
denonstrates that it does exhibit that behavior
Simlarly, B does not depend upon A for its
correctness. Neither A nor B depends on the other

There may wel |l exist a "system specification”
that specifies the desired behavior of the entire
system but that is irrelevant to the argunents that A
and B are individually correct with respect to their
own specifications. It may even be the case that both
A and B are individually correct, while the comnbined
system is incorrect wth respect to the "system
specification.” That is, two correct subsystens can be
conbi ned i nproperly with respect to the desired "system
specification.”

Example 3: Use of Renptely Provided Functionality

Suppose A is a mail server and B a generic
SQL DBMS. The specification sA (as mght be expected)
makes no nention of a DBMS;, it sinply specifies the
interface behavior (to its human clients) of the nai
system |In vA however, we find that the software for
A uses tables provided by B to store nessages. A and B
are on separate, interconnected nmachines. Nei t her sB
nor vB nmake nention of the mail systemat all. As in
the preceding exanple, sB conpletely specifies the
behavior of B for all received bit patterns and
seguences. Here, A depends upon B, but B does not
depend on A. Note that data flow in both directions is
conmpletely legitimate and does not conprom se in any
way the "integrity"” (correctness) of B. Dependency is
distinct from"data flow "

Thi s exanpl e shows that a superficia
exam nation of the "architecture" of a domain structure
is insufficient to determ ne which candidate TCB
subsets depend upon other TCB subsets. Superficially,
this architecture is the same as the exanple of
mut ual |y suspicious systens above, but here A depends
on B. It also shows that an exam nation of the
interface specifications is insufficient. Finally, it
shows that dependency is not the sanme as the notion of
"privilege" (as normally understood in the context of
operating systens to nmean |oosened restrictions on
allowed functions and accesses), because there is in
this exanple no sense in which B has access to all of
A s internal structures. It only has access to sone of
t hem
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Exampl e 4: Use of Locally Provided Functionality

Suppose A and B are the mail server and SQL
DBM5 of the preceding exanple, except that A is
implenented in a less privileged ring than B. That is,
the interconnect is replaced by a ring-crossing service
call. Obviously, A still depends on B and B does not
depend on A. The change is that now B has potentia
access to any of A's structures. The general rule for
the use of domain protection nechanisns (such as rings)
isthat if Bis privileged wth respect to A, then A
necessarily depends on B (sinmply by virtue of B's
privilege to access any of A s structures). Thus, a
detailed examnation of sA and VA is unnecessary to
est abl i sh dependency.

Cauti onary Exanpl e

Suppose t hat A and B are "nutually
dependent”; that is, A depends on B and B depends on A
This neans that VvA assunes that B is inplenented
correctly with respect to sB, and vB assumes that Ais
i npl enented correctly wth respect to sA  Further
suppose that both vA and vB are valid (reasonable and
conpelling). One would hope that it follows fromthis
that both A and B are correct. Unfortunately, this is
not al ways the case.

If A and B are both correct wth respect to
sA and sB, then vA is a wvalid argument with a true
prem se and is therefore true. The sane is true for B
and vB.

Suppose, however, that A is inplenented
incorrectly wth respect to sA and B is inplenented
incorrectly with respect to sB. VA is a valid argunent
with a false premise; it is thus valid but (possibly)
untrue. Simlarly, vBis valid but (possibly) untrue.
This case shows that it is quite possible for vA and vB
to both be valid while A and B are both (individually)
i ncorrectly inplenmented.

VWhat has been exposed here is a hidden case
of circular reasoning: the argunent that Ais correct
is based on the assunption that Bis correct, and the
argunent that B is correct is based on the assunption
that A is correct. Thus, VA depends (circularly) on
the assunption that Ais correct, and VA reduces to the
fol |l owi ng tautol ogy:

if VAis correct with respect to sAthen VA is correct
with respect to sA
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It is thus possible in principle for nutually dependent
subsystens A and B to have VA and vBto be logically
valid while either A or B, or both, are incorrect with
respect to their specifications (sA or sB)

To make this result concrete, consider two
airline reservation systens, A and B, based on the
mutual Iy suspici ous systens of exanple 2 above.
Suppose that A maintains information about all flights
originating or termnating in the United States while B
mai ntains information about flights originating or
termnating in Europe. Assume sA includes a statenent
that A will generate flight itineraries froman origin
to a destination, with appropriate provision for
connecti ons. "Appropriate provision for connections”
means allow ng enough tine to change planes wthout
requiring passengers to wait an excessive period of
time. Further assunme that sB includes a simlar
statenment. From the assunption that A neets sA and B
nmeets sB, one can construct a valid argunent that A
nmeets its specification sA for itineraries orginating
or termnating in either the US or FEurope. A
simlarly wvalid argumrent can be nmade about B. |If,
however, A stores flight segnent tines in the |oca
time of the airport and B stores themi n G eenw ch
Mean Tine, an itinerary generated by either A or B that
relies on information from the other will be incorrect
because of the time differences. Thus, A wll not
generate accurate, tinmely flight itineraries, even
t hough a valid argurment that it does can be
constructed. Thi s difficulty ari ses from the
presunption that A and B are mutual |y dependent.

6. TAMPER RESI STANCE ARGUMENTS

The requi r enent to denonstrate t hat
i ndi vi dual TCB subsets exhibit the reference validation
mechani sm tanper resistance property deserves speci al
attention. In a subsetted architecture there are two
(related) aspects to this requirenent. The first is
the ability of a less primtive TCB subset to nmaintain
control over access to the objects that inplement its
| ogi c and data structures. The second is establishing
t he assurance t hat policy-critical or
correctness-critical data wused by a TCB subset is
persistent (that is, that it does not change or becomne
contam nated with other data between the execution of
i nstructions).

A less primtive TCB subset wll be using
objects and subjects provided by a nore primtive TCB
subset. Thus, policy-critical data will be stored in

objects that are provided by the nore primtive TCB
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subset rather than in some systementity created and
mai ntained by the less primtive TCB subset itself.
One part of the tanper resistance argunent focuses on
being able to denonstrate that no alteration of either
the policy-critical data or of the TCB subset's code is
possi ble. That is, no system entity external to a TCB
subset (with the possible exception of nore primtive
TCB subsets upon which it depends) should be capabl e of
causing arbitrary changes to that TCB subset's code or
data structures. |If a third, not nmore primtive TCB
subset (or a subject totally outside the TCB) were able
to gain access to an object where policy-critical data
was stored, the tanper resistance property could not be

established for the TCB subset in question. For a
nost-primtive TCB subset, a wide variety of techniques
could be used to limt access to an object in which

such policy-critical data is stored (e.g., prohibition
on the sharing of objects, strict ownership control of
the ability to extend access perm ssion, and nandatory
access controls). Simlarly, the conditions for
evaluation by parts require that the system designer
identify a set of mechanisnms and their assured
properties as the basis for denonstrating tanper
resi stance for each TCB subset.

The second topic is the assurance that the
contents of the objects that store a TCB subset's
policy-critical data not change except through the
execution of that TCB subset's |ogic. If a data
structure that identified an exported object (such as
tables or tuples or entities) were to have extraneous
data inserted by a nore primtive TCB subset (for
exanple, as a result of garbage collection or the
random action of nmenory nmanagenent), then no basis
woul d exist for argurments concerning the correct
i mpl enentation of the less primtive TCB subset. For a
nmost primtive TCB subset (which includes supporting
hardware), the argunment that the policy-critical data
is kept current and correct can be made strictly on the
basis of that TCB subset. However, when a TCB subset
obt ains resources froma nore prinmtive TCB subset, the
argument cannot be nade strictly on the basis of the
design of the TCB subset. Rather, the argunment nust
proceed from assured mechani sns  provided by nore
primtive TCB subsets. This is exactl y analogous to
the case of a reference validation mechanismfor which
one relies on nmechanisms not strictly included in the
design of the policy-enforcing elements to establish
the requisite properties of non-bypassability and
tanmper resistance. A variety of mechanisms m ght
provi de a basi s for denonstrating t hat t he
i mpl enentation of a TCB subset is correct, even though
resources are obtained froma nore primtive TCB subset
(e.g., type-enforcenent).

Page 116



7. RATIONALE FOR LOCAL AND GLOBAL REQUI REMENTS

Section TG 5, "Cener al I nterpreted
Requirenents,” lists the requirements of the TCSEC
according to how the requirenents apply to a TCB nade
up of nore than one TCB subset. The general rationale
for distinguishing which requirements can be satisfied
by independent analysis and consideration of the TCB
subsets was to consider the requirements one at a tine
to determ ne whether satisfaction of the requirenent by
the individual TCB subsets would necessarily nean that
the entire system satisfies the stated requirenent.
For sone requirenents, such as those for certain
docunentation, it 1is clear that the requirenent is
factorable; that is, it 1is satisfied for the conposite
TCB if it is satisfied for each of the TCB subsets
i ndi vidual l'y. For ot her requi renents, individua
system characteristics could nake factorability of a
requi renent patently obvious, but not all systens would
enjoy such sinple factorability. An exanple would be
trusted path requirements for security-related events:
if all security-related ev ents occur in the nost
primtive TCB subset, satisfaction of the requirenent
by that TCB subset suffices to denpbnstrate that the
system nmeets the requirenent, but for systens that have
security-rel evant events in less primtive TCB subsets,
some expl anation of the cooperative action of the TCB
subsets woul d be required. For still ot her
requi renents, one can expect that the satisfaction of
the requirement for the entire system wll always
require sone explanation of the cooperative action of
the constituent TCB subsets. Provision of a coherent
audit record across events in several TCB subsets is in
this category.

In the paragraphs below, a brief rationale
for identifying requirenents as wholly or partially
gl obal is provided. Those requirenments that are not
listed are considered to be conpletely I|ocal

Subj ect Sensitivity Labels

At | evel B2 and above, the TCSEC requires the
fol | ow ng:

The TCB shall inmediately notify a termna
user of each change in the security |evel associated
with that wuser during an interactive session. A

term nal user shall be able to query the TCB as desired
for a display of the subject's conmplete sensitivity
| evel .
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For subsett ed archi tectures, t he user
interface could be to a TCB subset that does not
support a mandatory access control policy. Thus, a
change noted by a nore primtive TCB subset that does
support such a policy would have to be relayed to the
user, possibly through cooperative action of the ful
set of TCB subsets. Simlarly, a request by a term nal
user for the conplete sensitivity level <could be
initially received by a TCB subset that does not
support a mandatory access control policy and wll
require cooperation between TCB subsets to determ ne
the conplete subject sensitivity level and to provide
that information to the requesting user

Identification and Aut hentication

The identification and aut henti cation
requi renents in the TCSEC address the need to correctly
associ ate authorizations with subjects. In a TCB rmade
of several TCB subsets, it is possible that only one of
the TCB subsets wll provide identification and
aut hentication, which will be wused by all the |less
primtive TCB subsets. Al ternatively, identification
and authentication may be provided directly in nore
than one TCB subset. |In either case, the TCB subsets

have to work cooperatively to wuse identification and
aut hentication data for wuniquely identifying users and
for associating users with auditable actions.

Trusted Path

At B2, the only required uses of trusted path

are login and authentication. At B3 and above,
occasions "when a positive TCB-to-user connection is
required (e.g., login, change subject security level)"
are included. In both cases, a systemvendor nay

choose to use trusted path for situations where the
security-rel evant event could be recognized or handl ed
in nore than one TCB subset. On those occasions, the
careful coordination of all the involved TCB subsets in
the correct handling of trusted path situations nust be
shown. [If a single TCB subset inplenments trusted path
and all the invocations of trusted path are limted to
that TCB subset (that 1is, the flow of control in
responding to a trusted path initiation never |eaves
the TCB subset until the response is conpleted), then
nothing further would be required. The description of
the limtation of trusted path to a single TCB subset
will suffice for the global part of the requirenent,
| eaving only the denonstration of |ocal satisfaction of
the requirene nt by the identified TCB subset.

Audi t
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If each of several TCB subsets neets the
audit requirements locally, then there is the issue of
whet her the set of audit records neets the requirenents
of being able to note and record individual user
actions, and at B3 and above, to be able to initiate
requi red action. If not all the TCB subsets neet the
audit requirements locally, then the requirenments nust
be satisfied by the cooperative action of the set of
TCB subsets. In both cases, consideration of the audit
characteristics of all the TCB subsets has to be part
of determning that the entire TCB neets the audit
requi renents.

System Architecture

For many of t he system architecture
requi renents, denonstrating that a requirement is
satisfied by all of the consitituent TCB subsets is
sufficient to denonstrate that it is satisfied for the
conposite TCB. The requirements for the "TCB [to]
mai ntain a domain for its execution" and for the TCB to
"maintain process isolation through the provision of
di stinct address spaces"” could be satisfied by the
entire TCB without each constituent TCB neeting the
requi renent.

The requirement for the TCB to maintain a
domain for its execution inmplies the need for each TCB
subset to have a domain for its own execution, isolated
from both untrusted portions of the system and from
less primtive TCB subsets. The exact wording of the
TCSEC requirement could be read as disallowing a |less
primtive TCB subset from occupying a domain provided
by a nore primtive TCB subset and to allocate its
subj ects to donmins that do not have access to its own
domai n: the verb "mai ntain" could be (erroneously)
read as requiring each TCB subset to create and
maintain its own domain for execution. The proper
interpretation is that the TCB as a whol e nmust provide
and nmaintain such donmains for execution, rather than
each individual TCB subset.

Simlarly, the exact wor di ng of the TCSEC
requi renent on the "maintain[ing] of process isolation
t hrough the provision of distinct address spaces" could
be read as requiring each TCB subset to provide

di stinct address spaces. The proper interpretation is
that the TCB as a whole nmust provide and naintain
process i solation, either t hrough provision and

subsequent use of distinct address spaces, or through
provision of distinct address spaces by every TCB
subset .

Covert Channel Analysis
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This requirenment applies as stated in the
TCSEC to the entire TCB. VWen the TCB is nade up
entirely of TCB subsets neeting the conditions for
eval uation by parts, analysis of the individual TCB
subsets suffices to satisfy this analysis requirenent.
O herwi se, covert channel anal ysis nmust address the
entire TCB (even if the result of covert channe
anal yses of the individual TCB subsets were avail abl e).

Trusted Facility Managenent

The ability to run a trusted systemfacility
properly applies to the <conbination of TCB subsets
maki ng up the TCB. This requirenment should not be
difficult to neet, provided that the individual TCB
subsets neet the requirenent and the interactions
between the TCB subsets at the facility managenent
| evel are clear.

Trusted Recovery

In the case of "an ADP system failure or
ot her discontinuity,” each TCB subset in a B3 or above
system needs to be able to recover "without a
protection conprom se.” Further, the recovery actions
of distinct TCB subsets needs to be coordinated and
combined so that the resulting system is not only
recovered as far as each TCB subset is concerned, but
is also recovered as a conposite TCB

Security Testing

This requirenment applies as stated in the
TCSEC to the entire TCB. If a TCB consists of TCB
subsets neeting the conditions for evaluation by parts,
the satisfaction of the requirenments by each TCB subset
suffices to satisfy the requirenment for the entire TCB
O herwi se, security testing nmust include testing of the
entire TCB (even if the results of testing the
i ndi vi dual TCB subsets are avail abl e).

Desi gn Specification and Verification

For many of the design specification and
verification requi renents, denonstrating t hat a
requirenent is satisfied by all of the consitituent TCB
subsets is sufficient to denonstrate that it is
satisfied for the conposite TCB. The requirenents for
a "formal nodel of the security policy supported by the
TCB" and that the DILS at B3 and the FTLS at Al "be an
accurate description of the TCB interface" apply in a
limted way to the entire TCB
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After conplying security nodels are provided
for the individual TCB subsets, a convincing argument
is required to explain how the set of nodels represents
abstractly the policy of the entire system

After conplying top-Ievel speci fications
(DTLS at B3 and FTLS at Al) are provided for the
i ndi vidual TCB subsets, an explicit and convincing
description of how the set of top-level specifications
describe the TCB interface wth respect to exceptions,
errors and effects nmust al so be provided.

8. CONTENT- DEPENDENT AND CONTEXT- DEPENDENT ACCESS
CONTROL

An attractive proposition in a database
managnent system is to inplenment access controls that
depend in some way on the values of the data in a
storage object or the context in which the infornation
is accessed. For exanple, one mght desire to limt
access to all personnel records in a database according
to the salary value (content-dependent access rules).
On the other hand, a company's earnings report mght be
held in confidence until announced at the stockhol ders
nmeeting, at which tine it is public information
(cont ext - dependent access rul es).

Thi s docunment does not encourage or endorse
mandatory access control on storage objects that are
based on the content of data values or on the context
in which the information is viewed. G ven that these
are research topics, it is prudent to take this
conservative stance. Research and current practice are
insufficient to allow definitive guidance on such
i mpl enent ati ons.

9. BULK LOADI NG OF A DATABASE

The bul k | oading of a database into (perhaps
t housands of) database objects nmnust be done with care.
If the data to be | oaded are unlabeled, it may not be
practical to require an authorized user to exanm ne the
data to be loaded into each object and assign it a
sensitivity label. Instead it may be nore practical to
assign labels to the data according to the sensitivity
| abel of the single-level device that is used to inport
it. In this way, bulk loading may be done in
si ngl e-1 evel stages.

Even inporting |abeled multilevel data may
prove difficult. The inported data records nay be
organi zed on the input device in accordance with their
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| ogical structure, not their sensitivity Ilevels. For
some trusted DBMS architectures, this requires that the
TCB first separate the data by sensitivity |levels and
subsequently load the data into the database as
si ngl e-1evel structures.

Anot her problemw th bul k | oadi ng of | abel ed
data is granularity. It nmay be that the |abeling
granularity of data on the input device is different
from the |abeling granul arity supported by the
receiving trusted DBM5. As an exanple, the data being
i nported may be | abeled at the file or field |l evel, and
the inporting DBVMS may support |abeling at the tuple
level. 1In such instances, the data would have to be
mapped i nto objects of the proper |abeling granularity
as the data are being inported.

10. LCCAL ANALYSI S IN SYSTEM ASSESSMENT

The ability to distinguish and separately
reference the results of |ocal analysis of TCB subsets
is a primary aspect of evaluation by parts, and the
benefits which accrue are apparent in tw, closely
related, cases that arise in evalutions by parts.
These may be thought of as dealing with the probl ens of
"hosting" and "porting"” although they are actually two
aspects of the sane problenthat of assessing a trusted
system constructed of previously evaluated parts.

For the first case (i.e., that of "hosting"),
consi der an operating systemwhich has been eval uated
against the TCSEC requirenents and has received a
rating. Thus, the operating system is a TCB for which
both the local and global analysis has been done. The
results of the local analysis can now be used to
support the wevaluation of a TCB nade up of the
operating system (or, the nore primtive TCB subset)
and any proposed TCB extension (or, less primtive TCB
subset). Suppose, for exanple, that vendor A chooses
the rated operating system as the host for a DBMS
product, which inplenments an access control policy. As
described in TG6, it is now possible, wunder the
correct conditions, to re-use the results of the |oca
anal ysis of the host operating system in devel oping a
rating for the conposite system Even for those cases
not nmeeting all the conditions for evaluation by parts,
it my be possible that some, if not nost, of the
previous results are still valid. If vendor B also
chooses the rated operating system as the host for his
DBM5 product, it wll be possible (again, under the
proper conditions) to develop a rating for the (new)
conposite systemw thout having to repeat the |oca
anal ysis of the host operating system As an alternate
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case, suppose a site has need of an electronic nai
service as well as the DBMS utility. The nmail utility
will operate in a peer-entity relation with the trusted
DBMS utility (i.e., both the nail service and the DBMS
depend on the host operating system but neither
depends on the other). Agai n, having the results of
the I ocal analysis of the host operating system eases
the burden of assessing the security characteristics of
the user interface to the conposite system nade up of
the mail system and the host operating system In
short, the ability to distinguish and separately
reference the results of the | ocal analysis of the host
operating system makes it feasible to evaluate the
effect of adding arbitrary trusted applications, only
by performng the |ocal analyis for the application and
any gl obal anal ysis required.

For the second case, (i.e., that of
"porting") the question becones that of determning the
effect of nmoving a known trusted application, such as a
DBMS, across arbitrary host systens. Assune that a
trusted DBM5  product neeting the conditions for
eval uation by parts has been evaluated on sone trusted
host, and a rating determned for the conposite system
Clearly, the results of the local analysis of the
trusted application available are also applicable to
the analysis of a conposite system made up of the
trusted application and a different host operating
system Thus, having the | ocal analysis of the trusted
application will ease the evaluation burden associated
with porting of trusted applications to different
host s. To the extent that the conditions for
eval uations by parts have been satisfied, the |oca
analysis of the application is valid by reference.
Hence only the local analysis of the host operating
systemand the requisite global analysis is needed to
assess the security attributes of the new conposite
system

11. RATI NG MORE COVPLEX SYSTEMS

The viewtaken by the TCSEC is that of an
"atomic" TCB; the TCB is seen to be a single entity
which 1is, in some sense, honpbgeneous. This allows a
relatively sinple measure (i.e., the digraphs) to be
assigned to the TCB. However, real systens may be nore
conplex, resulting in the inability of a single, sinple
rating to convey the full conplexity of the system
This is inplicitly recognized in TCSEC evaluation
reports and EPL entries, in which credit may be given
to a vendor for neeting TCSEC (functional) requirenents
beyond those necessary to satisfy the rating (e.g., the
B3 discretionary access control feature in a C2 TCB).
In short, systens which reflect strai ghtforward
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i mpl enent ati ons or extensions of the TCSEC can
accurately be described with a single digraph. On the
other hand, adding complexity to systens may violate
assunptions which underlie the TCSEC rating system
requiring a nore conplex description if accuracy is to
be achi eved.

If a TCB made up of TCB subsets is consistent
with the TCSEC assunptions on honbgeneity, then a
simple digraph suffices for a full and accurate
description of the security properties of the product.
However, to the extent that a subsetted architecture
i ntroduces conplexity not captured by the digraphs, the
simpl e TCSEC ratings cannot be applied to the conposite
system More specifically, for a subsetted TCB to
achieve a single rating, all the requirements of that
cl ass nmust be sati sfied. For exanmple, if a
di scretionary access control-enforcing DBMS TCB subset
is added onto a previously evaluated B3 product, the
entire systemcan achieve a B3 rating if it could al so
have achieved the B3 rating evaluated as a nonolith.
That is, the new TCB subset nust also satisfy all the
assurance and architectural requirenents of B3.

Consi der a candidate TCB subset whi ch
enforces a discretionary access control policy over a
new type of object, targeted at a host system which has
al ready been evaluated at the B3 level. Exanples are a
dat abase managenent system providing discretionary
access control over tuples, a transaction processor
provi di ng di scretionary access control over
transacti ons, and a nmessage system providing
di scretionary access control over nessages. If the
candi date TCB subset neets all the C2 requirenents, the
problem is what rating will be assigned to the
conposite system To designate it a "C2" 1is clearly
i naccurate, as well as being wunfair to the original B3
product vendor. To designate it "B3" may be equally
i naccurate, and it creates anbiguity in the neaning of
the nmetric used for conparing systens. In fact,
dependi ng on the details of the specific candidate, the
conposite systemcould legitimately be rated at any
I evel fromC2 to B3 under a TCSEC eval uati on

The TCSEC rating system assunes a neasure of
honbgeneity which the above exanple violates thus
i nvalidating the very basis upon which a single digraph
may be assi gned. Hence, a subsetted system such as
descri bed above, w |l have to be characterized with a
nore conpl ex description than a single digraph
Al though this my seemundesirable, it will be a nore
accurate description of the system and it provides
sufficient information to allow system designers and
accreditors to make decisions about sufficiency of
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security for their specific applications. |In essence,
such an approach is necessary for recognizing the
additional conplexity which can be introduced by
architectures which allow system elenents to be
devel oped separately.
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GLOSSARY

candi date TCB subset The identification of the
hardware, firmvare, and software that rmake up the
proposed TCB subset, along with the identification of
its subjects and objects; one of the conditions for
eval uation by parts.

cont ent - dependent access control Access control in
whi ch access is deternmined by the value of the data to
be accessed.

cont ext - dependent access control Access control in
whi ch access is det er m ned by t he specific
ci rcunst ances under which the data is being accessed.

dat abase nanagenent system A conputer system whose
main function is to facilitate the sharing of a conmon
set of data anong nany different users. It nmay or may
not maintain semantic relationships anong the data
itemns.

DBMS  Abbreviation for "database nanagenent system™

depends A TCB subset A depends (for its correctness)
on TCB subset B if and only if the (engineering)
argunents of the correct inplementation of A wth
respect to its specification assune, wholly or in part,
that the specification of B has been inplenented
correctly.

dormai n The set of objects that a subject has the
ability to access.

dom nated by Security level A is doninated by
security level Bif (1) the clearance/classification in
Ais less than or equal to the clearance/classification
in B, and (2) the set of access approvals (e.g.
conpartnent designators) in Ais contained in the set
of access approvals in B (i.e., each access approval
appearing in A also appears in B). Thi s dom nance
relation is a special case of a partial order.

dom nat es "Security level B dom nates security |evel
A" is synonymous with "security level A is dom nated by
security level B." See "dom nated by."

gl obal requirenents Those which require anal ysis of
the entire systemand for which separate analysis of
the individual TCB subsets does not suffice. See
Section TC-5.3.2 for a sumary |ist.

lattice A partially ordered set for which every pair
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of elenents has a greatest |ower bound and a |east
upper bound.

| ocal requirenents Those for which separate anal ysis
of the individual TCB subsets suffices to determ ne
conpliance for the conposite TCB. See Section TC-5.3.1
for sunmary |ist.

nmet adat a (1) Data referring to other data; data
(such as data structures, indices, and pointers) that
are used to instantiate an abstraction (such as
"process,"” "task," "segnent," “"file," or "pipe"). (2)
A special database, also referred to as a data
di ctionary, containing descriptions of the elenents
(e.g., relations, domains, entities, or relationships)
of a dat abase.

monolithic TCB A TCB that consists of a single TCB
subset.

obj ect A passive entity that contains or receives
information. Access to an object potentially inplies
access to the information it contains. Exanples of
objects are: records, blocks, pages, segnents, files,
directories, directory trees, and prograns, as well as
bits, bytes, words, fields, processors, video displays,
keyboards, clocks, printers, network nodes, etc.

partial order Arelation that is synmetric (ais
related to a), transitive (if ais related to b and b
is related to ¢, then a is related to c¢), and
antisymetric (if ais related to b and b is related to
a, then a and b are identical.)

primtive An ordering relation between TCB subsets
based on dependency (see "depends" above). A TCB
subset Bis nore primtive than a second TCB subset A
(and Ais less primtive than B) if (a) Adirectly
depends on B or (b) a chain of TCB subsets fromA to B
exi sts such that each element of the <chain directly
depends on its successor in the chain

ref erence nonitor concept An access control concept
that refers to an abstract nmachine that nediates al
accesses to objects by subjects.

reference validation nmechanism "An inplenmentation of

the reference nonitor concept . . . that validates
each reference to data or progranms by any user
(program) against a |list of authorized types of
reference for that wuser." It nust be tanper proof,

must al ways be invoked, and nmust be snmall enough to be
subject to analysis and tests, the conpleteness of
whi ch can be assured. [1]
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security policy The set of laws, rules, and
practices that regulate how an organization nanages,
protects, and distributes sensitive information

st orage obj ect An obj ect that supports both read and
wite accesses.

subj ect An active entity, generally in the formof a
person, process, or device that causes information to
flow anmong objects or changes the system state.
Technically, a process/domain pair.

subset - dormai n A set of system donains. For
eval uation by parts, each candidate TCB subset nust
occupy a distinct subset domain such that nodify-access
to a domain wthin a TCB subset's subset-domain is
permtted only to that TCB subset and (possibly) to
nore primtive TCB subsets.

TCB subset A set of software, firmnare, and hardware

(where any of these three could be absent) that
medi ates the access of a set S of subjects to a set O
of objects on the basis of a stated access control

policy P and satisfies the properties:

(1) M nediates every access to objects O by
subjects in S

(2) Mis tamper resistant; and
(3) M is snall enough to be subject to
analysis and tests, the conpleteness of which can be

assur ed.

techni cal policy The set of rules regulating access
of subjects to objects enforced by a computer system

Trusted Conputing Base (TCB) The totality of

protection mechani sns wi thin a conputer system
i ncl udi ng har dwar e, firmware, and software the
conbination of which is responsible for enforcing a
security policy. A TCB consists of one or nore

conponents that together enforce a unified security
policy over a product or system The ability of a TCB
to correctly enforce a security policy depends solely
on the mechanisnms wthin the TCB and on the correct
i nput by system admi nistrative personnel of paraneters
(e.g., a wuser's clearance) related to the security

policy.

trusted subject A subject that is permtted to have
si mul taneous view and alter-access to objects of nore
than one sensitivity level.
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user Any person who interacts directly wth a
conputer system

view That portion of the database that satisfies the
conditions specified in a query.

view definition A stored query; sonetimes |oosely
referred to as a "view"
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