Scope

This standard applies to all corporate data, including corporate customer data, whether located at a corporate facility or a third party facility, and whether handled by corporate employees, or corporate contractors, vendors, third party service providers, or their staff or agents.  This standard also applies to all wholly owned and partially owned subsidiaries.

The guidance in this standard shall be considered the minimum acceptable requirements for the use of Patch Management managed by the corporate Managed Security Services Team.  This standard sets forth expectations across the entire organization.  Additional guidance and control measures may apply to certain areas of corporate.  This standard shall not be construed to limit application of more stringent requirements where justified by business needs or assessed risks. 

Patch Management

Corporate business functions rely upon the integrity, confidentiality, and availability of its computer systems and the information assets stored within them. Responsibilities and procedures for the management, operation and security of all information processing facilities must be established.  This standard supports the stated objectives.

Security patches are the primary method of fixing security vulnerabilities in software. Currently Microsoft releases their security patches once a month, and other operating systems and software projects have security teams dedicated to releasing the most reliable software patches as soon after a vulnerability announcement as possible. Corporate is committed to ensuring the security of our networks by having a system in place to guarantee that all operating systems and applications are systematically patched and tested.

Roles & Responsibilities

The IT Custodian is responsible for defining and implementing security measures and controls to ensure the system(s) / application(s) are managed and operated in a secure and effective manner.

The Chief Information Security Officer has overall responsibility for security policy, and in conjunction with the Information Security Department will be responsible for defining, implementing, managing, monitoring and reviewing compliance with the Electronic Messaging Policy.

The OS Engineering Department has the responsibility to ensure that all corporate servers are patched with most current patches to ensure the security of corporate networks.  
They are also responsible for implementing security measures and controls to prove “due care and due diligence” and meet the legal, statutory, regulatory and contractual obligations of the company.

The Governance, Risk and Compliance Department has the responsibility to audit and review the adequacy of controls and security measures in place to measure and enforce conformance to this standard.

Requirements and Implementations

Applicability:  This policy applies to all application teams, OS teams and operators of corporate assets with the role of applying security updates and patches.  This policy applies to patches that are rated severity 4 and 5 on a 5 point CVSS scale with 5 being the highest.

Internet Facing Hosts:    Patches released by the vendor for the operating system and applications on externally facing hosts that are accessible by Internet users must be applied within 7 days of date of release.  Other vulnerabilities discovered by user reporting or vulnerability scanning must be patched within 7 days of discovery if a patch is available.

Internal Facing Hosts:  Patches released by the vendor for the operating system and applications on hosts that are accessible by internal users must be applied within 30 days of the date of release.  Other vulnerabilities discovered by user reporting or vulnerability scanning must be applied within 30 days of discovery.

Tracking and Ticketing:  Security Operations will be responsible for coordinating efforts between OS and application teams for patching.  Ticketing for patch application will be tracked by your help desk tool.  OS and application teams will use “Your current Vulnerability Assessment Tool “ to determine critical vulnerabilities that need to be addressed.  In addition, there may be patches identified by the Threat Response Team and audit teams that must be applied as well.

Metrics and Reporting:  Your current Vulnerability Assessment Tool provides metrics and reporting that identifies patches that are not applied from scan to scan.  Other reports may be generated by Security Operations via your help desk tool your help desk tool on a regular or ad hoc basis.

Exceptions under this policy must be detailed in a Risk Acceptance form approved by the System/Application Business Owner, an Executive Lines of Business representative and the IT Custodian and the Information Security Compliance Department.
