
Corporate use of PGP & Key Management- Recovery
Abstract

This paper describes the commercial version of the encryption program, PGP, and how it became available for markets outside US. It also describes what tools are available for an organisation to configure and enforce its security policy. The policy can be set within a broad range which can go from a total trust in employee's common sense (and human mistakes) up to enforcing the highest security level within a closed group of corporations. 

The management of PGP:s infrastructure can be divided into five different administrative roles, and each role can be assigned a keypair which is held by trusted person. For higher security, each such key can be further divided into several pieces to avoid a single person to misuse his power. 

A special highlight is placed upon the inner working of PGP's decentralised key recovery method. The details points out the difference between GAK, Governmental Access to Key and (in PGP's lingua), ADK, Additional Decryption Key. This is important to clarify since the question of who will hold the recovery keys are of crucial importance for sovereign countries and companies. If a company decides to install key recovery for their employees, it is the company alone that has full control of the key recovery procedure and this eliminates the need to trust an external key recovery centre. 

Status of this paper.  
An earlier version was of this public paper that was presented at Nordsec '98, a Nordic Security Conference [NO-98] It has since then been further polished and updated to include the latest changes. It has also slowly changed character to become more of a background reading for participants in courses.
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INTRODUCTION

The first version of PGP was available in 1991 and has become one of the world's de facto standards for private communication between individuals. With the commercial version now available outside US, corporations can reach the same level of confidentiality on an international scale, that prior was restricted to private individuals. 

There are six main reasons why PGP of today has become accepted for corporate usage:

1) PGP's "web of trust" model is not suitable for commercial use where there is a need for stronger legal bindings between an individual and his public key. 

2) This is solved by PGP-compatible certificate servers from several different vendors, which simplifies a hierarchical structure instead of the web of trust. Most importantly, they are controlled by the company alone. 

3) Technical support. Companies do not have time to search for technical support on Internet or wading through all postings in news groups/mailing lists. With commercial software they get support in their native language, just a phone call away. 

4) Licensing problem solved. The freeware version of PGP had since long been available for private use. A corporation (outside US) could however not implement the commercial version of PGP since the software was not even supposed to exists. 

5) Key recovery. Corporations that needs this ability can now use it on their own conditions. 

6) The innovative international distribution enables multinational corporations to use the same program for strong encryption in different countries. 

7) More applications for the money. PGP has extended its applications from the earlier file and mail encryption, to now also include, VPN, Virtual Private Network, Self decrypting archives, Volume encryption for hard disks, etc.

PGP's key management can be regarded as a cryptographic Swiss army knife that allows a very flexible PKI, Public Key Infrastructure, that can grow with the actual needs, instead of waiting for establishment of a national infrastructures. PGP can handle a mix of the traditional web of trust, a flat PKI with cross certifications between companies and a strict hierarchical infrastructure. 
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How commercial use became possible outside US

After 1 January 1999, The U.S. export rules requires that strong encryption programs from US must contain a cryptographic backdoor to a third party that all participants are assumed to trust. An exemption from these requirements are called "Clear Zone" and it means that the financial, health sector, and commercial corporation in about listed 40 countries can buy strong cryptography from US after an approval procedure. But since usage is only allowed within the organisation itself, the benefit of standards is lost. Encryption that will be used within a corporation only, don’t even need a standard. It's enough to use products from a stable manufacture. 

Example; a law firm that wish to communicate securely with their customers' would require two encryption programs; One with strong encryption for internal communication, and a weaker encryption program for communication with the customers in the outside world. 

However, PGP has its own solution of how to become immune against changes in political restrictions, and to be world wide available to everybody. While most encryption vendors regards their source code  as the major corporate secret, PGP goes in the total opposite direction and publish their source code.

A Swiss firm, Cnlab Software AG, develops, reengineer and compile an international version of PGP based upon published books with source code that was legally exported from United States. The resulting program is then licensed to Network Associates International by which resides in Amsterdam. Netherland is also the location of the customers web site from where they can download updates. 

The software is packed on physical media, such as CD:s in Ireland and shipped to markets in United Kingdom, Germany, Australia, Scandinavia, and other countries that do not restrict import of strong encryption. The same books have also been scanned in by volunteers outside the US, and are compiled to a freeware version. [INT 98] This method to get around US export rules started in 1995, when Phil Zimmerman published the sourcecode in a 1000 pages thick book. Today (version 6.5.1) the total amount of code for all products and different operative systems is 56,000 pages in 43 volumes volumes. To ease the scanning, they are distributed in ring binders. Minor program updates can easily fit into a single volume, so reengineering goes faster. 

To further comply with US export regulations, no technical assistance is given from the US. Instead a dedicated security division has been created in Europe to provide technical support to customers and distributors in other countries. 

PGP's certificate server is an exemption from the tradition of publishing sourcecode. The certificate server exists in two version; one US version, and an export version. The export version of the PGP’s Certificate Server do not encrypt data.  It provide strong authentication.  The Transport Layer Security (TLS) connection between the PGP client and the server is strongly authenticated; but the

data is sent over the network without being encrypted.  This means that the queries and adds that are performed by the PGP client can be viewed by others, but the identity of someone performing administrative functions is still strongly authenticated. However, this seems to not be such a security breach for making it worth to publish the sourcecode for the certificate server. 

Nist approval.

All PGP products use the components in PGP's Software Development Toolkit. In 26 of August, 1999 the toolkit received a FIPS 140-1 Level 2 Certification from NIST (National Institute of Standards and Technology) and CSE (Canada).  (Level 2 is the highest level obtainable for a software product.) Such a certification is required by US Government agencies and government contractors for all cryptographic products. This certification signifies that NIST has fully reviewed the security and implementation of PGP's cryptography. New functionality in coming versions of the toolkit will not require a re-certification as long as the program code of the existing algorithm parts remain unchanged. 

The approval is at;

http://csrc.nist.gov/cryptval/140-1/1401val.htm
More details about Nist's "Cryptographic Module Validation Program" is at; http://csrc.nist.gov/cryptval/
Wassenaar

New export restriction became effective in April 1999 between the 32 countries in the Wassenaar-arrangements. In short, the earlier limit, for exportability was raised from 40 to 56 bit. But PGP's encryption strength goes far beyond that with it's 128 bits, so the existing restrictions remains, and thus also the reengineering of an international version.  See [EXP] for details on restrictions in different countries.

However, the agreement contains an exemption for generally available encryption software, under terms called "General Software Notes", and Denmark has as the first country, formally approved and classified the freeware version of PGP as "General Software". Thus the Freeware version of PGP is exempted from export restrictions since;

· It is meant for public use

· The user can install it himself without any help

· It's free to download.

References;

The approval translated to English is at;

http://jya.com/pgp-dk.htm
The approval in Danish can be found at;

http://www.datashopper.dk/~boo/pgp.html
A fax copy of  the formal approval sent to me (Laszlo) from Bo Elkjaer. The approval is signed 12 April, 1999, 

A US court ruled (5 of May -99) that cryptographic source code is protected by US constitution on free speech. Since a constitution has a higher weight than export restrictions, this could mean that the step for printing the source code on paper could be eliminated. Since this is a highly important landmark, the next step will probably to bring the case up to United States Supreme Court. So expect further delay.

References; 

"Math professor wins landmark crypto ruling "
http://www.news.com/News/Item/0,4,36217,00.html?owv
"U.S. Court of Appeals for the Ninth Circuit - BERNSTEIN V USDOJ"
http://www.epic.org/crypto/export_controls/bernstein_decision_9_cir.html
Bernstein vs. US - Government petition for rehearing, 21 of June -99.
http://jya.com/bernstein-pet.htm
The formal details should be on the courts (9th Circuits) webpage at;

http://www.ce9.uscourts.gov
U.S has also announced that they will further relax their export rules. The exact details will be public in 15 December 1999. It will be highly interesting to see if this means that PGP’s source code can be freely exported without the need for publishing it in books.

Adoption of standards is another highly effective way towards international use. PGP use LDAP, Light Weight Directory Access Protocol, which is the standard  for communicating against X.500 catalogues, but can also be used as a directory service itself. The industry-standard for certificates, X.509 V3, is supported by PGP, from ver 6.5. The capability will exist whereby users can import an X509 certificate and verify the signature from a known signing authority. Example; X509 certificates used for client side authentication of web SSL or TLS connection can be imported into PGP and have the signature verified. Technically, PGP will use a "wrapper" around its certificate to make it comply with the X509 standard.
Through partnership between NAI, Verisign, Entrust and Xcert, there will be three different, and compatible, PKI providers that a customer can chose between. Thus X.509 certificates issued by Entrust PKI, 4.0, (Entrust support requires Entrust VPN Connector 4.1) and Verisign OnSite 4.0 package can be used by PGP. The third choice is Network Associates own PKI, Net Tools PKI server, which is based on Xcert's digital certificate management technology called Sentry. [STA 98]
PGP's message format was in 1998 adopted as a proposed standard, RFC 2440, "OpenPGP Message Format" by the official standards body of Internet; The Internet Engineering Task Force, IETF. [RFC]

PGP also supports TLS, Transport Layer Security. A protocol based on SSL which provides communications privacy over the Internet. The protocol allows applications to communicate in a way that is designed to prevent eavesdropping, tampering, or message forgery. TLS are in progress of possibly becoming an Internet standard. [RFC 2246] 

PGP has also adopted IPSEC, an Internet standard for VPN, Virtual Private Network. To ensure that PGP´s VPN really can communicate with other products that also follows the same standard, PGP has joined Cisco's VPN Client Interoperability Program and completed thorough interoperability testing with Cisco IOS Software. PGP VPN client software will thus be certified to seamlessly interoperate with Cisco’s comprehensive family of VPN-optimised routers and firewalls. [VPN] Every vendor that wants their product to be tested against Cisco's products are members of an Cisco initiated association called "Security Association". It is an independent American company called Key Labs that performs the tests which certifies third party products. In august -99, 18 product from different vendors (including PGP) has been approved for interoperability. 
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A review of a public key encrypted message

To encrypt a message, we need an encryption key. It is created with a random number generator, and called a session key. That is because a new key is created for every new message to be encrypted. The session key in PGP is at least 128 bits. The longer the session key is, the harder it is to try to break the message by trying all possible keys. (exhaustive search) 


Figure 1. An encrypted message before the encryption key is protected.

Since the encryption key is just appended to the message, it adds no security. 

To protect the encryption key from being read by an eavesdropper it's encrypted with the recipient’s public key. For mathematical reasons, a public key must have a longer key length than a symmetric chipher in order to reach the same level of security. Depending of the length of the symmetrical key, a public key is about 7 - 18 times longer. For an example, PGP's length for symmetrical keys starts at 128 bits, while the public key can be chosen between 1024 - 4096 bits. (default is 2048 bits)











Figure 2. Encryption with a public key protects the session key that encrypted the message

In this figure, it is only the intended recipient that can decrypt the message. Not even the sender himself can decrypt it. This method, to mix symmetric encryption, that uses session keys, and asymmetric encryption, which use public keys, is used in almost every public key encryption program. The benefit is increased encryption speed. Fast symmetrical encryption encrypts the message, and the slower public key encryption safeguards the session key, performs digital signatures, and encrypts with a recipient's public key. 
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Basic key recovery - the classic method 

Key recovery, data recovery, message recovery and additional recovery keys are all different terms used when an encrypted message is created in such a way that it is readable by the intended recipient and a third party. The third party can then decrypt all files stored on a harddisk or sent by email, without access to the user’s private key. Since the decryption can be done without ever notifying the owner of the information, the risk of misuse from a third party has been subject to a lengthy debate. A part of the rhetoric in this debate is to call the third party; TTP. Trusted Third Party.

The basic concept of key recovery is to make a copy of a session key and encrypt it with the public key for a third party which thus will be able to recover the message. When a user encrypts a message, both the intended recipient and the third party is able to decrypt it. The most common method is to use only one recovery key for all messages, and all users. This recovery key is then hold by an external third party that all participants are assumed to trust. In contrast, PGP's method with two recovery keys enables a company to keep the whole recovery process in their own hands.
5
PGP's Decentralised Key Recovery Scheme

Each user generates his own keypair so the private key is in the users sole control.

PGP includes key recovery as an option in the commercial version. Unfortunately there is not much written about the technical details. The most important characteristic of PGP:s key recovery method, is that the company alone holds the recovery keys for their employee’s messages. There is no need for an external third party that must be trusted. The price for this is a more complex solution, but the program automatically does the work, so the complexity is hidden for the user.

PGP has three different recovery keys. Incoming email, outgoing email and locally stored data with PGPdisk for volume encryption. The reason for using three recovery keys is to limit the effects in case one of the recovery keys should be misused.

My experience is that corporations usually implement data recovery to cover the situation where the user forgets his passphrase, and the data must be recovered. It is not possible to restore the users data from the daily backups, because that data is also stored in encrypted way, with the users forgotten passphrase. Data recovery is useful to help the average users that cooperate with the company policy, but useless if an employee really wants to bypass the recovery mechanism. 

Discussion.
Some argue that there is no need for recovering email. The argument is that the ability to recover data in transit is only useful for wiretapping purposes. Thus data recovery is only useful if the corporation needs to monitor their employees, and data recovery is a potential risk if the recovery keys fall in the hands of an unauthorised part. This argument fails because encrypted email is also included in the daily backup routines, so therefore email should be regarded as stored data instead of only being data in transit. 

PGP's VPN is a better example of data in transit. The VPN encrypts plaintext data in real time between two end users, and this encrypted traffic does not contain any recovery function. 

6
Outgoing messages.

For those familiar with PGP, this is mainly a way to use the functionality of multiple recipients, where the corporate outgoing recovery key always is added as a recipient. The recovery keys are called ADK, Additional Decryption Keys in PGP lingua. Technically, it works like this;  The first step is to make a copy of the session key that encrypted the message. Thus we have two identical session keys that both can decrypt the message.





Figure 4. A copy of the session key let two recipients decrypt the encrypted message.

The sessionkeys are then encrypted with two public keys; the intended recipient's and the recovery key for outgoing message. The session key that is encrypted with the recovery key is appended to the message, so it becomes a little bit longer. (Typically a few hundred bytes.) This extra overhead on each message is called Data Recovery Field. 






Figure 5. A copy of the session key is encrypted with a public recovery key 
This forms a key recovery scheme for all outgoing messages. If the company wants to read a sent message from an employee, they:

1) Use the private key for the outgoing decryption key to decrypt the data recovery field and reach the session key.

2) Use the revealed session key to decipher the encrypted message.
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Incoming messages 

The method to recover incoming messages, is a bit harder to grasp. Since we can not configure every PGP version that's out in the world to use our incoming recovery key, we instead modify the certificate to contain a link to the KeyID to the certificate owners incoming recovery key. 

Each employee’s certificate includes thus includes a pointer to an additional decryption key for incoming messages. A sender thus encrypts a message to two public keys; the intended recipient and the recovery key for incoming messages. Certificates that have key recovery enabled are clearly indicated for the sender who also can also choose to be warned before encrypting to a recovery key. If the recovery key do not exist in the senders local keyring, it will be fetched from the certificate server. This is a one time procedure for each corporation. Once the sender has the incoming recovery key in his local key ring, he can use that key for all communications with all employees within that corporation. The certificates would become much bigger if these public keys would be included in each certificate, so pointers are used instead. The certificate thus looks like this:





  pointer 



























Figure 3. The users certificate contains pointers to the recovery key for incoming messages.

Different persons can keep the private part of the recovery keys to reduce the effects of misuse. 
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Recovering Locally stored files.

To encrypt locally stored files, PGP use volume encryption. It acts very much an extra harddisk. A device driver maps a fixed space on the harddisk to a drive letter, such as a K:. This fixed diskspace is a file system of its own, and is formatted to use 512 byte for each allocation unit. It can also be given volume names to easier identify one of several encrypted volumes. Every file the user stores on the K: drive will be encrypted. The allocated space on the harddisk is actually a large encrypted file, and can be sent as an attachment with email, or being stored on a server or a diskette. The volume is encrypted with a symmetrical CAST algorithm, and the passphrase is protected with SHA as the hash algorithm. The creator of a volume enters a master password, and can then assign up to 7 other persons public keys to also access the volume. They can be given access as read only or read/write. The access to the disk can also be locked to the public key for the group members. This has the advantage that the administrator does never have to transfer or even know the secret password for the different group members. The key recovery works by forcing the PGP program to always include a third Additional Decryption Key for stored data, as a member of the group. See [DSK] for a detailed description about PGPdisk 

9
Example with two recipients.

Three companies have enabled key recovery for their users. The sender at company A, wants to send an encrypted message to recipients in company B and company C. When the original session key has encrypted the message, additional six copies of the session key are made, and are automatically encrypted with a total of six public keys. Performance is one price that must be paid with PGP’s key recovery method, since it doubles the amount of public key encryption's with each added recipient. 

1. The sender, A, encrypts the original session key with recipients B’s public key.

2. The sender encrypts a copy of the session key with recipients B’s corporate incoming message recovery key.

3. The sender encrypts a copy of the session key with recipients C’s public key.

4. The sender encrypts a copy of the session key with recipients C’s corporate incoming message recovery key.

5. The sender also encrypts a copy of the session key with his own, corporate outgoing message recovery key.

6. And finally the sender, at our company A, must be able to read the message himself too, so he encrypts a copy of the session key with his own public key. 

The public part of the companies recovery keys




Figure 7. A total of six public keys in a recoverable message to two recipients. 
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How the company Recover a message

To read the message in the example above, each company can independently of the others, use their respective private keys to decipher the data recovery field so the session key can be reached like this:

The system administrator at the senders company, A, decrypts the data recovery field with his outgoing corporate private key. (step 5) If the sender has encrypted a copy to himself, his system administrator who holds the incoming recovery key, can also decrypt the message (step 7). The system administrators at the recipients company B (step 2) and company C (step 4) decrypt with their private incoming message recovery keys. 
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Five Administrative keys

These keys are involved in managing the infrastructure. 

CSK, Corporate Signature Key. Used by the company's security administrator to certify all employees' keys. This is the legal binding between a person and his public key. This key is also used to extend the public key infrastructure beyond the company itself. Typically, the company would first cross certify itself towards their partners. Thus any employee within one of the organisations can securely communicate with all employee's within another organisation. After a while, the amount of partners might be so many, that they all choose to instead create hierarchical structure with a top root that certifies all participating corporations. This top root can be one of the existing corporations, such as Verisign, or Entrust that already is specialised in this area. 

The infrastructure can also be built downwards. Let the signature key be held by the organisations headquarter, which certify all its divisions. If this key is misused, false identities can be introduced into the corporation as employees. To reduce the effect of such misuse, a security officer can be restricted to only being allowed to issue certificates for employees that are within his Internet domain. 

Example. The headquarter certifies its security officers in Brazil, Sweden and Japan to issue certificate's for their employees in their respective country. Each division which thus will be based upon the domain name; company.br for Brazil, company.se for Sweden, and company.jp for Japan. This method can not be used by companies that instead use email addresses without country domains, like; surname_lastname@company.com.

Additional Revocation Key. If a user forgets his password, he is no longer able to revoke his own key. This leads to several problems. Others will still encrypt with that key, until they realise that the recipient is not able to decrypt the message. But the key must still be publicly available, so documents that has been signed with the key can remain verifiable. This situation, which has since long been a problem is now solved by adding an extra revocation key kept by a trusted person. Thus both the user and the trusted person can revoke the users key. If the additional revocation key is misused, then some or all identities can be revoked and would in the worst case require that all users create new keypairs and send them in for certification. With a prior written emergency plan, this can possibly be done within a day. 

Outgoing and Incoming Additional Decryption Key.  These keys are described in detail elsewhere in the text. If the outgoing recovery key is misused, all sent messages can be read. If the incoming recovery key is misused, all incoming, and outgoing messages can be read.
Additional Decryption Key for locally stored data. PGPdisk is the name for a program integrated in PGP, that lets the user store encrypted data on a volume on the harddisk. This recovery key allows the security administrator to access that encrypted information. 
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Split keys

For a higher security level, a private key can be split into several parts. (maximum ten parts) This could be used with the administrative keys, to reduce the power that a trusted person can misuse. To use a split key, several trusted users, called shareholders, (since they hold shares of the private key) must collaborate to perform an action. An example. If the total number of shares that make up the split key is four, and the total number of shares required to decrypt or sign is three, this provides a buffer in the event that one of the shareholders is unable to provide his key share or forgets his passphrase. A key split should be performed directly after the key is generated, and in presence all shareholders. This ensures that the generated private key has not been secretly copied for a potential future misuse.

When the parts of the secret key is about to be assembled, the shareholders do not have to be physically present. Instead they all use PGP to send the split parts encrypted with TLS, to trusted computer, where the key is rejoined by another PGP program. When all key shares has been collected, a trusted security officer must also enter a passphrase for the assembled private key.

15 Smartcard vs soft keys and split soft keys

PGP will hopefully in the future include support for smartcard. The ideal solution would be the ability to use smartcard where it is needed and soft keys where the price tag is more important. But at the meantime, PGP's current split key method might be considered secure enough since it requires a collaboration of several trusted persons. 

	Situation
	Smartcard
	Soft keys

	Price is an issue
	Card + Reader + Serial port solution
	Free, since no hardware is required

	Copy private key - high end security
	Not possible
	Possible. But the use of split key reduces the risks.

	Copy private key - low security 
	Not possible
	Possible. But the use of split key is not practical for daily use.

	Threat owner to give away secret
	Yes
	Yes, but with split key, all shareholders must be threatened

	PKI Emergency reconstruction 
	No. Sparecards in stock are too expensive.  
	Yes. Regenerate new keypairs, certify them, and upload to keyserver


Figure 8. Comparing smart card with soft keys.

A brief comparison between the two technologies. PGP stores the owner's private key as a file in the computer. They are called soft keys (or soft certificates) in contrast to so called hard keys, (or hard certificates) where the private keys is stored in a smart card. The drawback with soft keys is that especially the owner himself can misuse it under certain circumstances. 

For example, an employer suspects that his key will soon be revoked. But he wants to keep the privileges that comes with the key as long as possible. He already has the file that contains the private key in his possession, and he knows the password. When his key becomes revoked, he can still use it while the revocation is distributed in the whole organisation. It does not help to require that he turn in his private key, since we don't know if he had made backup copies of the file. 

Smart card on the other hand stores the private key in such a way that the key can not easily be read from the card. Thus if the card is physically handed over to the security officer, we can be quite sure that there are no other copies of the key. Thus even if the PKI has a slow distribution of revocations, the user is no longer in possession of the card, and can not continue to use his former privileges. If the card is not handed over, then there is a risk for fraudulent use, until the revocation has been distributed.

Since it is still a debated issue of exactly how difficult it is to read the private key from the smart card, we just conclude that smart cards are at least safer than soft keys. For details on smart card security, se [KUH]

The price is the main disadvantage with smartcards. While a soft key does not cost anything, the smart card and its reader has a price tag that all users might not be prepared to pay. Further the reader usually requires a spare serial port on the computer. A modem and a mouse usually already occupy these serial ports. This requires special solutions that increase the cost for the end user.

Robbers has found a new and more profitable method to get money. Instead of stealing wallets or handbags, they wait at a teller machine, until someone appears to take out money. They then threat the victim to hand over the PIN-code and the card. Its more profitable, because there are usually more money left on the victims account, than in his wallet. The same threat with violence can be used against a owner of a smart cards. With split key, however, all shareholders must be threatened. And its even more work, since the shareholders usually are geographically in different places.

And finally we have the digital nightmare, which simply is not allowed to happen; one of the private keys in the top of a PKI hierarchy becomes publicly known, fall into wrong hands or advances in the field of mathematics make the private key vulnerable to attacks. This hypothetical situation requires either a replacement of all existing smartcards, or that their content can be updated from some trusted place. Replacing all existing cards is very time consuming. It will probably not even exist enough cards for immediate delivery from manufactures. A third, and very expensive solution, is to have ready made spare cards in stock. To make it cheaper, a limited amount of sparecards could be kept in stock for important key personal. 

Since a soft key solution is not dependent on fast delivery of enough smartcards, this nightmare can be solved in a different way. When the alarm goes, every user creates locally a new key, which is certified by the company's local security officer, and sent in to the certification server. With a prior written emergency plan, I guess that the whole infrastructure could be recreated within 24 hours if soft keys are used.
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Enforcing a company security policy.

The corporate suite for PGP consists of three corner stones that seamlessly interoperate in order to implement a security policy. An administration tool that defines the PGP clients, a policy based SMTP-gateway that check all email, and a certificate server.

The administration tool. Defines the behaviour of users clients program, sets defaults, such as which certification server(s) that should be used, selects between different symmetrical algorithms, etc. 

All certificates stored on the users harddisk can be updated to reflect any changes that has been done on the certificate server. This can be done with regular time intervals, such as every day, or upon users request. This can also be automatically done before critical operations like:

· Encrypting to an unknown key, so that keys status is determined.

· Adding a photograph, an additional name, or revocation key to his own key.

· Signing (certifying) another's key 

· Revoking a key to make it invalid.

· Verifying a signed message from an unknown sender who's public key is not on stored

· locally. 

There is a detailed application note; "Suggesting a security policy for PGP clients" [APP] that explains more on how to configure PGP for a certain security policy.
To ensure that a public key is first searched at the issuing company's catalogue server, PGP first searches for a keyserver, which has the same domain name as the email address for the key itself. If that search fails, PGP will as a last resort search a keyserver, (called rootserver) which typically is one of the public key servers on Internet.

Searching for a specific certificate can be done by OR, NOT, AND - rules on these fields; Key creation date, Key expiration date, Key ID, Key size, Public key algorithm, Revocation status, Signature status, User ID or subset. These search rules can also be used for administrative tasks like automatically removing extraneous user IDs and signatures. 

Figure 8 shows other settings that can be enforced.

Figure 9. Customising encryption program according to security policy

PGP's Policy management is an SMTP-gateway that intercepts and checks outgoing email to ensure that it adheres to the policy established for a given corporate site. It performs its function without any change of the PGP client software. All operations are transparent to the client, unless policy is violated. Email that violates the policy can be stopped and a message is sent back to the sender and explains why the email violated the company policy. The policy rules are:

Key recovery: Should encrypted messages be allowed to be sent if they has not been encrypted with a recovery key? 

Digital signatures: Shall the sender be required to add a digital signature on each message?.

Encryption: Should all email and attachments be encrypted before they are sent?

Conventional encryption: Shall we allow messages that have been encrypted with conventional encryption only? Conventional (also known as symmetric) encryption requires the recipient to have the same passphrase as the sender. 

Forbidden keys: Are there any public keys that we do not want the sender to use?

Specified address: Shall the policy be designated for an entire domain, network, subnet, or IP address. Wildcards are supported.

A typical policy could verify that all email is signed and if the recipient is within  specified domain(s), the message must also be encrypted. 

PGP:s certificate server. The LDAP or HTTP protocol is used to communicate with the catalogue server. The server can be configured to only accept keys that have been certified by approved signers defined by the system administrator. He can also chose to strip additional user names and signatures on a submitted key, before they are stored on the server. Keys that violate the policy can be stored as pending for human decisions, or automatically be rejected. The administrator can remotely administrate and change the systems configuration. A security policy can, for an example, require one or more certificates from trusted individuals before a users certificate is accepted to be stored on the certificate server. 

It is also possible to only allow a comparison of the local keys with the certificate server. This satisfies the requirement from the European Union of personal integrity in databases. Corporations might also be reluctant to have all their employees publicly listed, so the server will thus not list all individuals keys and present their name and email addresses.
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