PGP deployment Guidelines

1st Steps done in parallel


· Identify all of the Exchange servers in the enterprise and where they are in the WAN

· Identify the users distributed amongst those servers

· Identify the Groups and users targeted first for PGP and plan a phased approach to the rollout

· Obtain a network map to determine the best locations for the PGPCertificate servers and the PMA servers

· Setup both the PGPCertificate server and PMA server and make sure these work and are configured to “Corporate” security policies

2nd Start the deployment with the help-desk and train this group

· Begin to train there training group which will provide training to the end-users

· Develop a simple FAQ or “How to” document to assist the users with PGP. Deploy this before installing the software to the users and or begin a overview training with the users before the deployment

· Develop or update their help-desk web page(s) to reflect PGP information

· Deploy PGP to targeted users and begin training

3rd Evaluate the usage of PGP based help-desk questions, training surveys and surveys distributed to the users after the deployment. Adjust training and or provide better technical information the end-users.

High Level Overview of proposed services

Below is a visual representation of the recommended steps taken to Deploy PGP inside of “Corporate”. 
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some of them being done in parallel
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Obtain/write the security policies for the use of encryption

Develop Admin rollout executable and rollout PGP

Train/educate helpdesk and end-users

Setup PGP Cert Server/PMA before rollout begins

Very the use and re-train if necessary


Suggested key points covered in the PGP standards for “Corporate”.

The standards should address issues for:

· Minimum encryption requirements such as:

· Symmetric keys

· Asymmetric keys

· Encryption strengths

· Des, Triple-Des, etc…

·  ADK key recovery

Encryption applications such as:

· Email

· File/Disk

· PDPdisk

· Facsimile

· Internet
· VPN connections






_999324646.bin

