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Security Audit Functions

Scheduling Audits

The following standard ensures the servers brought into compliance remain in compliance in accordance with the Corporate Information Technology Security Standards.
The Security Administrator must schedule audits every 90 days. After a server has been brought into compliance with the IT Security Standards, audits will be scheduled on a controlled interval not to exceed 120 days.
Alerts and System Patches

IT Systems Security recommends System Administrators routinely evaluate Software patches and other vendor application software updates.  When the updates have been evaluated and have been determined to be necessary, a plan should formulated to apply the updates in a manner which interferes the least with the day-to-day operations of the Servers or applications involved.
In the event of an alert that identifies non-trivial risks, patches will be obtained from vendors and tested by IT Systems Security and the appropriate Application Support organizations.  Patches once certified must be applied in accordance with an approved schedule.

Minimal System Installation Requirements for Open VMS
Hardware requirements

Console revision levels for VAX systems must maintain the highest level possible on all participating Servers. 
Unattended logged on accounts are not allowed on the console port (OPA0:).

An Uninterruptible Power Supply (UPS) is required for all production servers critical to business. The system administrator and owning application management must determine what servers need UPS connectivity.

4.2 Restricting Physical Access to Servers

All participating hardware must be physically secured in an area that restricts and limits access to the Server consoles.

Systems that cannot be locked up in a secure room must have locks for the cabinets in which they reside.

4.3 Cluster and Node Topology

System Administrators shall maintain Domain maps.  These maps must include all participating nodes and resources on those nodes including:

· Nodename, (Cluster name, votes)

· VMS version and patches applied

· License Paks applied

· Applications installed (Versions/patches)

· Databases

· Transmission Control Protocol/Internet Protocol (TCP/IP) addresses

· Boot instructions and boot order for cluster nodes

· Dial-in phone numbers and what communication ports they use.

Note:
This information is not to be made public knowledge.  Only the Server Administrators and ITO System Security may have access to this information.

The System Administrator must maintain a Topology map for each Node/Cluster.

4.4 Disk and File System

Recommended four main types of disks configurations:
· System (Root level directories and system files).

· Application (layered products including compilers and database applications).

· Data (Sybase, Oracle etc…).

· The user/data disk file security is also specific to each application.

· Support (RDC, Dial-in directories/files).

All Disk volumes must be formatted Files-11 format.  

No volumes should be mounted /FOREIGN except by an administrator or operator designated to perform diagnostic, backup or other recovery operations.
Encryption of data on any volumes should be carefully evaluated. In all cases if the encryption key is lost or unknown then in almost all cases the data is lost for this reason encryption is not recommended.

Disk / File compression is acceptable providing backups are in place to support data loss. 

Note:
Compression is not factored into security there are no special consideration and ACL restrictions can be applied without problems.

4.5 System Backups and Disaster Recovery

Backups are critical to reliability and vulnerability of any Server, a careful plan and process is required to be able to react to a system failure. Identify the most critical applications and services provided on each node. Then identify the hardware systems these resources are on and how best to back them up.
The System Administrator must design a disaster recovery plan tailored to each cluster down to the participating nodes.

Identify an emergency response team to implement a disaster recovery plan. Provide appropriate training to these team members in the event that a disaster occurs. Test the processes and procedures to make sure the plan works before a disaster occurs.

The System Administrator must retain at least three (3) months of backups on-site.

The System Administrator must label backup media appropriately:

· Monday – Friday

· 1st Week – Last week of the month

· January – December

Note:
The System Administrator must not recycle the previous daily backup media into the current daily backup.

Quarterly backups must be retained for at least one (1) year.

The System Administrator must secure backup media against misuse or loss.
When doing the backups using / NOCRC and changing the backup /GROUP_SIZE is not allowed.

A backup block size larger than 32768 is not permitted, this prevents the use of the VMS copy command on a backup saveset, the copy utilities maximum record size limitation is 32768.

4.6 Open VMS Recovery Policy

The System Administrator must create bootable Standalone media such that allows the administrator to boot and restore backups such as an image backup.

A standalone backup bootable media must be created for all nodes.

4.7 General Information on Viruses

All participating servers must have anti-virus protection installed and set up to detect and clean viruses.

The System Administrator must maintain the latest updates to the anti-virus application.

Program directories must have permissions set to Read and Execute (not Write) to prevent a virus from being written into a directory where it can be executed.
To install programs, temporarily set Write on, then remove it.  Install new software on a separate, quarantined system for a test period, and then install the software on working systems once you have determined that it is safe to run.  Public file sharing directories such as SYS$PUBLIC should have the least permissions possible, i.e., Read Only, to prevent virus infections.

A Logon Disclaimer must be generated to inform the end-users of their responsibilities should a virus be detected.  This disclaimer must be reviewed by Systems Security to ensure it represents the best interests of Corporate and Corporate’s Security Policies.
Note: 
Refer to Corporate Warning screen in Appendix A-1.

5.0 Minimal Setup Requirements for Open VMS
5.1 VMS Sysgen Parameters

Access to resources shall be controllable by any combination of the following:

· Method or location of accessing user.(examples: Internet, dial-up)

· Specific programs used to access the resource. (example: program pathing)

The security attributes of a resource must be preserved when a copy of that resource is made.

To increase security of the following Sysgen parameters must be set. These will disable a Username account after 4 logins and send an alarm to the security audit journal. Further failed attempts mark the user as an intruder and will not allow access to the system even with a correct password for a period of time for each failed login:

Sysgen parameters:

· Lgi_brk_term
1

· Lgi_brk_disuser 
1

· Lgi_pwd_tmo
30

· Lgi_retry_lim
2

· Lgi_retry_tmo
15

· Lgi_brk_lim
4

· Lgi_brk_tmo
300

· Lgi_hid_tim
300 

The assignment of read, write, execute and delete permissions must be handled in a matter that does not jeopardize the integrity of the system.

Note:
The recommended SYSGEN parameters for RMS_fileprot are HEX FA00 which sets the default file permissions of the System to:

· System = RWED

· Owner = RWED

· Group = RE

· World = (none)

Note: 
File protection consists of read, write, execute and delete permissions.

5.2 Disk Quotas  

Whenever possible Disk Quotas are recommended for all volumes, this will provide a tighter control of drive space for an Administrator.

The following volume retention shall be set.

· Set volume /high

· Set file/erase

· Set volume /erase

· Delete/erase

5.3 System Directories and Files that need to be Protected

The following files are the most critical to proper operations on VMS and the most critical to security, these file protections need to be maintained.

· Sysuaf.dat
s:rw, own:rw, g: w:

· Netproxy.dat
s:rw, own:rw, g: w:

· Netuaf.dat
s:rw, own:rw, g: w:

· Rightslist.dat
s:rw, own:rw, g:r w:r

· Netserver.log
s:rw, own:rw, g: w:

· Operator.log
s:rw, own:rw, g: w:

· Accounting.dat
s:rw, own:rw, g: w:

· Security$audit.audit$journal
s:rw, own:rw, g:re: w:

All UIC groups below [10,*] are reserved for System Privileged accounts.

Preserve the UIC’s for the following directories:

· System [1,4]

· Systest [1,7]

· Field [1,7]

· Sls [1,20]

· Backup [24,24]

· Operator [30,100]

· Phone [374,374]

· Mail [375,375]

· Dsn$manager [371,1]

· Nml$server [376,371]

· Phone$server [376,372]

· Mail$server [376,374]

· Decnet [376,376]

· Auditor/rem_auditor [376,400]

5.4 Print and Batch Queues

SYS$PRINT must be defined to accommodate print/remote print jobs.

When ever possible, print and batch queues should be defined for group specific jobs, this is so the System Administrator can control/balance these resources. The general user queue should have various types of security dependent on the purpose of the queues.

Flag pages are required for print queues/jobs.

All batch and execution queues need to use /RETAIN=ERROR.

The job queue file protections should be as follows:

· JBCSYSQUE.DAT 
S:RWED, O:RWED, G:RE, W:

· QMAN$MASTER.DAT 
S:RWED, O:RWED, G:RE, W:

5.4 Opcom

Opcom plays a major part in logging system events such as logons, system errors an network error/events.

Opcom is to be enabled on the system console:

REPLY/ENABLE=ALL

It is critical this is enabled and logged to the console as well as the Operator.log file be protected against deletion.

5.5 System Announcements

The system must display an Corporate - approved warning message upon system entry regarding unauthorized use and the possible consequences of failure to meet those requirements.

Using ANNOUNCE.TXT and WELCOME.TXT, appropriate legal messages and system messages need to be displayed to the user logging in.

Note:
For examples of Corporate - approved messages, refer in Appendix A-1.

6.0 Network Configuration

6.1 Network Configuration and Security Issues

All machines must be registered and a member of the local Domain Name Server (DNS).

Systems supporting the wide variety of Internet Services shall be considered “at extreme risk” of compromise.

Systems supporting the wide variety of Internet Services shall not contain any information that is not intended to be widely distributed to the general public.

Systems configured as network routers or gateways shall provide only minimum services necessary to perform those functions.

Only the minimum set of network services necessary for the application to run shall be configured for any production system.

Proxy logins must be limited to only those users who need remote network access.  Proxies must not exist for privileged accounts.

Limit object access by specifying incoming or outgoing proxy parameter.

NCP> SET OBJECT object-name PROXY  [OUTGOING, INCOMMING, NONE]

Wild-card proxies are not allowed.

Example:
Wild-card proxy

RBBBTT::*.*)

Note:
To show all currently defined proxies on your system, use the following command: (UAF> SHOW/PROXY *).
Systems that are configured to provide network services must not have any information, data or applications that are of a sensitive or proprietary nature.  These network services include:
· WWW Server

· Anonymous FTP Server

· ARCHIE/GOPHER Server

· SMTP Server

· Usenet News

· Domain Name Server

Any system that supports applications of a critical nature shall never have the following services implemented:

· HTTP Services (WWW Server)

· Anonymous FTP Services

The following system services must be turned off if not explicitly necessary to support a given production application:
· TFTP

· NTP

· NFS

· RFS

· NIS

· TELNETD

· LPD

Note:
Certain network services have some inherent security concerns.  However, it is often difficult or impossible to support an application in a networked environment with no network services enabled.

If any application requires any of the above services, a justification must be noted and a risk acceptance filed.

Establish default privileged and nonprivileged accounts in Decnet.

NCP> SET NODE node-name –

NONPRIVILEGED USER NETNONPRIV password –

NONPRIV PRIVILEGED USER NETPRIV password PRIV

6.2 Circuit Access Control

Define transmit/receive password for all nodes in the network.

NCP> SET NODE nodename RECEIVE password hello

NCP> SET NODE nodename TRANSMIT password goodbye

Enable the circuit level connection or verification on the local node for the appropriate circuits.

NCP> SET CIRCUIT VERIFICATION ENABLED

Set up the transmit/receive password on the adjacent node. 

Enable the circuit verification on the adjacent node for the appropriate circuits.

Define transmit/receive passwords for all nodes in the network

The routing password must not be less than 8 characters in the length and must contain alpha and numeric characters. Only the manager of the relevant adjacent nodes need to know the transmit password.

6.3 Node-level Access Control 

Accept logical links from a distant node i.e. incoming/outgoing access.

NCP> SET NODE nodename ACCESS incomming/outgoing

Accept and initiate logical links

NCP> SET NODE nodename ACCESS both or none


Reject any logical link connections

NCP> SET EXECUTOR DEFAULT ACCESS incomming/outgoing

NCP> SET EXECUTOR DEFAULT ACCESS both/none

6.4 Decnet System Level Access Control

Default Decnet account may be needed to receive mail from other nodes, to have your node function as a pass-through router, or to distribute software or other files to the network from your node.

Enable disk quotas on decnet directory.

Decnet account setting for Authorize:

· FLAGS= CAPTIVE

· FLAGS = LOCKPWD

· FLAGS = DISCTLY

· /NETWORK/NOBATCH/NOLOCAL/NOREMOTE/NODIALUP

· PRIVILEGES (TMPMBX/NETMBX)

Only allow WORLD access to SYS$MANAGER:[DECNET]

Use login.com in SYS$SYSROOT:[Sysmgr.Decnet], Make sure the file protection is World:Read.

6.5 Decnet Task Object 

All system managers must ensure that the task object 0 is eliminated at system startup from all processors under their control.

Removing task object from Sys$startup:startnet.com.


NCP> CLEAR OBJECT TASK ALL
Prevent remote users from using the Decnet account to hide their true identify, the following procedures must be implemented:


NCP> SET OBJECT FAL file fal.com


NCP> DEFINE OBJECT FAL file fal.com

Define Fal.com as follows.



$ Set noon



$ Net_user = f$logical (“sys$net”)



$ If f$locate (“decnet”,”net_user)




.ne. f$length(net_user) then logout



$ Run sys$system:fal.exe



$ Exit

$!  If the remote username is Decnet the remote user is then logged out.

Enabling Logging netserver.log

DEFINE/SYSTEM/EXECUTIVE FAL$LOG “01/disable = 8”

6.6 Decnet Event logging

Enable Decnet event logging:


NCP> SET KNOWN LOGGING EVENTS event-list 

Note:
Recommended event classes to use 0, 1, 4, 7. These events are logged to OPERATOR.LOG.

6.7 Dial-in Access

All dial-in access should be strictly controlled even RDC access should be carefully evaluated.

All dial-in access should go through micom or terminal servers that provide call back authentication. 

Note: 
RDC access is the exception since this accesses the VAX console directly.

Modem numbers should only be made public to those who have been approved for dial-in access, these numbers should never be written on the dial-in modems themselves.

Dial-in Access should be restricted in Authorize for all accounts except those such as FIELD, who has a justifiable need.

Example:
UAF>MODIFY FIELD/FLAG=NODIALUP/NOREMOTE/NONETWORK


All dialup accounts are required to have the Audit flags set in Authorize.

Example:
UAF>MODIFY FIELD/FLAG=Audit


Any terminal port set to /dialup is also required to use /SYSTEM_PASSWORD.

Note:
The system password is set in Authorize and is not to be confused with the system password for the system account.

Example:
UAF> MODIFY/SYSTEM_PASSWORD=system-password
7.0 VMS Account Management

7.1 VMS Built in Accounts

Every VMS system is installed with a set number of Usernames to enable operation of the system. These are:

· System

· Field


· Systest

· Default

· Decnet

The Field, Systest and Default Usernames should always be DISUSERED and PWDLOCKED until they are required by digital to investigate problems.

Additional UserIDs will be created when installing system and security management tools. Certain applications also require a number of UserIDs to enable batch processing relevant to the application. The level of privilege for these UserIDs will be defined in each relevant installation manual.

Each system will have agreed on-line services hours. If the system is not available on the a 24 hour 7 day basis then the users of such systems will be required to request additional access via change control procedures. This request should only be accommodated when it is operationally possible and will not effect system management functions.

7.2 Management and Control of Privileged Accounts

No privileged user other than the Security Administrator may modify any other users’ privileges.

All persons will be granted only the access privileges required performing the tasks assigned.

Written justification and management approval must be provided for any privileges other than the baseline configuration.
Note:
For additional information and references regarding the explanation of each privilege, refer to Appendix A.

The baseline privileges for all accounts must be set to NETMBX and TMPMBX.

Note:
For a list of Privilege Classes, refer to Appendix B-2.

When ever possible accounts should be set Captive in Authorize and use a customized Login.com file.

When ever possible a customized DCLTABLES should be used with accounts such as Captive accounts to prevent the accidental or un-authorized access to VMS utilities such as copy, backup, mount, dismount, delete, initialize etc…

Example:
MODIFY  FIELD/CLITABLES=SYS$LIBRARY:CUSTOM.EXE

Application Usernames are defined as those users who access a specific application and its related data. Systems should be in a Captive or Restricted account to Restrict access to DCL command level.

Interactive Accounts set to Captive or Restricted need to prevent the ability to SPAWN a sub-process.

Example:
UAF> MODIFY username/PRCLM=0/MAXDETACH=0/MAXJOBS=0

To avoid the unnecessary distribution of Authorize account privileges, it is recommended that applications or images be installed with the Install Utility with appropriate privileges and protections needed. 

Note:
Careful evaluation of the images and their purposes needs to be done so as not to give a user process more privileges or access to resources that they should not have.

The privileges assigned to such users will be minimized, namely TMPMBX and NETMBX, unless the application requires additional privileges. The majority of VMS applications will incorporate identifiers which will enable the user additional functions within the application without the need to increase privileges levels. This is in conjunction with ACLs defined in the application related files and directories.

Note:
The following privileges must not be allocated to any application Usernames.

SETPRV, READALL, BYPASS, SYSPRV, CMKRNL, CMEXEC, MOUNT, DETACH, ACNT and SECURITY.

Support Usernames are those users who require DCL access and or a set of privileges to operate and support a system. Those are as follows.

· Operations

· Operations support

· Application support

· System software support

· Application developers

· Computer engineers

· Utilities

· Database

· Other

The level of privileges allocated to each of the above functions are various and they depend on each individual system. The following privileges must not be allocated to any of the above (SETPRV, BYPASS, ACNT, SECURITY).

7.3 Identification and Authentication
There shall be a mechanism that ties the user’s social security number to a central database such that a given Username can be identified as belonging to an employee or contractor.

Example:
/OWNER=”12345678:SMITH”

Shared or Group accounts are not allowed.

All users must have a unique UserName.

The password must not match the assigned UserName.

The Username shall be used on all systems residing within a managed Cluster/Node for which that user has accounts.

All Usernames will be traceable to an Authorized Owner who must be an active Employee, Contractor, Vendor, Customer or a Registered Process

Default System Group Numbers for Corporate employee user accounts should employ the department number preceded by a “1.”  System Group Numbers for Corporate contractor user accounts should employ the department number preceded by a “2.”

Applications with existing Mainframe high-level qualifiers will be linked to these existing identifiers.

Standard Group Numbers for Corporate applications and development projects should be in the 30000-to-65000 range and should have a mapping scheme relating the group number to the group name and shall be consistent enterprise-wide.

The standard for Strategic Partners and Customers must conform to the Group Number and Group Names as defined for Corporate enterprise-wide.

7.4 Management and Control of Privileged Accounts

All accounts shall have a password set on the account that meets or exceeds the following criteria:

· Password length 

· Quality 

· Duration  

· History 

· Authorization to modify the password

The password must be eight (8) characters long for USER accounts and twelve (12) characters long for SYSTEM level accounts.

Example:
Password minimum length modification

UAF> MODIFY/PWDMINIMUM= 8 or 12 “UserName”)

Only the user of the account and/or the Security Administrator may change a user’s password.

The password must not contain dictionary and other wordlist strings.

It must contain at least one imbedded special or numeric character.
Example:
Enabling password dictionary checking

UAF> MODIFY */FLAGS=(NODISPWDDIC))

Note: 
For additional information regarding password definition, refer to Appendix A-4.

The password must expire every 30 days or less.

Example:
Password lifetime modification

UAF> MODIFY/PWDLIFETIME=30-00 “UserName”)
No password may be reused within a minimum of three change cycles.

Example:
Enabling password history checking

UAF> MODIFY */FLAGS=(NODISPWDHIS))

To set the system-wide value for the Password History Limit to allow more passwords to be stored.  To do this, issue the following command:

$ DEFINE/SYSTEM/EXEC SYS$PASSWORD_HISTORY_LIMIT 90

Note:
To reset (delete) the previous password history information for all users by renaming or deleting VMS$PASSWORD_HISTORY.DATA.  A new file will be created at the next password change.

Newly created user accounts must be implemented with a pre-expired password, thus requiring the user after logging in to change his/her password before continuing.

Example:
Defining a pre-expired password

UAF> MODIFY “UserName”/PASS=”temp password”/PWDEXP)


Any account that has been unused for 60 days must be DISUSERED.

Example:
Setting the account DISUSERED flag

UAF> MODIFY “UserName”/FLAGS=DISUSER

Any account that has been DISUSERED for 90 days must be removed from the system.

Before deletion, the user files shall be archived in such a manner that the current or future project manager will be able to recover the files created by the former employee.

Example:
Removing a user account

UAF> REMOVE/REMOVE_IDENTIFIER “UserName”)

Users must not be assigned to any groups for which they have no legitimate work related purpose.
Any user that has been granted additional group access must be removed from said group when the requirement ends.

7.5 Control Standards for Mid-Range VMS Systems Access
Upon login, the date, time and location of the User’s last successful login must be displayed.

The number of unsuccessful attempts by a User to access the system since the last successful login must be displayed.

Beginning seven (7) days before a password expires, a message must to be displayed upon each new login, noting that the password will expire in seven days.

The system must allow the Security Administrator to authorize or revoke Users and passwords.

Only the Security Administrator shall be authorized to modify users security profiles or change any other users security information.

ACLs will be used to prevent any unauthorized execution/run of the AUTHORIZE.EXE.

Note:
The ACL provides a specific access list to a file allowing the file to be modified by only those individuals listed and preventing any unauthorized modifications.

7.6 Resource Access Control Standards for Mid-Range Systems

The security functions performed by the Security Administrator must be identified and documented.
Only the Security Administrator will be allowed to run AUTHORIZE.EXE or make any modifications to the SYSUAF.DAT.

There must be a system administrative mechanism to remove access rights to all resources for a user or a group of users.

The access control mechanism’s data files and tables must be protected from unauthorized access.

The system must control access to all system resources.

Access to system resources shall be granted upon the principle of “Least Privilege.”

Note:
The “Least Privilege” is the minimum required privileges necessary for the performance of job responsibilities.

Persons shall have an individual account only on systems to which they need access.

Note:
Any user on said system will have at least read and execute permission on the files in question.

The system must support a privilege mechanism that meets the following requirements:

· Users must be assigned a privilege in order to invoke the corresponding privileged operation.

· The system must allow only the Security Administrator to assign temporary additional privileges so that users can execute programs that require access over and above what they would normally have.

· Privileges that permit overriding or bypassing the access control mechanisms must be distinct and separate from any and all other privileges.

· NO assigning of the BYPASS, SETPRV, SYSPRV, SYSNAM, CMKRNL, ACNT and SECURITY privileges to any users, except the System and the Security Administrator accounts.

8.0 Intrusion Detection

8.1 Audit Trails and Accountability

System and Image accounting must be active and the following events should be tracked:

· process

· interactive

· login_failure

· subprocess

· detached

· batch

· network

· print

· message

Auditing records must contain sufficient information for post-intrusion investigation to determine appropriate management response including personnel actions and pursuit of legal remedies.

The audit records must be protected from modification except by the process responsible for logging the audit information.

Note:
In this case, the process is defined to be the actual auditing or logging program(s) running on the system.

The audit records must be archived in such a format that past events can be reconstructed.

The processes responsible for system auditing must be protected from modification except by the Security Administrator.

If the auditing processes fail for any reason, the System Administrator and/or Security Administrator must be informed immediately defining the event that occurred.

System log files must contain information including where the connection originated from and what UserID was exploited in the intrusion.

No one should be able to modify or delete the audit trail information.

Only the Security Administrator will be able to roll the existing audit trails off to an archive medium and to reset the audit trail files.
Note:
For examples indicating how to handle this requirement, refer to Appendix A-7.

The Security Audit Log File must be recreated at a maximum interval of every 30 days and retained for a period of no less than one (1) year.

The Security Administrator must be able to dynamically define what events constitute an audit event.

The following accounting events should be enabled:

· audit

· breakin: (dialup, local, remote, network, detached)

· logfailure (batch, dialup, local, remote, network, subprocess, detached)

· file_access:  failure: (write, execute)

· bypass: (read, write, execute, delete, control)

· readall: (control)

Example:
Set audit/alarm/disable=all

Set audit/alarm/enable=event_list

Note:
Use /output= breakin.dat to archive specific events as part of a security investigation.

An audit record must include the:

· date and time of the event

· process ID or UserID of the process that caused the event

· access point to the system such as the network terminal or system console

· event type

· resource accessed

· success or failure of the event

The auditing processes must be able to automatically restart after any bootstrap without the loss of any data.
At a minimum, audit events will consist of the following events:

· any attempt to turn off auditing  (Audit, Authorization).

· any attempt to modify any audit records or files failed login attempts for any 

· Username (BREAKIN = ALL), logfailure = all.

· any
 attempted or successful access to critical system files  (file_access = (BYPASS,  READALL))
· Examples:  AUTHORIZE.EXE, SYSUAF.DAT, NETPROXY.DAT, RIGHTSLIST.DAT, etc.

· any change to the access control list for any defined resource

· any modification of any UserID

· any modification or attempted modification of any defined resource

· installs

The audit control mechanisms must be protected from unauthorized access.
8.2 Security Audit Log

Creating a New Security Audit Log File

A new log file shall be created every seven days.  All closed log files will be retained for a at least one year.  
Follow the procedure outlined below to create a new security audit log file.

	Step
	Action

	1
	To open a new version of the Security Audit Log File, use the following commands:

· $ DIR/DATE SYS$SYSDEVICE:  [000000…]SECURITY.AUDIT$JOURNAL;*
· $ SET AUDIT/SERVER=NEW_LOG

· $ RENAME (old)SECURITY.AUDIT$JOURNAL;*  SECURITY.(current date);1

	2
	Rename the old version using a naming convention for your files that incorporates in the file name an ending date for the data.

	3
	Copy the old log file to another disk for future review.

	4
	Delete the old log file from the system disk to save space.


Important:  By archiving the file, you maintain a history of auditing messages.  If you discover a security threat on the system, you can analyze the archived log files for a trail of suspicious user activity during a specified period of time.

9.0 Security Compromise

9.1 Remedying

The first priority in responding to a known or suspected system penetration is to neutralize the threat.  Systems personnel must capture, follow-up investigation, initiate report and escalate as much audit detail as possible. This should be done as soon as the threat has been neutralized.

9.2 Reporting

Any known or suspected penetrations of a mid-range system, or any known or suspected employee misconduct involving system abuse, or flagrant violations of information security policy, must be reported to Systems Integrity.

Important:
Upon discovery of a security violation, immediately notify by telephone the affected organizations listed in Section 4.3, as appropriate.  Follow up all telephonic notifications in writing by e-mail, encrypted if appropriate.

9.3 Investigating

Depending on the location of the mid-range system penetration and the severity of the threat, follow-up investigation and resolution may include cross-organizational security resources from a variety of disciplines, to include, but not limited to:

· Engineering, Technical Security

· Internal Audit, Information Systems Audit

· Security Engineering

A-1 Corporate Warning Screen Language

Non-Corporate Warning Screen: (used before login with WELCOME.TXT)


WARNING
This computer system is private and may be accessed only by authorized users.  Data and programs in this systems are confidential and proprietary to the system owner and may not be accessed, viewed, copied, reproduced, duplicated, modified, distributed, or disclosed without authorization.  Unauthorized users or users who exceed their authorized level of access are subject to prosecution under state or federal law as well as Company initiated proceedings.

Corporate Warning Screen: (used after login with ANNOUNCE.TXT)


WARNING
This computer system is operated by Corporate and may be accessed only by authorized users.  The data and programs in this system are confidential and proprietary to Corporate and may not be accessed, viewed, copied, reproduced, duplicated, modified, distributed, or disclosed without prior approval by Corporate.

Access and use of this system except as permitted by Corporate is strictly prohibited by Corporate rules and by state and federal laws, and may subject an unauthorized user, including employees exceeding their authorization, to criminal and civil penalties as well as Company-initiated disciplinary proceedings.

System use is monitored and recorded.  Anyone accessing this system expressly consents to such monitoring and contractually agrees to abide by the rules in this notice.  If such monitoring indicates criminal activity or other improper conduct, system personnel may provide the evidence of such monitoring to law enforcement officials or take other appropriate action.  Corporate’s policy is to enforce its rules and to pursue all remedies and all criminal and civil sanctions provided by law in order to ensure strict compliance with the foregoing.

Appendix A: Privilege Definition

Listed below is a brief description of what each privilege in VMS will allow a user to do. While the explanation is brief, it is thorough enough to determine if any access that a user might be requesting is truly needed to perform the task assigned.

Account Integrity
	Privilege
	Definition

	ACNT
	Create subprocesses and detached processes in which VMS accounting is disabled.

	
	

	ALLSPOOL
	Allocate a spooled  device. Not normally given to interactive users.

	ALTPRI
	Used to be called SETPRI. Increase the base priority of one’s process.  The base priority of another process can be increased, if another process exists with the same UIC or if one of the following conditions apply:

· Other process is member of same group and calling process has GROUP privilege.

· The calling process has the WORLD privilege.

	BUGCHK
	Make bugcheck error-log entries. Not normally given to interactive users.

	BYPASS***
	Access all files, regardless of any UIC or ACL protections.  This privilege is not normally needed by users. Instead, use the SYSPRV privilege.

	CMEXE
	Enter into executive mode, gives access to protected-system data structures and commands.  From executive mode kernel mode can be entered.

	CMKRNL***
	Enter into kernel mode, allowing access to additional system data structures and commands not available from executive mode.

	DETACH
	Create detached processes using any UIC.

	DIAGNOSE
	Run diagnostic programs and affect any messages sent to the error log.

	EXQUOTA
	Exceed any disk quotas.

	GROUP
	Affect other processes in the same group. These processes can be deleted and/or deleted from the current program(FORCEX), given a different priority, resumed or suspended, given a scheduled or single wake-up, or have a wake-up canceled. Some of these actions can be accomplished with the SET PROCESS command.

	
	

	GRPNAM
	Manage logicals in the group’s logical name table. Mount and share volumes among group members.’

	GRPPRV
	Access files using the system access field if the file is owned by another member of the same group. Change the ownership or protection of files owned by other group members.

	LOG_IO
	Use logical-level queued I/O requests. Set terminal characteristics permanently.

	MOUNT
	Mount a volume for private use or use the mount volume QIO function.

	NETMBX*
	Use general DECnet(network) functions.

	OPER
	Use OPCOM process to broadcast messages to all users, satisfy user requests for mounting tapes or volumes, and manage the log file holding operator messages(SYS$MANAGER:OPERATOR.LOG).  Set devices as spooled, and manage queues.

	PFNMAP
	Map any physical page of memory, regardless of the page’s current use.

	PHY_IO
	Use physical-level queued I/O requests, or $QIO calls. Should be considered more powerful than the LOG_IO privilege.

	PRMCEB
	Create or delete permanent common-event flag clusters.

	PRMGBL
	Create permanent global sections. This allows the use of the INSTALL utility.

	PRMMBX
	Create or delete permanent mailboxes.

	PSWAPM
	Enable or disable swapping for the current process.

	READALL
	Read all files. Change ownership, protection, or backup date on all files.

	SECURITY***
	Set the system password; enable or change current VMS AUDIT security characteristics, and other various security-related commands.

	SETPRV***
	Confer any or all privileges and create processes with any or all privileges.

	SHARE
	Use devices currently allocated or used by other processes.

	SHMEM
	Create permanent or temporary globalsections or mailboxes in multi-port memory.  The calling process must have the corresponding privilege: PRMGBL, PRMMBX, SYSGBL or TMPMBX.

	SYSGBL
	Create system global sections. This allows the use of the INSTALL utility.

	SYSLCK
	Lock system wide resources.

	SYSNAM***
	Manage logicals in the system’s logical name table. Mount or dismount system volumes. Executive mode logicals can be created.

	SYSPRV***
	Access all objects through the system access field. Change both ownership and protection of all objects.

	TMPMBX*
	Create temporary mailbox.

	VOLPRO
	Re-initialize a volume with a different owner UIC, override an expiration date on a disk or tape owned by a different UIC, mount a volume by using the MOUNT/FOREIGN command when the volume is owned by a different UIC, and override the owner UIC protection of a volume.

	WORLD
	Affect other processes. Any other process can be deleted, caused to exit from the program being executed(FORCEX), given a different priority, resumed, suspended, given a scheduled or single wake-up, or have a wake-up canceled.  Some of these actions can be accomplished with the SET PROCESS command.  This privilege is similar to the GROUP privilege however, WORLD privilege allows access to all other processes, not just those in the same group.


*
Basic Privileges.

***
Requires Management and the Security Administrator approval along with a written business justification.  Generally, these privileges are assigned only to SYSTEM level accounts.

B-2 Privileges Classes

The following are VMS privilege classes as defined in the Guide to VMS Security.

Note:
The classes are listed in ascending order of power.

	Class
	Description

	Class
	Privileges falling into this category.

	NONE
	The user holds no privileges.

	NORMAL
	NETMBX,   TMPMBX

	GROUP
	GROUP,   GRPPRV

	DEVOUR
	ACNT,   ALLSPOOL,   BUGCHK,   EXQUOTA,   GRPNAM,   PRMCEB,   PRMGBL,   PRMMBS,   SHMEM

	SYSTEM
	ALTPRI,   OPER,   PSWAPM,   WORLD,   SECURITY,   SHARE,   SYSLOCK

	FILES
	DIAGNOSE,   SYSGBL,   VOLPRO

	ALL
	ACNT,   ALLSPOOL,  ALTPRI,   AUDIT,   BUGCHK,   BYPASS,   CMEXEC,   CMKRNL,   DETACH,   DIAGNOSE,  DOWNGRADE,  EXQUOTA,   GROUP,   GRPNAM,   GRPPRV,   IMPORT,   LOG_IO,   MOUNT,   NETMBX,   OPER,   PFNMAP,   PHY_IO,   PRMCEB,   PRMGBL,   PRMMBX,   PSWAPM,   READALL,   SECURITY,  SETPRV,   SHARE,    SHMEM,   SYSGBL,   SYSLCK,   SYSNAM,   SYSPRV,   TMPMBX,   UPGRADE,   VOLPRO,   WORLD,


Appendix C:  Acronyms

	Acronym
	Root
	Definition

	
	Access control
	The prevention of unauthorized use of a resource, including the prevention or use of a resource in an unauthorized manner.  Access control mechanisms are used to allow, deny, or limit individuals and remote machines access to a resource.  Access control mechanisms are typically based on the authenticated identity of the individual or remote machine requesting access.  In this document, the terms access control and authorization are synonymous.

	
	Access control list
	A list of entities, together with their access rights, which are authorized to have access to a resource.

	
	Accountability
	The property that ensures that the actions of an entity may be traced uniquely to the entity.

	
	Administration Documentation
	The information about a system supplied by the vendor for use by a system and or Security Administrator.

	
	Account Integrity
	Scans users and configuration files for user privileges, home directories, and permissions, and creates user and group snapshot files; these check prevent account privileges outside of the established security policy.

	
	Application Program Interface
	A system access point or library function that has a well-defined syntax and is accessible from application programs or user code to provide well-defined functionality.

	
	Assurance
	The confidence that may be held in the security provided by the system

	
	Authentication
	The process of proving the claimed identity of an individual user, machine, software component or any other entity.  Typical authentication mechanisms include conventional password schemes, biometrics devices, cryptographic methods, and onetime passwords (usually implemented with smart cards.)

	
	Authentication information
	Information used to establish the validity of a claimed identity.

	
	Authorization
	The granting of rights.  Authorization mechanisms are used to allow, deny, or limit individuals and remote machines access to a resource.  Authorization mechanisms are typically based on the authenticated identity of the individual or remote machines requesting access.  In this document, the terms access control and authorization are synonymous.

	
	
	

	Acronym
	Root
	Definition

	
	Availability
	The property of being accessible and usable upon demand by an authorized entity.  The prevention of the unauthorized withholding of information or resources.

	
	Clear-text
	Intelligible data, the semantic content of which is available.

	
	Configuration
	The selection of one of the sets of possible combinations of features of a system.

	
	Configuration Control
	A system of controls imposed on changing controlled objects produced during the development, production, and maintenance processes for a system.

	
	Cryptography
	The discipline which embodies principles, means and methods for the transformation of data in order to hide its information content, prevent undetected modification and/or prevent its unauthorized use.

	
	Data integrity
	The property that data has not been altered or destroyed in an unauthorized manner.

	
	Denial of service
	The prevention of authorized access or the delaying of time-critical operations.

	
	Encryption key
	A word, number or phrase that is used by an encryption algorithm to mathematically encrypt or decrypt a message (or file).  See also Cryptography.

	
	End-to-end user accountability
	The property that ensures that the actions of an entity from initial system login to system logoff may be traced uniquely to the entity even when those actions take place across a distributed system or network.

	
	End-user
	A person in contact with a system who makes use only of its operational capability.

	
	File Access
	Examines permissions of user-specified files and identifies accounts allowed access to the files; checks options to ensure file modification by policy-designated users only.

	
	File Attributes
	Indicates changes in system-file attributes, including read, write and create privileges. 

	
	Find File
	calls attention to possible problems represented by changes.

checks executables and other files for anomalies like viruses, Trojan horses; prevents unauthorized use of files or system.

	FTP
	File Transfer Protocol
	A service that supports file transfer between local and remote computers.

	HLQ
	High-Level Qualifiers
	

	
	
	

	Acronym
	Root
	Definition

	
	Identification
	The identification of an individual user, machine, software component or any other entity is a unique, auditable representation of identity within the system usually in the form of a simple character string.

	ITO
	Information Technology Organization
	

	
	Least privilege
	A principle which requires that each user in a system be granted the most restrictive set of privileges and authorizations required for the performance of authorized tasks.  ‘The application of this privilege limits the damage that can result from accident, error, or unauthorized use.

	
	Login Parameters


	Looks for failed login attempts, old or unused accounts, and expired passwords; reports instances to manger to provide warnings of potential break-ins; lowers security risks by pointing out inactive accounts and expired passwords.

	
	Network Integrity
	Examines Internet connections and DECnet connections; closes vulnerable network points of system entry.

	NIS
	Network Information Services

(Formerly YP)
	A method to provide a simple lookup of network related names, IP services, hostnames, password synchronization, for users/processes within the NIS domain. It can be administered from a single server.

	NNTP
	Network News Transport Protocol
	A protocol that C-News uses to transfer Usenet News articles to various news servers/readers.

	NTP
	Network Time Protocol
	A protocol used to obtain a quorum and set the time of day clock.

	
	Object Integrity
	Checks ACL support; identifies changes in ownership, permission, logical-name table, rights, identifiers, and other software objects or device -specific files in the system-device directory or account; identifies new devices, deleted devices, and device changes; ensures against compromise of these objects.

	O/S
	Operating System
	

	
	Operating System
	The term operating system refers to the vendor developed and maintained control program of a computer system.

	
	Operational Environment
	The organizational measures, procedures, and standards to be used while operating a system.

	
	Password
	Confidential authentication information, usually composed of a string of characters, required to gain access to a information system.

	
	Password Strength
	Checks format, length, and expiration of passwords, and applies a dictionary test against passwords to ensure their conformance with company security policy; deters system access due to easily guessed passwords.

	Acronym
	Root
	Definition

	
	Privileged User
	User that is allowed additional data, transaction, or service access.

	
	Production
	The process whereby copies of a system are generated for distribution to customers.

	RFS
	Remote File System 
	A protocol similar to NFS used to provide access to files on remote systems.

	
	Resource
	A resource is any namable entity under the control of the Operating System that can be accessed directly.

Example:
data sets, files, disks, tape drives, printers, floppy diskettes, programs, pipes, or memory

	
	Security Administrator
	A person who is responsible for maintaining a systems operational (security) capacity.

	
	Security audit
	An independent review and examination of system records and activities in order to test for adequacy of system controls, to ensure compliance with established policy and operational procedures, and to recommend any indicated changes in control, policy, and procedures.

	
	Security audit trail
	Data collected and potentially used to facilitate a security audit. A set of records that collectively provide documentary evidence of processing used to aid in tracing from original transactions forward to related records and reports, and/or backwards from records and reports to their component source transactions.

	SeOS
	Security for Open Systems
	A 3rd party software security product curretnly available for several UNIX platforms that provide enhanced security.

	
	Startup Files
	Checks boot-time files for changes, ownership, and proper content; protects against easy addition of commands to poorly protected scripts; allows flagging of selected, modified files as potential security breaches.

	SU
	Switch User
	A method to change the effective userid to that of another user so as to operate as that other user.

	
	System Mail


	Checks known problems and verifies security of the mail system.

	
	System Queues
	Check batch and other system queues for file integrity, to prevent break-ins; checks corresponding OpenVMS functions related to print spooling and configuration files for proper content and attributes.

	
	System Auditing
	Monitors audit trails and system accounting to ensure that these operations run according to security policy specifications.

	TCP
	Transmission Control Protocol
	A set of protocols to link dissimilar computers across many kinds of networks.

	
	
	

	Acronym
	Root
	Definition

	
	Threat
	A potential violation of security.  An action or event that might prejudice security.

	TFTP
	Trivial File Transfer Protocol
	A simplified version of FTP (File Transfer Protocol) that transfers files but does not provide password protection or user-directory capabilities.

	UUCP
	UNIX-to-UNIX Copy Program
	Relatively obsolete protocol to transfer files between unix systems.

	UID
	User Identification 
	The actual numeric representation of a username.

	WWW
	World Wide Web
	A powerful global information system based on a combination of information retrieval and hypertext techniques.



