
Nokia / Checkpoint Initial Setup

This document describes the step-by-step procedures for installing IPSO on an IPxxx, and installing / setting up Checkpoint FWx Module.

	Initial Installation – through a console session:  Console Settings : 9600, 8,N,1,N
(not needed if keeping current IPSO and Checkpoint Rev. Go to Section2)

	Step
	Description
	Procedure
	Comments

	
	As appliance is booting , it will prompt you to “Hit any key to enter command mode”. Be quick, it only gives you a second.
	Bootmgr > Install 

Continue? Y


	

	
	
	Enter:  FW serial number
	Located on base of firewall unit

	
	
	Choose product - #4
	

	
	
	IGRP?  N


	

	
	
	BGP?  N


	

	Install from Anonymous FTP Server (#1) (Note : Use PC that is being used to configure system)



	
	
	IP Address of client 

IP Address of FTP Server

IP address of gateway


	

	
	
	Path to the IPSO and CP packages you wish to load  (for example:

./nokia/nokiaipso3.4,  or

C:\Inetpub\ftproot for WNT

this directory should contain both IPSO3.x and CP4.1) packages


	

	
	
	Retrieve ALL packages (#1)


	

	
	
	Verify Information is correct? Y


	

	
	IPSO loads at this point
	
	

	
	Load verifies
	
	

	REBOOT

	
	
	


	Initial appliance setup

	Step
	Description
	Procedure
	Comments

	
	Enter Hostname
	Type in host name of the box
	

	
	<hostname> okay?  Y
	Confirm Name.
	

	
	Enter password
	Select alphanumeric
	

	
	Confirm password
	
	

	
	Configure system with web based VOYAGER
	Select Option 1
	

	
	Select Interface to be configured 
	ETH-S1P1
	Internal interface

	
	Interface IP address (note: if configuring at ACME, make sure a ACME address is used)
	Enter IP address
	Put 10.x.x.x/16 if you want to skip next question.

	
	Interface Mask Length
	Put number of bits (16)
	

	
	Set default route
	Enter default route
	Acme is 10.1.1.254

	
	Interface speed – 100Mb
	
	

	
	Interface mode – Full Duplex
	
	

	Loads Packages (only prompted if doing Section #1)



	
	FW1 Strong
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Open Services (optional)
	Install as new package
	Install all as new packages to clean system

	REBOOT



	Go to “Voyager” for the rest of the configuration setup: http://ip-adddress-for ETH-S1P1

The other Ethernet interfaces will be setup later in Voyager.


	Open a Web Browser, and put address of firewall: http://ip-adddress-for ETH-S1P1
The other Ethernet interfaces will be setup later in Voyager.

	Step
	Description
	Procedure
	Comments



	Select “Config” button from “home” menu
	
	From the Config options,

SCROLL down to….
	

	Security and Access Configuration
	Select “Network Access & Services”
	TELNET = OFF

Apply 

Save

Up
	

	
	Select Checkpoint FW-1
	#1 – ON

#2 – OFF

#3 – OFF

Apply

Save
	

	
	Select SSH
	Enable SSH service – Yes

Admin user – Yes

Retain all default values
	

	
	Generate Encryption Keys
	Generate New Key

Select 1024 for RSA

Select 1024 for DSA

Apply

Save

Up
	

	System Configuration
	Select DNS
	Enter domain name 

Apply

Enter Primary Server Address

Apply

Save

Up
	

	
	Select Mail
	Enter mail Server IP address

Enter Remote User Email address (fwadmin@.....)

Apply 

Save

Up
	

	
	Select System Failure Notification
	Enable – ON

Enter Email Address ( fwadmin@.....)

Apply

Save

Up
	


	Step
	Description


	Procedures
	Comments

	
	Select Local Time Setup 
	Select Timezone

Set Date & Time

Apply

Save

Up
	

	
	Select Host Address Assignment
	Enter FW name 

Apply

Enter FW IP Address

Apply

Save

Up
	

	
	Manage Installed Packages
	Turn ON 

Checkpoint FW-1
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Apply

Save

Up
	

	Set up Interface Configuration
	Interfaces

S2P1
	Select Logical name 

(ETH-S1P1) AND Change to “Internal”

Apply

Save

Up

Change IF#2 logical name to “External”

Apply

Save

Up
	

	
	Select Physical IF#2
	PhysicalActive – ON

100Mb

Full Duplex

Logical Active – ON

Apply

Save

UP


	

	Router Services
	Select NTP


	Enable – Yes

Apply

Add NTP server Addresses

Apply

Save

Up
	

	REBOOT




	Initial Installation – through a console session:  Console Settings : 9600, 8,N,1,N
Initial Checkpoint Configuration - from console



	Step
	Description
	Procedure
	Comments



	Enter Checkpoint configuration
	At prompt, type cpconfig

	
	

	
	Accept License – Yes
	Type “q” to bypass text
	

	
	Choosing Installation 
	Select 1 if stand alone

Select 2 if High Availability System
	

	
	Module


	Select the appropriate option for the licenses
	

	
	Add licenses 
	No.  Add licenses later
	

	
	Add Administrators 
	fwadmin, appropriate user(s)

Set/remember the password and allow for read/write access (W)
	

	
	Add GUI clients – Yes
	Add IP address for each client

Enter CNTL-D on blank line

Type Yes if addresses are correct
	

	
	Name the external interface
	Type external
	

	
	SMTP Server
	Take all defaults until:

Postmaster – fwadmin@.....

Default Server - <enter mail server IP address>
	

	
	SNMP – NO
	
	

	
	Set Up Groups
	Enter for No Groups

Confirm? Yes
	

	
	Generate Secret Keys
	Type characters until appliance beeps
	

	
	Start FW on reboot?
	NO
	

	REBOOT



	When appliance comes back up, at console prompt type fwstop


Note:

          fwstart  (won’t work until you have added licenses)

	

	Now you can connect to Voyager and through Voyager you can setup VRRP, routes in the other 7 interfaces etc….

This is done using IE6/Netscape:

http://ip-addr-of the-box:



	Setting up a secure access the Nokia through Voyager
Initial Connection is done with IE6 (128) bit encryption: http://ip-addr-of the-box

	Step
	Description
	Procedure
	Comments



	Launch IE6 or Netscape
	Accessing Voyager


	http://ip-addr-of the-box
	

	Select Certificate
	We are going to generate a x509 cert
	Select Certificate Tool
	

	
	
	Select 1024 bits
	

	
	
	Enter passphrase and verification
	

	
	
	Fill in the fields, the bolded fields are required
	

	
	
	Select Self-signed x509 Certificate
	

	
	
	APPLY
	

	
	
	
	

	Using Voyager/ssl
	This must be done 1st
	Select Voyager Access
	1st Step

	
	
	Scroll down to Configure SSL Certificate
	

	
	
	Cut and paste the Certificate and private key in the boxes then enter the passphrase
	

	
	
	You will receive a confirmation that it accepted the certificate. When you enter the certificate and private key you need to cut/paste the whole text including the Begin and End lines
	

	
	Then do this 2nd 
	
	2nd Step

	
	
	Select require encryption
	

	
	
	Select 128 bit or stronger
	

	
	
	Apply
	

	
	
	Save
	

	Now you will be disconnected in IE6/Netscape; you need to reconnect using:

https://ip-addr-of the-box:443 – SSL Connection to Voyager.

Note: SSL will use port 443, this can be changed on the IP440, but is not recommended.


Obtain the license from Checkpoint and save it to a .lic file, in a hyper-terminal session consoled into the Nokia box, add the license:



fw putlic file.lic

Review response for errors/messages.

Change the name of the alias that is generating mail messages:

dbset passwd:admin:realname FW1 / FW2

dbset :save

confgen

All email originating from the system will have as the sender " FW1 / FW2".  Use only alphanumeric characters and no spaces to set this option.
Definition of Firewall can now be started.

FYI:

Install folder on the Checkpoint FW cdrom

Solaris:

installU
D:\solaris2\CPfw1-41

GUI

D:\solaris2\CPgui-41

Windows NT:

Install file
D:\windows\CPFirewall1-41

GUI

D:\windows\CPMgmtClnt-41

Redhat:
D:\linux\CPfw1-41

RPM Install
D:\linux\CPsmc-41

