1. Check for the Latest Service Packs and Hot-Fixes 
Install the latest recommended Microsoft Service Pack for the NT operating system if at all possible. Once you have done this, install the necessary hot-fixes as well. In some cases, not all hot-fixes are necessary, but if you are not sure, load them all. Remember that the order in which hot-fixes are installed is very important — later hot-fixes sometimes supersede earlier hot-fixes. Be sure to pay attention to the date and time stamps on the files listed on Microsoft’s FTP site (ftp://ftp.microsoft.com/bussys/winnt/winnt-public/fixes) and install them in chronological order.


2. Booting 

3. NTSF partition Check if user and system files are on different partitions
4. Display a Legal Notice at Log On

If FTP - set up a login message for FTP users.

To display a legal notice, use the Registry Editor to create or assign the following registry key values on the workstation to be protected:

Hive:
HKEY_LOCAL_MACHINE\SOFTWARE

Key:
\Microsoft\Windows NT\Current Version\Winlogon

Name:
LegalNoticeCaption

Type:
REG_SZ

Value:
Whatever you want for the title of the message box

5. Create and protect emergency repair disks

· Run the emergency repair disk program at least weekly.

· REGBACK.EXE and REGREST.EXE to save and restore the registry.

· Set up a locked storage area for the emergency repair disks.
6. Logons

6.1. Manage logon information display and cached logons.

· Disable the display of the last logged on username.

Hive: HKEY_LOCAL_MACHINE\SOFTWARE

Key: Microsoft\Windows NT\Current Version\Winlogon

Name: DontDisplayLastUserName

Type: REG_SZ

Value:
 1


Refer to: Q114463

· Disable caching of logon information.

Hive: HKEY_LOCAL_MACHINE\SOFTWARE

Key:     Microsoft\Windows NT\Current Version\Winlogon

      Name: CashedLogonCount

      Type:   REG_SZ

      Value:
 0 (1 –50 cached logons)


Refer to: Q172931

6.2.  Enforce strong passwords (Registry portion).

Add “Notification Packages” value if required.


Service Pack 2 or NT 4.0 (and later Service Packs) include a password-filtering DLL file called Passfilt.dll that lets you enforce stronger password requirements on users.

Passfilt.dll implements the following password policies:

· Passwords must be at least six characters long. (You can increase the minimum password length by setting a higher value in the Password Policy for the domain.) 

· Passwords must contain characters from at least three of the following four classes: 

· English uppercase letters (A, B, C, etc.) 

· English lowercase letters (a, b, c, etc.) 

· Westernized Arabic numerals (0, 1, 2, etc.) 

· Non-alphanumeric (special characters), such as punctuation symbols

· Passwords may not contain your user name or any part of your full name as recorded in your account (as seen in User Manager).

These requirements are pre-programmed in Passfilt.dll and cannot be changed through the user interface or registry. You can however, get a copy of the source code and modify it, if you wish.

To use Passfilt.dll, copy the file into your %SYSTEMROOT%\System32 directory and add the DLL name to the following registry key on all your domain controllers:

Hive:

HKEY_LOCAL_MACHINE

Key:

System\CurrentControlSet\Control\LSA

Name:

Notification Packages

Data Type:
REG_MULTI_SZ

Value:

Add Passfilt to existing strings

6.3. Allow Only Logged-On Users to Shut Down the Computer 


Normally, you can shut down a computer running Windows NT Workstation without logging on by choosing Shutdown in the Logon dialog box. This setup is okay if the user can access the computer’s power or reset switches, but if you’ve concealed those switches, you also need to remove this Shutdown option from the Logon dialog box.

On NT Server, this option is disabled by default, but on NT Workstation, you need to create or adjust the following registry key:

Hive:

HKEY_LOCAL_MACHINE

Key:

Software\Microsoft\WindowsNT\Current Version\Winlogon

Name:

ShutdownWithoutLogon

Data Type:
REG_SZ

Value:

0 (1-enable)

6.4. Hide the Name of the Last User 
By default, Windows NT places the name of the last user to log on in the Username field of the Logon dialog box. This idea is that it makes it more convenient for a frequent user to log on — but it also provides 50 percent of the puzzle needed to break into a system!

To keep the username from appearing in the Logon dialog box, use the Registry Editor to create or assign the following registry key value:

Hive:

HKEY_LOCAL_MACHINE

Key:

Software\Microsoft\WindowsNT\Current Version\Winlogon

Name:

DontDisplayLastUserName

Data Type:
REG_SZ

Value:

1
6.5. Restrict Anonymous Network Access to the Registry 
Service Pack 3 (SP3) for NT 4.0 includes a security enhancement that restricts anonymous (null session) logons when they connect to specific named pipes, including the one for registry access. SP3 provides for the use of a registry key value that defines the list of named pipes that are exempt from this restriction. The key value is:

Hive:

HKEY_LOCAL_MACHINE

Key:

System\CurrentControlSet\Services\LanManServer\Parameters

Name:

NullSessionPipes

Data Type:
REG_MULTI_SZ

Value:

Add or remove names from the list as required by the configuration.

Refer to: Q143138 

7. Secure Print Drivers 
Windows NT uses a registry key to control who can add printer drivers to the system. In some cases, you may not want anyone other than administrators installing drivers on the system. For example, when users can’t copy data to a floppy or e-mail it someplace, they may print it instead.

To limit who can install printer drivers, change the value for the following registry key to 1, which causes the NT Spooler service to restrict this operation to Administrators and Print Operators (NT Server) or Administrators and Power Users (NT Workstation).

Hive:

HKEY_LOCAL_MACHINE

Key:

System\CurrentControlSet\Control\Print\Providers\LanMan Print Services\Servers

Name:

AddPrintDrivers

Data Type:
REG_DWORD

Value:


1
8. Protect the Registry 
By now you know that the initialization and configuration data NT uses is stored in the registry. Some processes modify their own keys, while other keys must be modified using the Registry Editor. It is possible to configure the NT registry remotely, and therefore you should restrict this type of access wherever possible. To do so, create the following registry key:

Hive:

HKEY_LOCAL_MACHINE 

Key:

System\CurrentControlSet\Control\SecurePipeServers 

Name:

winreg

The security permissions set on this key define which users or groups can connect to the system for remote registry access, so adjust them accordingly. By default, this key is not defined in NT Workstation and does not restrict remote access to the registry. The NT Server default setting permits only Administrators to gain remote access to the registry. Consider disallowing everyone remote registry access, Administrators included.


· Secure the Registry.

Set the A C L entry for the Authenticated Users group to read for those keys to which these users need access.
9. Control access to the command scheduler
If server operators need to use the scheduler service, create or assign SubmitControl value in HKEY_LOCAL_MACHINE\SYSTEM.

Restrict access to the registry key HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Schedule to only those users/groups (preferably Administrators only) that are allowed to submit jobs to the schedule service

The Schedule service (sometimes referred to as the AT command) is used to schedule tasks that run automatically at a predetermined time and date. These tasks run under the context of the defined account used by the Schedule service, which by default is the all-powerful SYSTEM account. 
By default, only Administrators can schedule tasks using AT commands, which may be a security problem if you want a user to schedule tasks but don’t want that user to have Administrator access. You can assign permission for scheduling tasks to the System Operator group by creating or assigning the following registry key value:

Hive:

HKEY_LOCAL_MACHINE

Key:

System\CurrentControlSet\Control\Lsa

Name:

Submit Control

Data Type:
REG_DWORD

Value:

1

10. Password controls and account policy
10.1 Lockout attempts to gain access after a set number and make passwords hard to guess.

· In the User Manager|Properties| window set a password for each new account, enable User Must Change Password at Next Logon, and disable Password Never Expires.

· Ensure that all accounts have passwords.

· Make passwords hard to guess and force them to change frequently

10.2 Enable Administrator account lockout 

· Install the passprop.exe utility included in the NTResource Kit.

10.3 Obscure the Administrative Accounts 
· Disable the built-in Administrator account. 

The reason for disabling the Administrator account is that any intruder worth his salt knows that this account exists by default on all NT systems. Therefore, it’s a likely target of attack. Intruders may spend days, weeks, or even months trying to gain access to that account, but if you cripple it, even a successful break-in gives them access only to a useless account.
The best practice is to assign Administrative-level permissions and rights to an account that is a member of the Administrators group, and then remove all rights and permissions from the built-in Administrator account. 


· Rename the Administrator account to some other name.

· Create a bogus account called Administrator without administrative privileges.


Consider the following changes:

· Remove the "Log on from the network" right from the Administrator’s group as a whole 

· Add the "Log on from the network" right for individual accounts that require administrative access 

· Adjust user account policies to lock out users after more than three failed logon attempts 

· Require passwords be exactly seven characters in length for maximum strength (because of to the algorithm Microsoft uses to encrypt NT passwords, this length is the hardest to crack)

· Establish separate accounts for Administrators.

Give Administrators separate personal accounts.

10.4. Set up an Administrator password control process.

· Seal the local Administrator password in an envelope and lock it up.

· Set the “Password Never Expires” setting for this account.

10.5. Tighten the use of the Everyone group and disable the guest account.

· Replace the user “Everyone” with “Authenticated Users” on every network share and common-use directory. The Everyone group allows even unauthenticated users on the network to access resources with this access control designation.
· Disable Guest account. The Guest account is required by some third-party applications, but it should be disabled if it is not required. The Guest account has traditionally been used as a shared account for temporary users such as partners, suppliers, and contractors. The use of shared accounts results in a complete loss of accountability. You can provide limited access for casual users through the built-in Guest account, but you need to make certain you’ve adjusted all resources so that the account is limited to only those resources you wanted used by guests.
10.6. Avoid giving Administrator privileges for most tasks.

· Use less privileged accounts when people ask for Administrator privileges.

· Avoid Full Control permissions for Everyone (or Authenticated Users) and limit Change access to users who need to delete and/or modify files and directories.

· Tighten security on Profiles directory, Temp directories, Systemroot\repair directory, boot.ini, ntldr, all executable files, and all shared directories.

10.7. Avoid using shared accounts—along with an exception

· Deny requests for shared accounts

10.8. Secure Screensavers 


Turn on the NT screensaver feature with the Password Protected option, setting the activation time to a low value — somewhere in the range of one to ten minutes. This way, when a user walks away from the system without logging off, the screensaver activates and locks the system from unwanted access. Although it can become incredibly annoying to deactivate screensavers continually, it’s well worth the effort.

11. Protect Files and Directories 
 
For high-level security installations, however, you might also set directory permissions to all subdirectories and existing files as shown in the following list immediately after Windows NT is installed. Be sure to apply permissions to parent directories before applying permissions to subdirectories.

First, apply these permissions using the ACL editor.

	Directory
	Permissions
	Complete

	\WINNT and all subdirectories 
	Administrators: Full Control
CREATOR OWNER: Full Control
Everyone: Read
SYSTEM: Full Control
	 



Now, in the \WINNT tree apply the following exceptions to the general security permission settings:


	Directory
	Permissions
	Complete

	\WINNT\Repair
	Administrators: Full Control
	 

	\WINNT\System32\Config
	Administrators: Full Control
CREATOR OWNER: Full Control
Everyone: List
SYSTEM: Full Control
	 

	\WINNT\System32\Spool
	Administrators: Full Control
CREATOR OWNER: Full Control
Everyone: Read
Power Users: Change
SYSTEM: Full Control
	 

	\WINNT\Cookies
\WINNT\Forms
\WINNT\History
\WINNT\OCCache
\WINNT\Profiles
\WINNT\Sendto
\WINNT\Temporary Internet Files
	Administrators: Full Control
CREATOR OWNER: Full Control
Everyone: Special Directory Access
   — Read, Write, and Execute
   Special File Access — None
System: Full Control
	 


In high-security installations, you should seriously consider assigning permissions as follows:

	File
	C2-Level Compliant Permissions
	Complete

	\Boot.ini
\Ntdetect.com
\Ntldr
	Administrators: Full Control
SYSTEM: Full Control
	 

	\Autoexec.bat
\Config.sys
	Everybody: Read
Administrators: Full Control
SYSTEM: Full Control
	 

	\Temp directory
	Administrators: Full Control
CREATOR OWNER: Full Control
Everyone: Special Directory Access 
   — Read, Write, and Execute
   Special File Access — None
SYSTEM: Full Control
	 




To view these files in File Manager, choose the By File Type command from the View menu, then select the Show Hidden/System Files check box in the By File Type dialog box.

 12. Networking and Internet security settings
12.1. Limit Access to Services and NetBios from the Internet 
For a standalone Web server or firewall system, consider the guidelines in this section for NT services.

You should not start the services in this table:

	Service
	Installed
	Not Installed
	Disabled

	Alerter
	 
	 
	 

	ClipBook Server
	 
	 
	 

	Computer Browser
	 
	 
	 

	DHCP Client
	 
	 
	 

	Directory Replicator
	 
	 
	 

	Messenger
	 
	 
	 

	NetLogon
	 
	 
	 

	Network DDE
	 
	 
	 

	Network DDE DSDM
	 
	 
	 

	Plug and Play
	 
	 
	 

	Remote Procedure Call (RPC) Locator
	 
	 
	 

	Server
	 
	 
	 

	SNMP Trap Service
	 
	 
	 

	Spooler (unless you need to spool printing)
	 
	 
	 

	TCP/IP NetBIOS Helper
	 
	 
	 

	Telephony Service
	 
	 
	 

	Workstation (Required for Raptor Firewall
	 
	 
	 


	Special Note: After you stop Workstation and Server services, you cannot perform most administrative functions. Install these two services and start them up when you need them, but be certain to stop and disable them before the system is used openly on the network. Also note that some applications (such as Raptor’s EagleNT Firewall) may require that the Workstation and/or Server service be running. In this case you may also need a network protocol associated with the service, so be certain not to choose TCP/IP — use NETBIOS instead. 


· Alerter 

· ClipBook Server 

· Computer Browser 

· DHCP Client 

· Directory Replicator 

· FTP publishing service 

· License Logging Service 

· Messenger 

· Netlogon 

· Network DDE 

· Network DDE DSDM 

· Network Monitor 

· Plug and Play (disable after all hardware configuration) 

· Remote Access Server 

· Remote Procedure Call (RPC) locate 

· Schedule 

· Server 

· Simple Services 

· Spooler 

· TCP/IP Netbios Helper 

· Telephone Service 


Disable the following optional services, if desired: 

· SNMP service 

· SNMP trap 

· UPS

You must start these services.

	Service
	Installed

	EventLog
	 

	NT LM Security Support Provider
	 

	Remote Procedure Call (RPC) Service
	 

	Any other necessary application services, such as WWW or FTP
	 


Set the following services to automatic: 

· Eventlog ( required ) 

· NT LM Security Provider (required) 

· RPC service (required) 

· WWW (required) 

· Workstation (leave service on: will be disabled later in the document) 

· MSDTC (required) 

· Protected Storage (required) 



You may use these services if you need them for system operation.

	Service
	Installed
	Not Installed
	Disabled

	Schedule
	 
	 
	 

	UPS
	 
	 
	 


· Reconsider Using Alerter and Messenger Services 
The Alerter and Messenger services let a user (or a service, such as a printer service) send messages to administrators or other users to alert them to problems; these messages appear in a window on the user’s desktop. These services may be an unnecessary risk because they have been used in social engineering attacks, such as requesting a user’s password. Don’t laugh, it happens! Some users actually respond to a request to change their password, create a share, or otherwise open holes in the network. A side effect of running this service is that it causes the name of the current user to be broadcast in the NetBIOS name table, which gives an attacker a valid user name to use in brute-force intrusion attempts.

· Unbind Unnecessary Services 
Disable the NetBIOS Interface, Server, and Workstation network bindings from the "WINS Client (TCP/IP)" unless the service is required for a specific application. Whenever possible, use the Bindings feature in the Network application in Control Panel to unbind any unnecessary services from any network adapter cards connected to the Internet. For example, you might use the Server service to copy new images and documents from computers in your internal network, but you might not want remote users to have direct access to the Server service from the Internet. In this case, you may require the Server service to work correctly on your private network, but not on the public network side. Therefore, you should disable the Server service binding to any network adapter cards connected to the Internet or other public (or untrusted) networks.

By removing the NetBIOS binding to the TCP/IP protocol, the native file-sharing services (using the Server and Workstation services) will not be accessible via TCP/IP network and the Internet. Other NetBIOS-related services are accessible via other protocols if any are installed and already bound to NetBIOS.


12.2. Secure the Event Logs 
By default, NT lets guests and anonymous users view System and Application Event Logs. The Security log is protected from guest access by default, but users with the Manage Audit Logs user right can see it. The Event Log service uses the following key to restrict guest access to these logs:

Hive:

HKEY_LOCAL_MACHINE

Key:

System\CurrentControlSet\



Services\EventLog\[LogName]

Name:

RestrictGuestAccess

Data Type:
REG_DWORD

Value:

1

Set the value for each log to 1 to restrict access and reboot the system. Besides changing this key, you should also change the user access permissions to disallow access for all users other than Administrators and the SYSTEM account — otherwise an intruder might be able to reset the key value and gain access.



13. Auditing
 
13.1. Enable General Auditing 
Auditing can reveal activity that could be posing a security risk to your network, and it can also identify the user accounts performing that activity. When you establish an audit policy, you must weigh the cost (in disk space and CPU cycles) of the various auditing options against the advantages of these options. You should audit at least failed log on attempts, attempts to access sensitive data, and changes to security settings. Here are some common security threats and the type of auditing that can help track them.



13.2. Enable System Auditing 
Enabling system auditing can tell you about actions that pose security risks and help you detect security breaches. To activate security event logging, follow these steps:

1. Log on with administrative access.

2. Click Start, choose Programs, Administrative Tools, and User Manager.

3. On the Policies menu, choose Audit.

4. Click Audit These Events.

5. Enable the options you want to use. The following options are available: 

· Log on/Log off — logs both local and remote resource logons. 

· File and Object Access — logs file, directory, and printer access. Files and folders must reside on an NTFS partition for security logging to be enabled. After you enable auditing file and object access, use NT Explorer to select auditing for individual files and folders. 

· User and Group Management — logs any user accounts or groups that are created, changed, or deleted; any user accounts that are renamed, disabled, or enabled; and any passwords set or changed. 

· Security Policy Changes — logs any changes to user rights or audit policies 

· Restart, Shutdown, and System — logs shutdowns and restarts of the local system. 

· Process Tracking — logs program activation, handle duplication, indirect object access, and process exits.

6. Click the Success check box to enable logging for successful operations and the Failure check box to enable logging for unsuccessful operations. Click OK to close the dialog box.

Audit Base Objects 
To audit base system objects, add the following key value.

Hive:

HKEY_LOCAL_MACHINE

Key:

System\CurrentControlSet\Control\Lsa

Name:

AuditBaseObjects

Data Type:
REG_DWORD

Value:

1

Simply setting this value does not start generating audits; the administrator must turn on auditing for the Object Access category with User Manager. This setting tells the Local Security Authority (LSA) that base objects should be created with a default system audit control list.

Audit Privileges 
Certain privileges in the system are not audited by default, even when you turn on privilege-auditing, in an effort to control the growth of audit logs. The privileges not audited by default are listed below, with default assignments in parentheses:

· Bypass traverse checking (granted to everyone) 

· Debug programs (granted only to Administrators) 

· Create a token object (granted to no one) 

· Replace process level token (granted to no one) 

· Generate Security Audits (granted to no one) 

· Backup files and directories (granted to Administrators and Backup Operators) 

· Restore files and directories (granted to Administrators and Backup Operators)

Auditing the first item is meaningless, because it’s a privilege granted to everyone. Debugging programs is a privilege designed to be used by programmers and should not be granted to any user whatsoever; it’s dangerous to assign this right to a user. The next three privileges are not granted to any user or group and should not be unless you’re sure it’s necessary, because they are highly sensitive rights. The last two privileges are used during normal system operations.

To audit these privileges, add the following registry value:

Hive:
HKEY_LOCAL_MACHINE\SYSTEM

Key:
System\CurrentControlSet\Control\Lsa

Name:
FullPrivilegeAuditing

Type:
REG_BINARY

Value:
1

Audit Password Registry Keys 
Auditing the password-related registry keys helps you detect unauthorized attempts to gain access to them, a favorite ploy of intruders. To audit these keys, follow the steps below (the following information was contributed by Russ Cooper and can also be found at http://www.ntbugtraq.com):

1. Enable Auditing, then start the User Manager, select Policies, Audit, and click Audit These Events.

2. Choose the items to audit for Failure and Success and close the dialog box.

3. Log on with Administrative authority. This step begins the tricky part: fooling NT into giving you access to the SAM keys in the registry.

4. Using Control Panel, Services, set the Schedule service to run under the SYSTEM account and start (or restart) the service.

5. Open a DOS Command window and check the current time.

6. Add one or two minutes to the time (e.g., if it’s 14:10, make it 14:12) and issue the following command at the DOS prompt: at 14:12 /interactive "regedt32.exe".

7. Wait until 14:12, at which time the Schedule service launches the Registry Editor (Regedit32.exe) under the security context of the SYSTEM account. You have complete access to the entire registry; this is a dangerous level of access, so be careful when you edit the registry this way.

8. Select HKEY_LOCAL_MACHINE, locate the SAM tree, and select it.

9. Choose Security from the menu and select Auditing.

10. Click Add then Show Users.

11. Add the SYSTEM account, the Domain Admins group, your trusted administrator account(s), and any other account with the following rights: 

· Take ownership of files or other objects 

· Back up files and directories 

· Manage auditing and security log 

· Restore files and directories 

· Add workstations to domain 

· Replace a process level token

12. Select the "Audit Permission on Existing Subkeys" checkbox.

13. Select Success and Failure checkboxes for the following entries: 

· Query Value 

· Set Value 

· Write DAC 

· Read Control

14. Click OK and then Yes.

15. Repeat steps 7-11 for the SECURITY key as well. This step is not required if you want to audit only password keys. If you want to track other security-relevant changes to the system, perform this step.

16. Exit the Registry Editor.

17. Stop the Schedule service and reset the service account with a normal user account. Do not restart the service unless you’re sure you need to have it running for a particular reason.

At this point, you’ve applied the changes necessary to initiate auditing on the entire SAM in the registry. The Event Log contains information revealing successful and failed access attempts on these keys.

Enabling this particular level of auditing can generate a large number of log entries because the security subsystem accesses these keys during normal operations. Periodically monitor your Event Logs and archive them as necessary.

Keep in mind that programs running under the context of powerful accounts such as Administrator or SYSTEM are capable of manipulating logs and other items, which means that traces of activity could be removed by an intruder. Therefore, it’s always wise to ensure programs run only under the context of a normal restricted user account.


14. Other considerations

14.1. Check for and remove ROLLBACK.

14.2. Avoid the Netware DLLTrojan horse

14.3. Encrypt SAM’s password database with 128 bit encryption

14.4. Run an A C L reporting tool

14.5. Secure the Backup Copy of SAM 


By default, a copy of SAM is kept in the %SYSTEMROOT%\repair directory in a file called SAM._. The directory has the following permissions:

Administrators:

Full Control

Everyone:

Read

SYSTEM

Full Control

Power Users:

Change

These settings are not the optimum for a secure system. Consider reassigning the permissions as follows, using Cacls.exe in the Windows NT Resource Kit:

1. From Explorer, highlight the SAM._ file, right-click, choose Properties, Security, and Permissions. Remove all privileges from this file.

2. Open a DOS Command window and issue this command: cacls %systemroot%\repair\sam._ /D Everyone.

This command denies the Everyone group permission to the SAM._ file and ensures that no share permissions provide access to the file. In effect, the command in step 2 removes access from the file so that no user may access it.

Keep in mind that to update your ERD, you must manually reset the permissions on this file temporarily to regain access, then set them back when you’re done. To reset the permissions:

Open a DOS Command window and issue the following command, which grants Administrators change permission to the SAM._ file: cacls %systemroot%\repair\sam._ /T /G Administrators:C.

After updating the ERD, execute the following command to remove the permissions granted in step 1: cacls %systemroot%\repair\sam._ /E /R Administrators.
14.6. Erase the System Page File During a Clean System Shutdown 


The virtual memory feature in Windows NT uses a system page file located on a disk as a way to expand the physical memory installed in the system. On a running system, this page file is opened only by the operating system and is well protected. However, best practice is to erase the page file when the system shuts down cleanly to ensure that sensitive information from memory processes is not available to an intruder. To configure your NT system to erase the page file, adjust the following registry key:

Hive:

HKEY_LOCAL_MACHINE

Key:

System\CurrentControlSet\



Control\SessionManager\Memory Management

Name:

ClearPageFileAtShutdown

Data Type:
REG_DWORD

Value:

1

Note that this protection works only during a clean shutdown; therefore, it is important that untrusted users cannot power off or reset the system manually. If they can, they might then be able to gain access to the page file through some other means.

