National Institute of Standards and Technology   

NIST 800 Series Summarization
NIST 800-26
Information Technology Laboratory (ITL) at the National Institute of Standards and Technology (NIST) promotes the U.S. economy and public welfare by providing technical leadership for the Nation’s measurement and standards infrastructure.  ITL develops tests, test methods, reference data, proof of concept implementations, and technical analyses to advance the development and productive use of information technology.  ITL’s responsibilities include the development of technical, physical, administrative, and management standards and guidelines for the cost-effective security and privacy of sensitive unclassified information in Federal computer systems.  The 800-series addresses and reports research, guidance, and outreach efforts in computer security, and its collaborative activities with industry, government, and academic organizations.

The intent of this Self assessment is to provide a method for agency officials to determine the current status of their information security program and, where necessary, establish a target for improvement.  NIST 800-26 utilizes an extensive questionnaire containing specific control objectives:  Management Controls, Operational Controls and Technical Controls.  This guide does not establish new security requirements.  The control objectives and techniques are abstracted directly from standing requirements found in statute, policy, and guidance on security.

Management Controls

Management controls focus on the management of the IT security system and the management of risk for a system. They are techniques and concerns that are normally addressed by management.

1. Risk Management

Risk is the possibility of something adverse happening. Risk management is the process of assessing risk, taking steps to reduce risk to an acceptable level, and maintaining that level of risk.  The following questions are organized according to two critical elements.  The levels for each of these critical elements should be determined based on the answers to the subordinate questions.  

1.1  Critical Element: Is risk periodically assessed?

1.2. Critical Element: Do program officials understand the risk to systems under their control and determine the acceptable level of risk? 

2. Review of Security Controls

Routine evaluations and response to identified vulnerabilities are important elements of managing the risk of a system.  The following questions are organized according to two critical elements.  The levels for each of these critical elements should be determined based on the answers to the subordinate questions.

2.1. Critical Element: Have the security controls of the system and interconnected systems been reviewed?

2.2. Critical Element: Does management ensure that corrective actions are effectively implemented?

3. Life Cycle

Like other aspects of an IT system, security is best managed if planned for throughout the IT system life cycle.  There are many models for the IT system life cycle but most contain five basic phases: initiation, development/acquisition, implementation, operation, and disposal. The following questions are organized according to two critical elements.  The levels for each of these critical elements should be determined based on the answers to the subordinate questions.

3.1. Critical Element: Has a system development life cycle methodology been developed?

3.2. Critical Element: Are changes controlled as programs progress through testing to final approval?

4. Authorize Processing (Certification & Accreditation)

Authorize processing (Note: Some agencies refer to this process as certification and accreditation) provides a form of assurance of the security of the system. The following questions are organized according to two critical elements.  The levels for each of these critical elements should be determined based on the answers to the subordinate questions.

4.1. Critical Element: Has the system been certified/recertified and authorized to process (accredited)?

4.2. Critical Element: Is the system operating on an interim authority to process in accordance with specified agency procedures? 

5. System Security Plan

System security plans provide an overview of the security requirements of the system and describe the controls in place or planned for meeting those requirements.  The plan delineates responsibilities and expected behavior of all individuals who access the system. The following questions are organized according to two critical elements.  The levels for each of these critical elements should be determined based on the answers to the subordinate questions.

5.1. Critical Element: Is a system security plan documented for the system and all interconnected systems if the boundary controls are ineffective?

5.2. Critical Element: Is the plan kept current?

Operational Controls

The operational controls address security methods focusing on mechanisms primarily implemented and executed by people (as opposed to systems).  These controls are put in place to improve the security of a particular system (or group of systems).  They often require technical or specialized expertise and often rely upon management activities as well as technical controls.

6. Personnel Security

Many important issues in computer security involve human users, designers, implementers, and managers.  A broad range of security issues relates to how these individuals interact with computers and the access and authorities they need to do their jobs. The following questions are organized according to two critical elements.  The levels for each of these critical elements should be determined based on the answers to the subordinate questions.

6.1.  Critical Element: Are duties separated to ensure least privilege and individual accountability?

6.2.  Critical Element: Is appropriate background screening for assigned positions completed prior to granting access?

7. Physical and Environmental Protection

Physical security and environmental security are the measures taken to protect systems, buildings, and related supporting infrastructures against threats associated with their physical environment. The following questions are organized according to three critical elements.  The levels for each of these critical elements should be determined based on the answers to the subordinate questions.

7.1.  Critical Element: Have adequate physical security controls been implemented that are commensurate with the risks of physical damage or access?

7.2.  Critical Element: Is data protected from interception?

7.3.  Critical Element: Are mobile and portable systems protected? 

8. Production, Input/Output Controls

There are many aspects to supporting IT operations. Topics range from a user help desk to procedures for storing, handling and destroying media. The following questions are organized according to two critical elements.  The levels for each of these critical elements should be determined based on the answers to the subordinate questions.

8.1.  Critical Element: Is there user support?

8.2.  Critical Element: Are there media controls?

9. Contingency Planning

Contingency planning involves more than planning for a move offsite after a disaster destroys a facility. It also addresses how to keep an organization’s critical functions operating in the event of disruptions, large and small. The following questions are organized according to three critical elements.  The levels for each of these critical elements should be determined based on the answers to the subordinate questions.

9.1.  Critical Element:  Have the most critical and sensitive operations and their supporting computer resources been identified?

9.2.  Critical Element:   Has a comprehensive contingency plan been developed and documented?

9.3.  Critical Element: Are tested contingency/disaster recovery plans in place? 

10. Hardware and System Software Maintenance

These are controls used to monitor the installation of, and updates to, hardware and software to ensure that the system functions as expected and that a historical record is maintained of changes. Some of these controls are also covered in the Life Cycle Section. The following questions are organized according to three critical elements.  The levels for each of these critical elements should be determined based on the answers to the subordinate questions.

10.1.  Critical Element: Is access limited to system software and hardware? 

10.2.  Critical Element: Are all new and revised hardware and software authorized, tested and approved before implementation? 

10.3. Are systems managed to reduce vulnerabilities?

11. Data Integrity

Data integrity controls are used to protect data from accidental or malicious alteration or destruction and to provide assurance to the user the information meets expectations about its quality and integrity. The following questions are organized according to two critical elements.  The levels for each of these critical elements should be determined based on the answers to the subordinate questions.

11.1.  Critical Element: Is virus detection and elimination software installed and activated? 

11.2.  Critical Element: Are data integrity and validation controls used to provide assurance that the information has not been altered and the system functions as intended?

12. Documentation

The documentation contains descriptions of the hardware, software, policies, standards, procedures, and approvals related to the system and formalize the system’s security controls. When answering whether there are procedures for each control objective, the question should be phrased “are there procedures for ensuring the documentation is obtained and maintained.” The following questions are organized according to two critical elements.  The levels for each of these critical elements should be determined based on the answers to the subordinate questions.

12.1.  Critical Element: Is there sufficient documentation that explains how software/hardware is to be used?

12.2.  Critical Element: Are there formal security and operational procedures documented?

13. Security Awareness, Training, and Education

People are a crucial factor in ensuring the security of computer systems and valuable information resources.  Security awareness, training, and education enhance security by improving awareness of the need to protect system resources. Additionally, training develops skills and knowledge so computer users can perform their jobs more securely and build in-depth knowledge. The following questions are organized according to two critical elements.  The levels for each of these critical elements should be determined based on the answers to the subordinate questions.

13.1.  Critical Element: Have employees received adequate training to fulfill their security responsibilities?

14. Incident Response Capability

Computer security incidents are an adverse event in a computer system or network. Such incidents are becoming more common and their impact far-reaching. The following questions are organized according to two critical elements.  The levels for each of these critical elements should be determined based on the answers to the subordinate questions.

14.1.  Critical Element: Is there a capability to provide help to users when a security incident occurs in the system?

14.2.  Critical Element: Is incident related information shared with appropriate organizations?

Technical Controls

Technical controls focus on security controls that the computer system executes.  The controls can provide automated protection for unauthorized access or misuse, facilitate detection of security violations, and support security requirements for applications and data. 

15. Identification and Authentication

Identification and authentication is a technical measure that prevents unauthorized people (or unauthorized processes) from entering an IT system.  Access control usually requires that the system be able to identify and differentiate among users. The following questions are organized according to two critical elements.  The levels for each of these critical elements should be determined based on the answers to the subordinate questions.

15.1.  Critical Element: Are users individually authenticated via passwords, tokens, or other devices?

15.2.  Critical Element: Are access controls enforcing segregation of duties?

16. Logical Access Controls

Logical access controls are the system-based mechanisms used to designate who or what is to have access to a specific system resource and the type of transactions and functions that are permitted. The following questions are organized according to three critical elements.  The levels for each of these critical elements should be determined based on the answers to the subordinate questions.

Logical access controls are the system-based mechanisms used to designate who or what is to have access to a specific system resource and the type of transactions and functions that are permitted. The following questions are organized according to three critical elements.  The levels for each of these critical elements should be determined based on the answers to the subordinate questions.

16.1.  Critical Element: Do the logical access controls restrict users to authorized transactions and functions?

16.2.  Critical Element: Are there logical controls over network access?

16.3.  Critical Element: If the public accesses the system, are there controls implemented to protect the integrity of the application and the confidence of the public? 

17. Audit Trails

Audit trails maintain a record of system activity by system or application processes and by user activity.  In conjunction with appropriate tools and procedures, audit trails can provide individual accountability, a means to reconstruct events, detect intrusions, and identify problems. The following questions are organized under one critical element.  The levels for the critical element should be determined based on the answers to the subordinate questions.

17.1.  Critical Element: Is activity involving access to and modification of sensitive or critical files logged, monitored, and possible security violations investigated?

NIST 800-14
PRINCIPLES
NIST 800 Series is based on eight Principles.  These principles are intended to guide agency personnel when creating new systems, practices, or policies.  The principles are as follows:

Computer Security Supports the Mission of the Organization.

Computer security is intended to protect the organization's resources and assets.  In doing so they protect it's physical and financial resources, reputation, legal position, employees, and other tangible as well intangible assets.  The problem my lie in the perception of what security is doing.  Sometimes viewed as thwarting the mission of the organization by imposing poorly selected, bothersome rules and procedures on users, managers, and systems.  Example, in private sector business, having good security is usually secondary to the need to make a profit.  Security, then, ought to increase the firm's ability to make a profit.  In a public-sector agency, security is usually secondary to the agency's providing services to citizens. Security, then, ought to help improve the service provided to the citizen.

Managers need to understand both their organizational mission and how each information system supports that mission.  Security can then be explicitly stated in terms of the organization's mission.  Security must also be looked at from two ends the provider (Server) and the recipient (Client).  By security the Server the client is less likely to be manipulated thus having negatively affect the provider.

Computer Security is an Integral Element of Sound Management

Security considerations in the management of information and computers does not completely eliminate the possibility that these assets will be harmed.  Organizational managers have to decide what level of risk they are willing to accept, taking into account the cost of security controls.  As with other resources, the management of information and computers may transcend organizational boundaries.  when an organization’s information and IT systems are linked with external systems, management's responsibilities extend beyond the organization  This requires that management (1) know what general level or type of security is employed on the external system(s) or (2) seek assurance that the external system provides adequate security for their organization's needs.

Computer Security should be Cost-Effective

The cost and benefits of security should be carefully examined in both monetary and non-monetary terms to ensure that the coast of controls does not exceed expected benefits.  Security should be appropriate and proportionate to the value of a degree of reliance on the IT systems and to the severity, probability, and extent of potential harm.  In general, security is a smart business practice.  By investing in security measures, an organization can reduce the frequency and severity of computer security-related losses.  With a sound security program can thwart hackers and reduce the frequency of viruses and spyware.  Elimination of these kinds of threats can reduce unfavorable publicity as well as increase morale and productivity.

Security benefits do have both direct and indirect costs.  Direct costs include purchasing, installing, and administering security measures, such as access control software or fire-suppression systems.  Additionally, security measures can sometimes affect system performance, employee morale, or retraining requirements.  All of these have to be considered in addition to the basic cost of the control itself.  In many cases, these additional costs may well exceed the initial cost of the control (as is often seen, for example, in the costs of administering an access control package).  Solutions to security problems should not be chosen if they cost more, in monetary or non monetary terms, directly or indirectly, than simply tolerating the problem.

Systems Owners Have Security Responsibilities Outside Their Own Organizations

If a system has external Users, its owners have a responsibility to share appropriate knowledge about the existence and general extent of security measures so that other users can be confident that the system is adequately secure.  This simply means that system owners should inform their clients or users about the nature of the security.  Additionally, organizational managers "should act in a timely, coordinated manner to prevent and to respond to breaches of security"  to help prevent damage to others.  However, taking such action should not jeopardize the security of systems.

Computer Security Responsibilities and Accountability Should Be Made Explicit

The responsibility and accountability of owners, providers, and users of IT systems and other parties concerned with the security of IT systems should be explicit.  The assignment of responsibilities may be internal to an organization or may extend across organizational boundaries.  This element does not specify that individual accountability must be provided for on all systems.  Example: many information dissemination systems do not require users’ identification or use other technical means of user identification and, therefore, cannot hold users accountable.

Computer Security Requires a Comprehensive and Integrated Approach 


Effective computer security requires a comprehensive approach that considers a variety of areas both within and outside of the computer security field.  This comprehensive approach extends throughout the entire information life cycle.  To work effectively, security controls often depend upon the proper functioning of other controls.  If appropriately chosen, managerial, operational, and technical controls can work together synergistically.  The opposite can be said without a firm understanding of the interdependencies of security controls, thus undermining one another.  


Effectiveness of security controls also depends on such factors as system management, legal issues, quality assurance, and internal and management controls.  Comp0uter security needs to work with traditional security disciplines including physical and personnel security.  Managers should recognize how computer security relates to other areas of systems and organizational management.

Computer Security Should Be Periodically Reassessed

Computers and the environments in which they operate are dynamic. Many types of changes affect system security: technological developments connection to external networks; a change in the value or use of information; or the emergence of a new threat.  In addition, security is never perfect when a system is implemented.  Changes in the system or the environment can create new vulnerabilities.  Strict adherence to procedures is difficult and procedures become outdated over time, thus the necessity to reassess the security of IT systems periodically.

Computer Security is Constrained by Societal Factors

The ability of security to support he mission of an organization may be limited by various factors, such as social issues.  Security and workplace privacy can conflict.  Commonly, security is implemented on an IT system by identifying users and tracking their actions.  Privacy in some cases may be mandated by law.  Security can enhance the access and flow of data and information by providing more accurate and reliable information and greater availability of systems.  Security can also increase the privacy afforded to and individual or help achieve other goals set by society.

PRACTICES
The practices guide organizations on the types of controls, objectives and procedures that comprise an effective IT security program.  The practices show what should be done to enhance or measure an existing computer security program or to aid in the development of a new program.  The practices show what should be done to enhance or measure an existing computer security program or to aid in the development of a new program.  This is a checklist format to assist organizations in reviewing their current policies and procedures against the common practices presented here. 

The Practices are:

· Policy

· Program Management

· Risk Management

· Life Cycle Planning

· Personnel/User Issues

· Preparing for Contingencies and Disasters

· Computer Security Incident Handling

· Awareness and Training

· Security Considerations in Computer Support and Operations

· Physical and Environmental Security

· Identification and Authentication

· Logical Access Control

· Audit Trails

· Cryptography

NIST 800-53
Security controls are the management, operational and technical safeguards or countermeasures prescribed for an information system to protect the confidentiality, integrity, and availability of the system and its information.  There are several important questions that should be answered by organizational officials when addressing the security considerations for their information systems:

· What security controls are needed to adequately protect the information systems that support the operations and assets of the organization in order to accomplish its assigned mission, protect  its assets, fulfill it legal responsibilities, maintain its day-to-day functions, and protect individuals?

· Have the selected security controls been implemented or is there a realistic plan for their implementation?

· What is the desired or required level of assurance (i.e., grounds for confidence) that the selected security controls, as implemented, are effective in their application?

An effective information security program should include-

Periodic assessments of risk, including the magnitude of harm that could result from the unauthorized access, use, disclosure, disruption, modification, or destruction of information and information systems that support the operations and assets of the organization;

Policies and procedures that are based on risk assessments, cost-effectively reduce information security risks to an acceptable level, and ensure that information security is addressed throughout the life cycle of each organizational information system;

Subordinate plans for providing adequate information security for networks, facilities, information systems, or groups of information systems, an appropriate;

Security awareness training to inform personnel (including contractors and other users of information systems that support the operations and assets of the organization) of the information security risks associated with their activities and their responsibilities in complying with organizational policies and procedures designed to reduce these risk;

Periodic testing and evaluation of the effectiveness of information security policies, procedures, practices, and security controls to be performed with a frequency depending on risk, but no less than annually;

A process for planning, implementing, evaluating, and documenting remedial actions to address any deficiencies in the information security policies, procedures, and practices of the organization;

Procedures for detecting, reporting, and responding to security incidents; and

Plans and procedures to ensure continuity of operations for information systems that support the operations and assets of the organizations.

The ultimate objective is to conduct the day-to-day operations of the organization and to accomplish the organization's stated missions with adequate security, or security commensurate with risk, including the magnitude of harm resulting from the unauthorized access, use, disclosure, disruption, modification, or destruction of information.

