
Monitoring Security Systems Policy
Introduction
This document describes the policy for configuring security logging on Client operating systems, including the following components:
· Windows-based operating systems.
· Unix- and Linux-based operating systems.
Scope

This policy applies to all servers at the data centers locations.
Failure to comply with this policy may result in disciplinary action up to and including termination.Policy
It is Client policy that audit trails shall be used for the following:

1. Individual Accountability. Audit trails shall be used to support accountability by providing a trace of user actions.

2. Reconstruction of Events. Audit trails shall be used to support after-the fact investigations of how, when, and why normal operations ceased.

3. Intrusion Detection. Audit trails shall be designed and implemented to record appropriate information to assist in intrusion detection.

4. Problem Identification. Audit trails shall be used as online tools to help identify problems other than intrusions as they occur.

5. All Client systems shall enable audit and normal logging as defined in this policy.
Control Objective
Controls provide reasonable assurance that system vulnerabilities are identified, unauthorized attempts to gain access to systems residing on Client networks are detected in a timely manner, and that related evidence is maintained.
Logging Network Activity
Network audit settings are configured to log specific events on the Client firewall. When the quantity of events hits a predetermined threshold, an e-mail alert is sent. These e-mails are reviewed individually and responded to as needed and when necessary to research incidents.
Operating System and Database Monitoring
Standard logging is enabled for both the operating system and, for customers who’ve purchased database services, the database layer, for client-hosted system locations
The SPLUNK search head is used to view the log entries.  ITS monitors the log events and creates tickets for log events meeting a predetermined threshold.  For details of how failed logins and other events are handled refer to the Client NOC Security and Infrastructure Process.

Auditing Windows-based Operating Systems

Windows servers are required to have the audit settings as listed in the table below.

	Policy
	Effective Setting

	Audit account logon events
	Success, Failure

	Audit account management
	Success, Failure

	Audit directory service access
	Success, Failure

	Audit logon events
	Success, Failure

	Audit object access
	Failure

	Audit policy change
	Success, Failure

	Audit privilege use
	Failure

	Audit process tracking
	Not Defined

	Audit system events
	Success/Failure


Verifying Settings
Follow the steps in the table below to verify the local Windows servers are configured correctly.
Configuring Server Logs for Windows Operating Systems

The following table lists the required Windows operating system setting for the server logs.
	Policy
	Computer Settings

	Maximum application log size
	System Default

	Maximum security log size
	System Default

	Maximum system log size
	System Default

	Restrict guest access to application log
	Not defined

	Restrict guest access to security log
	Not defined

	Restrict guest access to system log
	Not defined

	Retain application log
	Not defined

	Retain security log
	Not defined

	Retain system log
	Not defined

	Retention method for application log
	As needed

	Retention method for security log
	As needed

	Retention method for system log
	As needed

	Shut down the computer when the security audit log is full
	Disabled


Verifying Windows Server Settings

Follow the steps below to verify local Windows servers are configured correctly:

	Step
	Action

	1
	Right click My Computer and select Manage.

	2
	Expand Event Viewer.

	3
	Right click the event log type you want to verify, select Properties and verify maximum log size is consistent with above parameter settings.

	4
	Repeat for other event logs.


Auditing UNIX- and Linux-based Operating Systems
UNIX and Linux operating systems log the following activities.
	Log Name
	Activities Logged

	Sulog
	Su activity

	Syslog
	· Su activity

· Account management

· Account logon/logoff activity


Configuring Log Settings on UNIX and Linux Operating Systems
UNIX and Linux operating system have the following log settings:
	Log Name
	Retention Settings

	Sulog
	· Maximum log size: expandable to max size of /var
· Overwrite settings: 45 days

	Syslog
	· Maximum log size: expandable to max size of /var
· Overwrite settings: 45 days


Database Logging
MSSQL

The SQL database provides security logging. The following figure shows the SQL Server
Properties (Security tab) to enable database logging.
Authentication – SQL Server and Windows
Specifies users can connect to the instance of Microsoft SQL Server using SQL Server Authentication and Windows Authentication. This is considered Mixed Mode authentication. Users who connect through a Microsoft Windows user account can make use of trusted connections in either Windows Authentication or Mixed Mode. When a user connects through a Windows user account, SQL Server revalidates the account name and password by calling back to Windows for the information.
Audit Level – All
Audits on both successful and failed login attempts. This records attempted user accesses as well as other SQL Server log information, and enables auditing for both security modes, and records information on both trusted and non-trusted connections. Log records for these events appear in the Windows application log, the SQL Server error log, or both, depending on how you configure logging for your SQL Server.
Startup Service Account – System Account
Specifies that the instance of SQL Server service account is the built-in local system administrator account.
Oracle
Oracle provides auditing for failed logins. We manage SSAE customers running on 10g and 12x. Please see auditing details for both below. Establish 3 things:

1. SQL and result showing that auditing is on.

2. Explain what logins are being captured 

3. What is being captured

MySQL

MySQL provides auditing for failed logins. Screenshots below establish 3 things:

1. SQL and result showing that auditing is on.

2. Explain what logins are being captured 

3. what is being captured

Third Party Assessments
Network systems vulnerability assessments are performed on a continuous basis to ensure systems are protected from vulnerabilities, viruses and malicious acts.
· Client holds the rights to choose any third party company to perform non-intrusive vulnerability assessments on any system or hosted system within their environment without the consent of the system owners or customer.
· If the vulnerability assessment finds possible issues with any system, which require further intrusive or penetrating tests, then Client notifies the system owner or customer.
· All third party vulnerability assessments take place during off hours between the hours of 12:00am and 6:00 am EST.
The Client Security Administrator reviews the results and posts to the Client Intranet. Any weaknesses found are brought to the attention of the customer or system owners. The customer or system owners along with the Hosting group review and resolve the issue.
Assessing Vulnerability Monthly
Short-range assessments are deployed monthly basis and must consist of at least five hosts. These vulnerability scans also consist of port scans and vulnerability assessments. Ports scans scan the IP addresses for all ports that are open to that system. Once determined which ports are open, the scan tools then check those ports for known vulnerabilities such as IIS, SQL, and operating system’s vulnerabilities.
Assessing Vulnerability Quarterly
Broad range assessments are deployed on a quarterly basis and must consist of a range of addresses of at least1 Host. The vulnerability scans consist of port scans and vulnerability assessments. Ports scans scan the IP addresses for all ports that are open to that system. Once it’s determined which ports are open, the scan tools then check those ports for known vulnerabilities such as IIS, SQL, and operating system’s vulnerabilities. 

