Approval Template for Middleware Teams
Full-root BAU entries: 

Team Name:  

Software Products Supported: 

Middleware Sudo Project Focal Point:                     

Compliance:           
Technology Line of Business: 

Software version(s):  
Product names, versions: 
OS Platforms in scope for this request: 
The following configuration details are to be used for management approvals, in UserID team requests, and change management records:

Middleware Team Name:

Account: 

Servers: 

Users Affected (add rows as needed):
	UserID
	Name
	Notes Mail Address
	Serial #
	Country Code

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Note: users must be listed and approved as individuals, but groups may be used in sudo configuration files.

A- Standard BAU sudo entries:

Add SUDO syntax here.

B- Standard “Change/Installation Window” entries:

NOTE:

If your sudo entries include authorizing any non-SA UserIDs to commands in "johndoe", the AIX system management tool...
The owner of each of those UserID's will need to add these 2 lines to their id's .profile entries. 
Because the .profile is owned by the UserID's owner, this is the responsibility of the person who will use sudo to access “johndoe”, not the SA.

(It is not recommended to add these to the /etc/profile unpredictable results and intermittent problems have been reported.)

Add SUDO syntax here.

Executive-level approvals for items A and B are provided via approval section #1 above.

Note: Account-level approvals still need to be gathered using the existing account-specific UserID management processes, under the direction of your Identity and Access Management focal.

1) Approval for standard unlimited-root BAU entries: 

· Approval for full-root privileges granted via the entries below:

· Requesting Organization:  (filled in by Middleware sudo focal)

Requesting Organization Exec approver: _______________Date: ________________

Storage Service Line is providing approval for the sudo entries below--a configuration that allows access to unrestricted root privileges.

Requesting organization approvals affirm that in their judgment this configuration complies with the “grant least privilege required to perform assigned job roles” principle, and that they will accept ownership of security and audit impacts that result.

