
Managing Physical Security Policy

Introduction

The purpose of this policy is to describe methods to limit and monitor physical access to Corporate’s SSAE-16 compliant Data Centers to ensure systems remain secure.

Policy

The Data Centers remain closed and locked at all times. An electronic lock system exists to prevent unauthorized access to the Data Centers. The electronic access system software manages physical access and maintains an access log. 

Only authorized employees, based on their responsibilities and job function, are granted physical access to the Data Centers. Each authorized employee is issued an access card. Depending on the facility, a second authentication may be required (i.e., palm scan or entering a numbered code) to access the Data Center.
Non-employees are granted access only if they have a valid business purpose. All visitors must sign the Data Centers’ Visitor’s Log books and are escorted, unless they are appropriately authorized to have access without being escorted. 

Example:  Contractors who have a long-standing relationship with Corporate do not need to be escorted.

Scope

This policy applies includes physical access to Data Centers
Failure to comply with this policy may result in disciplinary action up to and including termination.

Control Objective

Controls provide reasonable assurance that physical access to the Data Centers is restricted to appropriately authorized personnel.

Best Practices

The following best practices are used to maintain physical security:

· All employees have a responsibility to maintain security. Authorized individuals opening a door for a person without access are responsible for their actions and the unauthorized access. 

· Tailgating through security system controlled doors is not permitted. This means employees are prohibited from providing access to people who have an unauthorized badge or an invalid PIN. If someone indicates they should have access but the badge or PIN does not work, they should call the Critical Infrastructure Manager, Data Center Manager to gain access. 

· The Data Centers do not permit unauthorized visitors and tours. This includes escorting any employee without authorized access to the facility. Violators will have their access disabled and will need to resubmit a request for access after a meeting with their manager.

· Lost or stolen badges must be reported to the Critical Infrastructure Manager, Data Center Manager and/or the NOC and will be immediately deactivated. Employees who have lost a badge must submit an (Access Request Form) Ticket for badge replacement. The ticket is routed to the employees Manager and the Data Center Manager for Approvals.
Automatic Physical Security

Physical Access systems have been set up to ensure physical security of the Data Centers. The important points are highlighted below:

· Software controls access to the Data Centers. Only appropriately authorized personnel can access and change that software. 

· Cameras record all entries. These cameras monitor all areas of the Data Centers and building perimeters 24x7. 
· Facilities have television cameras that include stationary and 360o tilt and zoom cameras. All cameras are connected to a digital recording system. Up to ninety (90) days of recordings are stored onsite.

· For entry into the Data Centers, an authorized badge must be scanned before entry. A secondary method of authentication may also be required. 
Appropriate Authorization

Appropriate authorization is the result of the Access Request Form process. The Critical Infrastructure Manager, Data Center Manager is notified via e-mail of the Access Request Form Ticket to grant access for contractors or employees. 
Access is granted based on department and role. Employees requiring access who are not in an authorized department will require e-mail authorization from their appropriately authorized manager of Hosting Services.

The Critical Infrastructure Manager, Data Center Manager, or in his absence, an appropriately authorized manager may grant unescorted access at their discretion to contractors/service providers. This must be done via e-mail in order to retain the evidence of approval.

Co-location Customer Access

Corporate provides data center space, power and connectivity to a group of customers called Co-location customers. Employees of Co-lo customers must frequently access the data centers. A signatory for the customer must authorize access to employees using the Roles function for contacts. 
This may be done through Corporate’s secure customer portal of via e-mail to Corporate’s Customer Care Group. Once an employee is authorized, the role attached to this customer’s employee will be “DC ACCESS”.

Co-lo access for the eight Data Centers is managed in the following ways.

Visitor’s Log

All authorized visitors to the Data Centers must sign the Visitor’s Access log located at the main entrance. The following information is included in the visitor’s log:

· Date.

· Name.

· Company Name.

· Reason for entering.

· Escort.

· Time in.

· Time out.

Reviewing Access Logs Monthly

On a monthly basis, the Critical Infrastructure Manager, Data Center Manager or designee reviews the employee list to ensure those who have access are appropriate. All monthly SSAE16 artifact collection requirements are loaded into the ESD calendar.  
This triggers the monthly request which is received by the manager through a ticket.  Critical Infrastructure follows the steps in the table below to review the monthly logs, remediate any violations (see below) and place remediation of events into the proper Compliance folder on the CI Sharepoint Portal.
	Step
	Action

	1
	Generate a physical access system history report listing who has accessed the Data Center over the past month and who has cards that grant access to the Data Center.

	2
	For the history of who has accessed, review for the following:

· Access denied – See who tried to gain access and couldn’t, and determine if there is a reason for it.

· Door held open – Review the duration of doors held open, research any excessive amounts of time and note findings.

· Forced entry – Review doors opened with a key or forced open, research and note findings.

	3
	Indicate any findings in the report. For any event in which remediation was required, indicate the action taken. Attach the report to the ticket. Save the report file for evidence of the review.

	4
	For review of who can access the Data Centers, compare the list of employees with access to their job level or approval e-mail if appropriate.

	5
	If there are any unauthorized individuals on the list, take one of the following actions:

· Remove them from the list, or

· Obtain approval to keep them on the list.

	6
	Indicate any findings in the report and indicate the action taken on those findings. Attach the report to the ticket. Save the report file for evidence of the review.


Reviewing Visitor Access Logs Monthly

The Critical Infrastructure Manager, Data Center Manager or designee reviews the Visitor Access logs monthly to ensure appropriate access is maintained. 
A ticket is generated each month to which the reviewed logs are attached. The Critical Infrastructure Manager, Data Center Manager follows the steps in the table below to review the Visitor Access logs.

	Step
	Action

	1
	Verify the visitors who gained access had an appropriate reason by confirming:

· Contractor badges were signed in and out, and

· Escorts were assigned to all necessary visitors.

	2
	If any information is incorrect or incomplete, review the process with the guard to ensure security.

	3
	Initial and file access logs. Attach last page of reviewed/initialed log to a ticket.



