
Approval Template for middleware teams
Limited-root BAU entries:

Team Name:  Messaging Integration Middleware (MIM)

Software Products Supported: WebSphere MQ

Middleware Sudo Project Focal Point: 
Primary: 
Backup: 

Product names, versions: WebSphere MQ (All currently available versions - up to V7.5)

OS Platforms in scope for this request: AIX, HP-UX, Linux, Solaris

The following configuration details are to be used for management approvals, in userid team requests, and change management records:
Paste this section into the Request Record(s) submitted to the Userid Management Team.

Middleware Team Name:

Account: 

Servers: 

Users Affected (add rows as needed):
	Userid
	Name
	Notes Mail Address
	Serial #
	Country Code

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Note: users must be listed and approved as individuals, but groups may be used in sudo configuration files.

A- Standard BAU sudo entries:

Needed all the time on all versions of UNIX:

%my_midware_team ALL = /usr/bin/su - mqm 

B- Standard “Change/Installation Window” entries:

# Needed on Linux only during the change window used for product maintenance:

%my_midware_team ALL =/bin/chown  mqm\:mqm /home/mqm/*

%my_midware_team ALL =/bin/chown  mqm\:mqm /opt/mqm/*

%my_midware_team ALL =/bin/chown  mqm\:mqm /var/mqm/*

%my_midware_team ALL =!/bin/chown * /* *,!/bin/chown *..*, !/bin/chown *./*

%my_midware_team ALL =/bin/rpm -ivh *

%my_midware_team ALL =/bin/rpm -ev *

%my_midware_team ALL =/bin/rpm -U *

%my_midware_team ALL =/bin/rpm -Uvh *

%my_midware_team ALL =!/bin/rpm * /* *,!/bin/rpm *..*, !/bin/rpm *./*

%my_midware_team ALL =/<path to be determined before adding to sudoers for the window>/mqlicense.sh -text_only

%my_midware_team ALL =/<path to be determined before adding to sudoers for the window>/mqlicense.sh -accept

%my_midware_team ALL =/<path to be determined before adding to sudoers for the window>/crtmqpkg

%my_midware_team ALL =/<path to be determined before adding to sudoers for the window>/crtmqfp

%my_midware_team ALL =</usr/local/bin or equivalent>/ulimit -d unlimited

%my_midware_team ALL =</usr/local/bin or equivalent>/ulimit -s unlimited

%my_midware_team ALL =</opt/mqm/bin or equivalent WMQ install bin directory as specified by local WMQ team>/setmqinst

# Needed on AIX only during the change window used for product maintenance:

%my_midware_team ALL =/bin/chown  mqm\:mqm /home/mqm/[!'..']*

%my_midware_team ALL =/bin/chown  mqm\:mqm /usr/mqm/[!'..']* 

%my_midware_team ALL =/bin/chown  mqm\:mqm /var/mqm/[!'..']*

%my_midware_team ALL =!/bin/chown * /* *,!/bin/chown *..*, !/bin/chown *./*

%my_midware_team ALL =/usr/sbin/inutoc 

%my_midware_team ALL =/bin/smit installp

%my_midware_team ALL =/bin/smit update_all 

%my_midware_team ALL =/bin/smit install_latest 

%my_midware_team ALL =/bin/smit remove

%my_midware_team ALL =</usr/local/bin or equivalent>/ulimit -d unlimited

%my_midware_team ALL =</usr/local/bin or equivalent>/ulimit -s unlimited

%my_midware_team ALL =</usr/mqm/bin or equivalent WMQ install bin directory as specified by local WMQ team>/setmqinst

# Needed on AIX (only for accounts using NIM) only during the change window used for product maintenance:

%my_midware_team ALL =/bin/smit nim

# Needed on HP-UX only during the change window used for product maintenance:

%my_midware_team ALL =/bin/chown  mqm\:mqm /home/mqm/[!'..']*

%my_midware_team ALL =/bin/chown  mqm\:mqm /opt/mqm/[!'..']*

%my_midware_team ALL =/bin/chown  mqm\:mqm /var/mqm/[!'..']*

%my_midware_team ALL =!/bin/chown * /* *,!/bin/chown *..*, !/bin/chown *./*

%my_midware_team ALL =/usr/sbin/swinstall -s

%my_midware_team ALL =/usr/sbin/swremove   

%my_midware_team ALL =/<path to be determined before adding to sudoers for the window>/mqlicense.sh -accept

%my_midware_team ALL =!/*/mqlicense.sh *..*

%my_midware_team ALL =</usr/local/bin or equivalent>/ulimit -d unlimited

%my_midware_team ALL =</usr/local/bin or equivalent>/ulimit -s unlimited

%my_midware_team ALL =</opt/mqm/bin or equivalent WMQ install bin directory as specified by local WMQ team>/setmqinst

 # Needed on Solaris only during the change window used for product maintenance:

%my_midware_team ALL =/usr/bin/chown  mqm\:mqm /home/mqm/[!'..']*

%my_midware_team ALL =/usr/bin/chown  mqm\:mqm /opt/mqm/[!'..']*

%my_midware_team ALL =/usr/bin/chown  mqm\:mqm /var/mqm/[!'..']*

%my_midware_team ALL =!/usr/bin/chown * /* *,!/usr/bin/chown *..*, !/usr/bin/chown *./*

%my_midware_team ALL =/usr/sbin/pkgadd 

%my_midware_team ALL =/usr/sbin/pkgrm

%my_midware_team ALL =/usr/bin/pkginfo

%my_midware_team ALL =/usr/bin/pkgparam

%my_midware_team ALL =/<path to be determined before adding to sudoers for the window>/mqlicense.sh

%my_midware_team ALL =/<path to be determined before adding to sudoers for the window>/mqlicense.sh -text-only

%my_midware_team ALL =/<path to be determined before adding to sudoers for the window>/crtmqpkg

%my_midware_team ALL =/<path to be determined before adding to sudoers for the window>/crtmqfp

%my_midware_team ALL =</usr/local/sbin or equivalent>/ulimit -d unlimited

%my_midware_team ALL =</usr/local/sbin or equivalent>/ulimit -s unlimited

%my_midware_team ALL =</opt/mqm/bin or equivalent WMQ install bin directory as specified by local WMQ team>/setmqinst

Executive-level approvals for items A and B is provided via approval section #1 above.

Note: Account-level approvals still need to be gathered using the existing account-specific userid management processes, under the direction of your IAM focal.

Approval Template for middleware teams with limited-root BAU entries:

Team Name:  Messaging Integration Middleware (MIM)

Software Products Supported: WebSphere MQ

Middleware Sudo Project Focal Point: 
Primary: Bob Livermore 








Backup: Ben Amberge

Product names, versions: WebSphere MQ (All currently available versions - up to V7.5)

OS Platforms in scope for this request: AIX, HP-UX, Linux, Solaris


