



Log Analysis (RFP)

Mandatory Requirements

	Requirement
	Respond either Yes or No

	1. Must natively support configurations of both agent based and agentless models concurrently
	

	2. Agents must natively support the ability to link / connect (eg via odbc) to databases
	

	3. Windows agentless model must allow collection of windows events logs without the need for administrative privileges.
	

	4. Must support syslog inclusion via centralized syslog servers.
	

	5. Agents must support both batch and real-time modes of operation. In batch mode the transfer of the log data will be transmitted based upon a user definable schedule.
	

	6. System must support link outages by buffering data and transmitting it upon link re-establishment.
	

	7. Any text based file must be able to be processed by the proposed solution. A utility must be provided to allow users to create the necessary normalization for logs not natively supported by the solution.
	

	8. Communications between agents and managers must be encrypted.
	

	9. Agents must support filtering of log data from sources. Full logs are not to be recorded unless explicitly selected.
	

	10. The solution must natively support the ability of agents to be configured to report to two different managers for redundancy.
	

	11. Only registered agents may communication with managers.
	

	12. Must support multiple logs from same ip. (eg. windows logs and IIS logs on same machine)
	

	13. Only normalized events are to be sent to manager. Raw data may optionally be collected per agent as defined by the user.
	

	14. Must support 100% data capture in normalized events.
	

	15. All user access via the consoles provided (include management and viewing consoles) must be authenticated.
	

	16. Must support role based authorization including the ability to group assets into domains and restrict access based on these domains.
	

	17. Assets must be able to be included in multiple domains.
	

	18. Data repositories used / available in the proposed solution must be either Oracle or Microsoft SQL Server.
	

	19. Analysts must be able to select and combine one or more events into a single incident.
	

	20. Analysts must be able to classify assets based on business value. Severity level of an event / incident must be related to this asset value.
	

	21. Analysts must be able to adjust the incident priority level.
	

	22. Analysts must be able to generate remedy tickets at adhoc points in the analysis process directly within the proposed solutions.
	

	23. Consolidation / aggregation of events must be performed.
	

	24. Must be able to automatically generate Remedy tickets as a user defined incident response.
	

	25. The system must perform event analysis inline and not be dependent on the data first being written to the repository.
	

	26. System must be able to alert to potential log source time errors.
	

	27. Trend / historical data comparisons must be provided including the ability to alert based on anomalies of either excessive or no data level events.
	

	28. Must support queries expressions providing the functionality of AND, OR and NOT operands including the ability to control operand precedence.
	

	29. Must support a fully user customizable console
	

	30. System must natively provide the ability to include tools / scripts with automatic parameter passing.
	

	31. Utility to reload archived data into database must be provided
	

	32. Support must natively include the ability to incorporate network vulnerability data from

· Nessus

· Rapid7
· Qualys
	

	33. Product must natively support the ability to incorporate compliance data from Symantec Enterprise Security Manager
	

	34. Product must natively support the inclusion of the following IDS / IPS systems
	

	35. Must support report generation in the following formats html, pdf and word.
	

	36. Must support reporting queries providing the functionality of AND, OR and NOT operands including the ability to control operand precedence.
	

	37. Must be able to product the following reports

· Show repeat login failure across all systems from single user specified IP source 

· Show all windows systems where audit log file was cleared. 

· Show all windows administrator access where account used is a user specified account. 

· Show all users added to local windows admin group

· Show all login failures from a user specified address across all systems
	

	38. Must support the execution of user defined scripts as an incident response.
	


Technical Requirements

Responses must be made in the provided cells.  If additional documentation is provided in response to a requirement, specific reference to section, page number and paragraphs must be made in order for the information to be reviewed.
	Requirement
	Respond in provided cell (Cells may be expanded)

	1) Please describe the agents operating systems supported with particular reference to operating systems listed in the “Project Description” section. Specify any development or customizations needed to support the operating systems specified.
	

	2) Specific the protocols available for logs collection. For example, odbc, xml, syslog, snmp, rdef, ftp and opsec
	

	3) Describe the process to configure and register systems in the Windows Agentless model.
	

	4) Describe the process to include centralized syslog servers into the proposed configuration.
	

	5) Describe the batch transfer methods including the ability of the user to control the scheduling process.
	

	6) Describe the utility for normalizing logs not natively supported including the user interface and easy of use.
	


	Requirement
	Respond in provided cell (Cells may be expanded)

	7) Specific encryption methods used within the proposed solutions.
	

	8) Describe the configuration process to control filtering of log information at an agent.
	

	9) Describe any log compression / data reduction used to reduce the level of network traffic. 
	

	10) Describe the process by which agents are configured to report to multiple managers.
	

	11) Describe the process of registering a new agent into the proposed solution.
	

	12) Describe the time stamping process within the proposed solution. 
	

	13) Describe the normalization process and how non normalized fields are handled.
	

	14) Describe the normalization process and how non normalized fields are handled.
	

	15) Describe the solutions scaleable including the ability to add more managers, agents and consoles as needed.
	

	16) Describe authentication options available within the proposed solution.
	

	17) Describe how the solution would process the oracle database table sys.aud$ and what protocol would be used to transmit the information.
	

	18) Describe how the solution would process the lotus notes log.nsf database as per the Notes Miscellaneous View. What protocols would be used to transfer the collected data?
	

	19) Describe how the solution would process the IIS logs in the W3C Extended Log File Format.
	

	20) Describe how the solution would process IBM Websphere in the NCSA Common File Format
	


	Requirement
	Respond in provided cell (Cells may be expanded)

	21) Can physical security access logs be incorporated into the solution? Describe the solution.
	

	22) Can Cisco IDS information be incorporated into the proposed solution? Describe the solution.
	

	23) Does the solution support SAP logs processing?. 
If no, specify time required to generate agent. Describe the solution.
	

	24) Does the solution support Solaris BSM processing?. 
If no, specify time required to generate agent. Describe the solution.
	

	25) Does the solution support AIX Audit log processing ?. 
If no, specify time required to generate agent. Describe the solution.
	

	26) Does the solution support an file transfer agent to which logs files may be pushed for processing via methods like ftp, sftp and scp?. 
The solution must be able to differentiate between processed and unprocessed files allowing for multiple files from multiple sources at adhoc intervals. 
The system must monitor for the arrival of new files.  
Describe the solution.
	

	27) Are log message format updates provided on a regular basis. 
If so, is this a subscription service or provided as part of annual maintenance? Describe the process of performing format updates.
	

	28) Does the solution support data compression and archiving to reduce data storage requirements combined with automatic on demand retrieval? Please specify compression ratios and the archiving / retrieval process. Describe the process.
	

	29) Specify repositories used / available in the proposed solution.
	

	30) Does the solution include a knowledge database of known vulnerabilities along with a description of how these vulnerabilities can be fixed?. 
If yes, are updates provided as part of the support cost or is it on a subscription basis? Please describe how the database is maintained.
	


Incident / Event Handling

	Requirement
	Respond in provided cell (Cells may be expanded)

	1) Can asset information like severity be extracted directly from remedy?. 

Describe the process.
	

	2) Describe responses type which can be linked to the incident rules. 
	

	3) Is  the solution able to inject tcp resets as a defined response between source and destination? Describe the process.
	

	4) Is the solution able to update ACL on routers and firewalls? Describe the process.
	

	5) Responses involving the execution of scripts must be able to specify whether the script is executed on manager or agent
	

	6) Describe the process of consolidation / aggregation of multiple repeat events into a single event (eg brute force login attacks)
	

	7) Describe the process by which rules are exported / imported. Can exported rule be edited by the user prior to importing?
	

	8) Describe the flow of information as it is processed within the system.
	

	9) Does the solution support a Watchlist or AlertList concept for IP address and usernames? Describe.
	

	10) Does the solution allow for any normalized field to be included in watchlist? Describe
	


Utilities / Reporting

	Requirement
	Respond in provided cell (Cells may be expanded)

	1) Describe the process of reloading archived data for access by analysts.
	

	2) Describe the process to include Symantec Enterprise Security Manager into the system.
	

	3) Describe the process to include ISS Site Protector into the system.
	

	4) Does the solution provide an internal case system allowing security analysts to collectively work on incidents? Describe case generation and the analyst interface.
	

	5) Does the internal case system include an escalation functionality? Cases not acknowledged within a user specified time period will be escalated based on user specified parameters.  The acknowledged  methods supported must include email, pager and directly console acknowledgement.
	

	6) Describe the process for installing and registering agents. Including how software upgrades are performed. Does the solution support silent agent installs and remote software upgrades?.
	

	7) Please describe the reports format supported.
	

	8) Describe the process by which the system could automatically generate a user defined report and email that report to selected individuals.
	

	9) Provide details on natively provided reports
	


Demonstration Requirements

	Requirement
	Respond in provided cell (Cells may be expanded)

	1) Show the various console access options (eg GUI and / or browser based)
	

	2) Show the process of creating a new incident rule. How are new rules tested and implemented into the system.
	

	3) Show the analyst interface and how customizations are performed
	

	4) Show how new user defined tools can be include into the system and how parameter passing occurs.
	

	5) Show the process by which an analyst would create queries.
	

	6) Show the process of generating customizable reports
	

	7) Show the graphical interfaces provided and drill down functionality available.
	

	8) Show the user interface and methods for managing domains. Including limiting authorization based on these domains.
	

	9) Show how the proposed solution can alert on potential time problems at source logs points (eg servers).
	

	10) Show the real-time alerting and response functionality of the system.
	

	11) Show the ability of the analysts to control the scheduled transfer of agent data (batch mode transfer).
	

	12) Show the systems support for the ability to represent incident geographical.
	

	13) Show the ability for the graphical representation of individual incidents between the source and target IPs?
	

	14) Show how the analyst can control / configure the filtering of events at the agents.
	

	15) Show the trend / historical data comparisons process and the thresholds controls. Including how the baseline trend / historical data is established. 
	

	16) Show threshold controls available for consolidation / aggregation of events including  how they are set.
	

	17) Show how watchlist / alertlists are created / maintained by the analysts.
	


Definitions

· Agentless Model – no software is required to be installed directly on the systems generating the logs to be processed. Systems may be configured to send logs via native methods to collection points. For example, a central syslog server may be used to receive syslogs from multiple sources. Under these conditions software installed on a syslog server processing events generated by other systems is considered an agentless model.

· Agent Based Model– software is loaded directly on the system generating the logs to be processed. For example, software installed directly on a Windows 200x machine processing local windows event logs.

· Agent – any point at which log information is captured into the system. This information will in most cases be later formatted and transmitted to the management component.

· Manager – Component responsible for processing events, performing correlation, generating reports, executing responses and interfacing with database to perform information retrieval.

· Database – Repository used to store data

· Console – User interface into the system

· Event – Single recorded log item

· Incident – One or more events linked together using Boolean logic.

· Watchlist / Alertlist - is a list of user defined values that if detected in any event will generate an incident. 

· Domain – logical grouping of assets

· Natively – available immediately within product without the need for further development. 


