
Regulation and compliance log retention best practices

It’s a good idea to develop a log retention policy for your site. This should include what type of information is stored; for how long; online vs offline; and whether the data is confidential. A good starting point would be to store compressed copies of your audit logs (syslog or event logs), firewall logs (network or host), and IDS logs (alert logs at a minimum. full packet trace retention would depend on the needs and requirements of your site) for at least 60 days.

It is also important to have someone knowledgeable of the relevant laws, regulations, and agreements which pertain to your site participate in policy creation and audits.

Examples are:
The Basel II Accord - Affects international banks. Effective in 2006. Activity logs should be retained,

3-7 years
Federal Financial Institutions Examination Council (FFIEC) - Affects financial institutions governed by the Federal Reserve, FDIC, etc. Specifies historical retention,

5 Years
Gramm-Leach-Bliley Act (GLBA) - Affects entities that participate in financial institution activities.

6 years


The Health Insurance Portability and Accountability Act (HIPAA) - Affects healthcare industry. Logs should be retained up to,

6 - 7 years.

North American Electric Reliability Council (NERC) - Affects electric power providers. Specifies log retention for 6 months and audit record retention for,

3 years.

National Industrial Security Program Operating Manual (NISPOM) - Specifies log retention of at least,

1 year.

PCI VISA Cardholder Information Security Program (CISP) - Specifies retaining audit logs for at least 

6 months.  Retain for 1 year
FISMA, Department of Homeland Security responsibilities for FISMA. M-10-15 states that the Department of Homeland Security will provide additional operational support to federal agencies in securing federal systems.
3 years.
EU DR Directive In April 2014, the Grand Chamber of the European Court of Justice (ECJ) declared Directive 2006/24/EC (the Data Retention Directive) invalid on the ground that European Union legislators had exceeded the limits of proportionality in forging the Directive.  In particular, the Court held that the Directive entailed serious interference with the rights to privacy and personal data protection of individuals guaranteed by the Charter of Fundamental Rights, and also failed to establish limits on access by competent national authorities, such as prior review by a judicial or an independent administrative authority
3 years.
SOX Record Retention Schedule

Specifies retaining audit logs for up to 7 years.
The record retention schedule is organized as follows:

Section Topic

1) Accounting and finance

2) Contracts

3) Corporate records

4) Correspondence and Internal Memoranda

5) Electronic documents

6) Grant Records

7) Legal files and papers

8) Payroll documents

9) Personnel record

10) Tax records

11) Merger and acquisition records

12) Contribution records

13) Security training records

14) Personal identifiable information (PII) and protected health information (PHI)

15) Miscellaneous OC , Email, interoffice communications and hand written notes 

Accounting and Finance

	Record Type
	Retention Period

	Accounts payable ledgers and schedules
	7 years

	Accounts receivables ledgers and schedules
	7 years

	Annual audit reports and financial statements
	Permanent

	Annual audit reports, including work papers and other documents that relate to audits
	7 years after completion of audit

	Annual plan and budgets
	2 years

	Bank statements and canceled checks
	7 years

	Employee expense reports
	7 years

	General ledgers
	Permanent

	Interim financial statements
	7 years

	Notes receivable ledgers and schedules
	7 years

	Credit card records (documents showing customer credit card number)
	2 years



