
Approval Template for Middleware Teams
Product names, versions: 

OS Platforms in scope for this request: Legato is a middleware product.  It is hosted on AIX, LINUX, and SOLARIS 

A- Standard BAU sudo entries:

# User Specific Defaults

#-----[ Cmnd Alias Section ]-------#

Cmnd_Alias
LGTO_C =  

/usr/sbin/savegrp, \

/usr/sbin/nsrck, /etc/init.d/networker, /usr/bin/truss, \

/usr/sbin/nsrexec, /usr/sbin/nsrjb, /usr/sbin/nsrim, \

/usr/sbin/sjirdtag, /usr/sbin/scanner, /etc/init.d/acsls, \

/usr/sbin/inquire, /usr/bin/recover, /usr/bin/mt, \

/usr/sbin/sjimm, /usr/sbin/nsrndmp_recover,  \

/usr/sbin/jbedit, /usr/sbin/jbconfig, /usr/sbin/sjisn, \

/etc/init.d/eba, /usr/sbin/nsrmm, /usr/bin/pstack, \

/etc/init.d/networker, /etc/init.d/gst, /etc/init.d/dpa, \

/usr/sbin/dvdetect, /usr/sbin/lus_add_fp_devs, /usr/sbin/dbgcommand, \

/usr/sbin/nsr_render_log, /usr/sbin/nsr_shutdown, /usr/sbin/nsrcap, \

/usr/sbin/nsrexec, /usr/sbin/nsrim, \

/usr/sbin/nsrls, /usr/sbin/nsrpush, \

/usr/sbin/nsrstage, /usr/sbin/save, \

/usr/sbin/scanner, /usr/sbin/jbedit,  \

/usr/bin/truss, /usr/sbin/sjirdtag, \

/usr/sbin/sjimm,  \

/nsr/nmc/bin, /sbin/init.d/networker * , /usr/sbin/pkgadd * LGTO*, \

/usr/sbin/pkgrm, /usr/sbin/mmrecov * LGTO*

%LGT_TEAM  ALL= LGTO_C

B- Standard “Change/Installation Window” entries:

NOTE:

If your sudo entries include authorizing any non-SA UserIDs to commands in "PAM", the AIX system management tool...
The owner of each of those UserID's will need to add these 2 lines to their id's .profile entries. 
Because the .profile is owned by the UserID's owner, this is the responsibility of the person who will use sudo to access johndoe, not the SA.
(It is not recommended to add these to the /etc/profile unpredictable results and intermittent problems have been reported.)

export PAM_SHELL=n
readonly PAM_SHELL
#

and you'll need to add these lines to your sudoers file entries.

Defaults:ALL   env_keep = PAM_SHELL
#

# Legato entries for use in scheduled change windows.
#---------------[ Legato change window section ]------------------#

Cmnd_Alias LGTO_C_CHG = /usr/bin/johndoe cl_admin, \

                        /usr/bin/johndoe device, \

                        /usr/bin/johndoe install_latest, \

                        /usr/bin/johndoe lvm, \

                        /usr/bin/johndoe problem, \

                        /usr/bin/johndoe storage, \

                        /usr/bin/johndoe update_all, \

                        /usr/bin/inittab, \

                        /usr/bin/chitab, \

                        /usr/bin/mkitab, \

                        /usr/bin/rmitab, \

                        /usr/bin/kill, \

/usr/sbin/rmdev, \

/usr/sbin/cfgmgr

 %LGT_TEAM  ALL= LGTO_C_CHG


