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Sample - Infrastructure Network Support

Overview

This policy defines the basic elements required for the <Company Name> Information Systems Network Support.  

Purpose

To obtain reasonable assurance that network environment is appropriately maintained.

Scope

The scope of this policy includes all personnel, including external vendors, who have access to or are responsible for installing or maintaining the network systems for any and all systems located at the <Company Name> facility.

Network software manages the interrelationships between the various components of the network (e.g., hubs, routers, cables, printers, scanners, file servers, end-user personal computers).  Network software facilitates the sharing of files and equipment.  Communication software includes the network protocols (i.e., hardware and software standards for transmitting data between components of the network; e.g., TCP/IP, IPX).
Policy 

Management will approve the acquisition and modification of network and communications software and systems to ensure compliance with system plans and strategies.
Selection of appropriate network components can assist the Corporate by facilitating growth plans and/or giving management more effective tools for monitoring performance of the network.  Selection of inappropriate network components may result in increased system downtime and/or difficulty in integrating the various systems software packages, hardware components, and application systems.  Because of the significant impact that the network has on all aspects of communication among application systems, data storage, and users, acquisitions or modifications should be consistent with information system plans, budgets, and management’s intentions.  Frequently, management’s intentions for implementation of network and communication software are documented in the entity’s information system plans and/or budgets.

Management will use a formal methodology or process to guide the acquisition, development, and maintenance of network and communication software.
This methodology should address the approval, procurement, modification, and maintenance of networking components.  These components might include telecommunication lines, network servers, routers, hubs, and other devices used to establish communication both inside and outside the Corporate.

All network and communication software/hardware will be initially installed and evaluated in a test environment before implementation.
Typically, the implementation of the network and communications software will be performed in conjunction with the installation of new hardware (e.g., routers, hubs, cables, firewalls).  Accordingly, network and communication software affects the speed and availability of communication among application systems, data storage, and users on the network it supports.  Failure to implement network components properly may result in increased network downtime and/or reduced communication speeds.  Without sufficient testing and evaluation, modifications that do not interact with systems as expected may cause disruption to service or loss of data.  Such changes could also affect network security and result in unauthorized modification of programs and/or data.  

The timing of changes to network and communication software will be coordinated with all affected parties to minimize the impact to regular processing activities.
Typically, changes to network and communications software should undergo an evaluation, authorization, and implementation procedure to minimize disruption to users and application processing.  In complex environments, a phased approach should be taken to changing network and communication software to ensure that, if there are difficulties, the cause is easily identified and corrected.  

All network changes will be performed in a manner that allows the original environment to be restored if necessary. 

Care should be taken to provide the capability to revert to the prior version of the software and, where necessary, hardware, if the changes do not function as anticipated.  Regular backup and restore procedures should provide management with assurances that the original environment can be restored following network or other system change.

Management will ensure that supported versions of network and communication software are being used and that new releases are implemented timely.
Management should subscribe to vendor advisories or alerts to keep current with new releases of network and communication software.  Typically, as vendors release new versions of network and communication software, they will discontinue support for older versions.  While users may continue to use older versions of network and communication software, they become totally responsible for diagnosing and resolving any problems caused by such software.  Any problems with unsupported versions of the software may be very difficult to resolve.  In addition, the older versions of network and communication software may be unable to communicate with new hardware and software components that are added to the network.

Management will monitor network performances and ensure a prompt response to inefficient performance. 
Network performance is measured by average and peak processor utilization, system response rates, and transmission speeds, etc.  Ideally, management should have automated tools that monitor whether expected performance levels are met or exceeded. Should performance become an issue, management may need to consider replacing components or adding additional capacity.

Enforcement 

Any employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment. 
