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Introduction

This Standard covers the controls that must be implemented at the network level to protect the internal networks of the Corporate from unauthorized access through external connections. It does not cover controls that have to be implemented on the systems attached to the network. These controls are part of other security standards.

This Standard serves a twofold purpose. First, to protect the networks of the Corporate from damage resulting in direct or indirect, physical or financial losses to the Corporate. Second, to provide regulations for an efficient and modern communication system between the IT Team’s and with the world.

This Standard applies to all Corporate employees and third-party employees using the network infrastructure of the Corporate.

Compliance with this Standard is required.

Classification of Networks

Each network has to be classified XE "classification:networks"  in terms of sensitivity as either trusted or untrusted. Based on the order of control over the network by the IT Team, networks are also divided into internal and external networks.

All “internal trusted“ networks must be secured from “internal untrusted“ network, e.g. networks for research and development.

Internal Network

An internal (trusted) network is defined as a network under full control of the IT Team. Full control requires that installation, configuration, administration and operation are under the responsibility of the IT Team.

Internal untrusted networks are any test networks. These networks are not allowed to have a direct access to the Corporate internal network.

DMZ

Networks that have direct connections to external networks and are separated from other internal networks by firewalls are called Demilitarized Zones (DMZ).

External untrusted networks must be separated from the internal network by a DMZ and must not directly access the internal network. A DMZ is controlled by the IT Team and secured with firewall systems. An external trusted network has limited and controlled access to the internal network. These networks must be secured with a firewall.

External Network

An external network is a network where the IT Team has no or limited control and that XE "external network"  is not an internal network as defined.

External networks that share the same security policy with internal networks, or that implement security controls and procedures that provide a similar level of security, are called trusted external networks XE "trusted external networks" . External networks that do not implement these controls or procedures, or networks whose security level is unknown, unpredictable or insufficient are called untrusted networks XE "untrusted network" .

Network Access Control

The following section states requirements for the establishment of access XE "network:access"  to networks, both for users and other networks. All access to network resources can be restricted at the discretion of the IT Teams.

Network Access Regulations

The following paragraph applies to the interconnection of networks.

The network manager regulates access to, and use of, the network, as well as monitoring compliance with the regulations concerned. It must be ensured that the networks and the information they carry can only be used by authorized persons.

Access regulation connections for an application procedure. Each network access authorization must be valid for a limited period only (a maximum of one calendar year). At a minimum, upon expiration of this period there must be a check as to whether the access right should continue to be in effect. Access rights without a time limit must either be switched to fixed-term arrangements, or at least be monitored annually. 
User Authentication, internal

Access to internal networks from within does not require a separate user authentication XE "authentication" . For these cases, authentication takes place either on the workstation's operating system or by the network application used, in accordance with the User Access Management Standard.

Users may only gain access to the services that they are authorized to use.

User Authentication, external

Users connecting to the internal network from external untrusted networks must be authenticated. Users may only gain access to the services that they are authorized to use. If any user or application XE "web applications"  access internal networks for the exchange of data, they must also be authenticated and their access must be similarly restricted to the services that they need.  

Both successful and unsuccessful authentication attempts must be logged XE "logging" . For unsuccessful authenti​cation attempts, it must be possible

· To generate reports about their occurrence and frequency,

· To track the network interfaces and possibly addresses they originate from.


In the case where a user wants to access an internal network from an untrusted external network or from a DMZ, his identity must be authenticated indubitably at the point of entry, e.g. on the firewall XE "firewall"  system, and with a strong authentication XE "authentication:strong authentication"  procedure.

If a connection to an internal network is used by external staff, there must be a contractual relation with that individual or the external company; and the (external) individual must submit to all Corporate Security Policies and Standards as well as specific security policies that may be in effect for the networks and systems used. 
The unit that hires the external person or company is responsible that all necessary agreements are signed before access to the internal network is granted.

Network access authorizations must only be issued upon a written request. This applies particularly to business partners and non-company employees, whose routing information must be manually entered in the (extended) access lists.

Node Authentication

All connection points from the Corporate internal network XE "network:interconnection"  to external networks or vice versa must be approved by the network manager and the IT Team Information Security Officer. All connections to trusted or untrusted external networks will pass through Allianz-approved firewalls XE "firewall" .

To eliminate a major vulnerability, all connections and accounts related to external network connections must be periodically reviewed and deleted as soon as they are no longer required.

Connections by computer systems from untrusted external networks into the Corporate must be authenticated. This can be achieved by securing the connection with a Virtual Private Network (VPN) XE "VPN"  or another strong authenti​cation XE "authentication:strong authentication"  mechanism.

VPN’s allow a trusted network to communicate with another trusted network over untrusted networks such as the Internet XE "Internet" . Since some firewalls provide VPN capability, it is necessary to define policies for establishing VPN's. 

Any connection between firewalls over public networks must use encrypted Virtual Private Networks to ensure the privacy and integrity of the data passing over the public network. All VPN connections must be approved and managed by a Network Manager. Appropriate means for distributing and maintaining encryption keys must be established prior to the operational use of VPN's.

Wireless Connections

All wireless connections to or from an internal network need approval by the network manager before their first use. All incoming wireless connections must be logged along with information about the initiating user and the phone number that is used. All outgoing wireless connections must be logged along with information about the initiating user and the phone number that is used.

Incoming Wireless connections must be implemented with specially secured Dial-Up-Servers. The Dial-up-Server must be separated from the internal network by firewalls. 
Specially secured technical administration access, or Wireless for troubleshooting, may be excepted from this rule. Incoming connections must undergo a strong authentication process, where possible with a two factor two factor callback option or calling line identification checking to make sure that the origin of the connection can be confirmed. For a dial-in network access, a user-authentication with chap-passwords, hardware tokens or smartcards is required.

Wireless connections from individual workstations within the LAN/WAN-area to an external network must be denied, or placed on workstations that are not connected to a network (stand-alone workstation). 
Stand-alone workstations are never connected to the LAN/WAN. For these connections, the phone line must be configured to block incoming connections. 

A list of all authorized users for dial-in connections must be included in the network documentation and kept up to date.

Encryption for dial-connections is described in section 4 (Encryption). 

End User Devices XE "end user devices" 
Users must not connect any device to an internal network unless the device has been approved by the network manager.
In addition, computers that have been installed or configured by third parties may only be connected to the network if there is a strong necessity and if the third party can be trusted.

If a device connected to an internal network is used by external staff, there must be a contractual relation with that individual or the external company; and the (external) individual must submit to all Corporate Security Policies and Standards as well as specific security policies that may be in effect for the networks and systems used. 
The unit that hires the external person or company is responsible that all necessary agreements are signed before access to the internal network is granted.

Encryption XE "encryption" 
Wherever it is required to use encrypted network protocols (in accordance to the encryption policy, under development) instead of clear-text protocols, these protocols must be used (e.g. ssh instead of telnet, scp instead of ftp, https instead of http), in accordance with the Allianz Privacy Principles and Standards, when 

· The data transmitted are of a personal or confidential or strictly confidential nature,

· Passwords are used for authentication.

This means an internal web server with non-confidential information may be accessed in plain html, while the remote administration of a Unix system may not be accessed using telnet.

New application systems may only be put into use if they do not transmit authentication information (e.g. passwords) in clear text.

All information must be encrypted during its transmission over wireless networks. Exceptions need authorization by the IT Team Information Security Officer and announced to the Group Information Security Officer.

The encryption rules stated in the Encryption Standard apply.

Network Management 

Organizational and administrative measures include the issue and administration XE "administration"  of network access authorizations and network addresses XE "network address" , as well as network monitoring XE "monitoring"  measures.

Responsibility for a logical network, that is for the information systems connected to the network, the applications running on those systems, as assigned to layers 4 through 7 of the ISO/OSI reference model, and for the data thus generated and stored, lies either with the manager of the information systems, of with the users themselves.

Each network must be under the responsibility of a network manager, whose identity must be known to all subscribers.

Network Manager Tasks

For each physical wide area network and larger local area networks within Corporate, a network manager must be appointed. 
The network manager is responsible for the commissioning and organization of network operations and the secure operation of network components.  
The goal of every network manager should be to achieve optimum standards of network and systems operation. To this and subsequent operational conditions must be taken into account right from the initial planning phase.

Network planners and network managers must ensure that 

· The design of a network is such that its data transmission performance meets users’ requirements,

· For the security domain XE "security domain"  of which the network is a part, a security concept XE "security concept"  is designed which contains an evaluation of the required level of security, of the threats and risks to the network’s security and which describes the safeguards that are set up to reduce these risks,

· Data cannot be altered without authorization in the course of transmission or processing within the network components (e.g. whilst adapting protocols),

· Resources are not used without authorization,

· Unauthorized persons do not gain access to the contents of the information during transmission (anti-snooping measures),

· Firewalls XE "firewall"  are set up and maintained for the connection points to other security domains,

· Security-related incidents XE "incident"  are investigated and documented, and that action is taken to prevent similar incidents in the future.

For secure network operations, it is essential that the following tasks are performed and documented during network planning and network operation.
Information Security Tasks during Network Planning XE "network:planning" 
The following tasks represent the absolute minimum:

· Determining the particular network security requirements of the eventual system managers and users of the network.

· Designing the network according to the anticipated data rates.

· Taking account of information security aspects when planning cabling or radio links, and coordinating network installation with the bodies concerned (e.g. facility management, telecom company).

· Selecting a suitable location for installation of network components.

· Security-conscious planning of network interconnections XE "network:interconnection" . Establishing contact and liaising with the network managers and network planners of adjacent networks where appropriate.

· The integration of existing networks taking into account information security aspects. Integrating external (public) networks takes on a particular importance here.

· The planning of measures designed to safeguard the confidentiality of information (e.g. encryption XE "encryption" ).

· The establishment of precautionary measures against emergencies.

· A process ensuring that upgrades are applied must be documented and adhered to. 

Information Security Tasks during Network XE "network:operation"  Operation

The following tasks represent the absolute minimum:

· Checking that commissioning of the network installation meets the relevant information security requirements.

· Stipulating responsibilities and assigning information security-relevant duties to employees responsible for network operations.

· Regulating network access XE "network:access"  and establishing user administration facilities, including regular checks as to whether network access is still being used as officially Iaid down.

· Operating network components according to the information security requirements in terms of system and data access control.

· Coordinating information security measures with the system managers and application operators.

· Monitoring XE "monitoring"  activities on the network, performing spot-checks and long-term monitoring, including evaluation.

· Monitoring the requisite maintenance work and troubleshooting measures.

· Arranging or performing compatibility tests, if new components or protocols are added to an existing network.

· Creating and regularly updating the network documentation XE "network:documentation" .

· Checking whether the security measures introduced are being complied with, and if the security of the network can or must be enhanced.

· Drawing up an emergency plan XE "emergency plan" .

· Staying current with network vulnerabilities and countermeasures.

Network Monitoring XE "monitoring" 
The network manager must be in a position to rapidly pinpoint and diagnose faults and malfunctions. 

The network manager must be able to detach from the network, automatically if possible, those components and/or systems that are causing faults.

In addition, the network manager must take precautions aimed at largely avoiding interference on the network. Furthermore, by deploying the appropriate hardware and software monitors, he must ensure continuous and systematic monitoring and control. These measures must be appropriate in degree, and not bound up with any impairment of performance for the user.

Co-operation with the IT Team Information Security Officer
The network manager must follow all security guidelines that were set up by the IT Team Information Security Officer XE "IT security officer"  in addition to this Standard. For decisions with relevance to Information Security, the network manager may consult the IT Team Information Security Officer’s advice. 

A copy of any documentation concerning the security of the network, including the security concept for the security domain to which the network belongs, must be passed to the Information Security Officer.

Co-operation with other Network Managers for Vital Connections

When a network connection is vital to the company’s business and must suffer no interruption, then the following applies:

If a cabling concept envisages the use of connections that fall under the responsibility of other network managers XE "network manager" , it must be ensured that this does not adversely affect availability. This means, in particular, that there must be a number of independent network interconnections XE "network:interconnection"  (at least two) to these networks.

Agreements must be concluded with the network managers of neighboring networks with regard to measures designed to protect information against loss of availability, integrity or confidentiality. 

Network Planning

The following section deals with guidelines that must be followed when planning networks XE "network:planning" .

Planning Process

Planning processes must as a matter of course be based on secure, future-oriented technologies, since only this enables growing communications demands to be met. 
This applies particularly to the creation of networks (the forming of manageable sub-networks XE "sub-network" , network topology XE "network:topology" , the use of existing equipment and premises to accommodate network components, the integration of existing networks etc).

Features of relevance to information security (IS), such as the existence of redundant capacity or the encryption XE "encryption"  technologies to be employed, must be taken into account right from the outset, so as to avoid any subsequent cost-intensive integration effort at a later stage. 
The potential for expansion (including the incorporation of new security requirements) must be guaranteed.

The unit responsible for network planning must co-ordinate the planning of IS measures with those offices charged with the installation and subsequent operation. 
In addition, it must agree on IS measures with the network managers of neighboring networks or sub-networks (secure installation, operation and admi​nistration of network interconnections etc.). All agreements must be documented in writing.

As a matter of course, all requirements posed by the subsequent network manager and users in relation to the security of a planned network/sub-network, are to be determined and documented (e.g. the creation of partitioned-off sub-networks, connections to external networks, use of encryption tools).

If systems with extremely demanding security requirements are to be connected to a network, additional protection measures must be put in place (e.g. encryption, short-term detachment of the Systems from the network, and operation as non-networked systems).

Addresses

Network addresses XE "network address"  must only be issued by the relevant network managers XE "network manager" .

The network manager must co-ordinate the issue of network addresses with the responsible (higher level) authority.

The user must not alter the network addresses manually. If it is not technically possible to exclude this, there must be organizational arrangements to ensure that necessary changes to existing addresses are only undertaken after consultation with the network manager.

Network Documentation XE "network:documentation" 
A plan must be created that gives detailed information on the routing of lines, or indicates which rooms accommodate network components revealing the sensitive points of a network, and is thus in particular need of protection. 
Plans of this sort must be prevented from being used against the company by unauthorized persons. 

The network planning must be documented, by drawing up a plan that includes the components used and their location, as well as connections to other networks.

The network documentation must contain details of all components within the network, and of the interfaces to the systems connected to the network (only, of course, insofar as these relate to the system manager's responsibilities, e.g. network addresses, modems, ISDN connections, network inter​connections). The connections entered in the network components must be recorded in the network documentation.

An application for network access XE "network:access"  must be retained for 2 years after cancellation of such access, in the absence of other statutory or corporate provisions that require this period to be extended.

The documentation must be kept up-to-date at all times. All changes to the plan must be documented with their nature and date. The network plan must be a component of the system manager's emergency planning.

Network Monitoring and Incident Handling

The following objectives must be achieved:

· detection of unauthorized changes to the network, e.g. the unapproved connection of stations,

· recognition of overload situations, for example caused by defective hardware or sabotage,

· detection of incursions/attempts at snooping, for example by monitoring message types for these that indicate possible attacks,

· Unused network connections must be safeguarded against unauthorized use. 

· The LAN analyzers deployed for network monitoring purposes and the associated software must be used by authorized persons only. 

· The network interconnections XE "network:interconnection"  to external networks must be monitored. 


