
Test Cases related to SSO / Access Management

Business Requirements (Active Directory)

Delegated Administration

Objective: Demonstrate the ability of the tool to define and manage delegated administrators.

Scenarios to be demonstrated:

1) Demonstrate  creation of delegated administrators in the Corporate organization i.e. [Client] / [Client] Administrator A:

a. Creates [Client] / [Client] B, 

b. And gives privileges to create delegated administrators,

c. In Department-1 and Group-A

2) Demonstrate creation of partner delegated administrator i.e. [Client] / [Client] Administrator B 

a. creates Partner Administrators each for Partner Organizations (Partner Org-1 and Partner Org-2)

3) Demonstrate delegation of rights to partner delegated administrators:

a. with privileges to delegate, 

b. with privileges to create/ update/disable users,

c. with privileges to create/update/view groups / entitlements in their respective partner organization

4) Demonstrate ability of Partner-Org1-admin1 delegated administrator to:

a. Create another delegated administrator for partner-Org-1.

b. Partner-org1-admin1 delegates management of all users created with department group as “sales” to Partner-org1-admin2

c. Demonstrate revocation of administrative rights to partner delegated administrators.

User / Group Management

Objective: Demonstrate ability of delegated user administrators to manage users / groups.

Scenarios to be demonstrated:

1) Demonstrate  user management (create / remove user) by Partner –org1- admin2 on the users in scope

2) Demonstrate  user activation/deactivation by [Client] / [Client]-B on the partner administrators and partner users

3) Demonstrate user /group management constraints on Partner-org1-admin2 

4) Creation and Management of Groups, Nested Groups by [Client] / [Client] Administrators and Partner-org1-admin1

Entitlement Management

Objective: Demonstrate ability of entitlement management available in the core Identity Management Product for user administrators.
Scenarios to be demonstrated:

1) Demonstrate  entitlement creation/management by Administrators and Delegated Administrators

2) Demonstrate entitlement association to users / groups by [Client] / [Client] and Delegated Administrators.

Self Service

Objective: To demonstrate the tools capability to support web based self service capabilities for a user.

Identify user attributes for Self service 

1) Demonstrate tools capability to Identify/Configure user attributes available for Self service.

Edit User Profile

Objective: Demonstrate tools capability to allow a user to edit his/her profile attributes.

Scenario to be demonstrated:

1) The User authenticates to the portal

2) The User clicks on the User Self service link

3) The user updates the user profile details such as address, phone, secret question / secret answer.

a. Must demonstrate the ability of product to create multi-valued attributes such as telephone numbers 

Password Change on Expiry

Objective: To demonstrate ability for user changing the password on password expiry.

Scenario to be demonstrated:

1) User clicks on the change password link

2) User enters the old password and new password

3) The IM tools validate the password based on the password rules. If valid updates  the password field in LDAP

Forget Password

Objective: To demonstrate tools ability to support a password setting for a user in a Forget Password scenario.

Scenario to be demonstrated:

1) User clicks on the forgot password link

2) User is given a challenge (either a secret question , key words ,etc)

3) User enters the response

4) On success the IM tool displays screen for entering the new password

5) User enters the new password

6) The IM tools validate the password based on the password rules. If valid updates the password field in LDAP

Auditing & Reporting 

Reporting

Objective: To demonstrate the auditing capability of tools using the reporting functions available with the tool.

Scenarios to be demonstrated:

1) Reports with Dynamic queries (e.g.  all users created between some-date to some-date)

2) Standard Reports available with the tool

3) Adhoc Reports

Configuration and Integration

Objective: To demonstrate/discuss the configuration and integration features in the IM tool.

Scenarios to be demonstrated / discussed:

1) Explain/Demonstrate how the IM tool integrates with LDAP 

2) Make required schema and database changes to LDAP: This step is optional. If the IM tool has built in mechanism to do this, then demonstration of these features is OK

3) Explain the ease of customizing the look and feel of tool’s pages 

4) Explain how the IM tool integrates with SharePoint Portal s

5) Explain how the IM tool can be configured to customize Email header/footer 

Changes in Active Directory LDAP

Objective: To demonstrate the ability of the IM tool to dynamically adjust to changes in LDAP architecture redesign.

Scenarios to be demonstrated / discussed:

1) Explain/Demonstrate how the IM tool recovers or performs reconfiguration if there is a redesign in domain, OU structure within Active Directory.


