IT Outsourcing Security Policy

Purpose 

The Corporate outsourcing policy outlines the security requirements to be included in outsourcing agreements.

Scope 

This policy applies to any person, company, all Corporate employees, including temporary and contractors who initiate an outsourcing agreement on behalf of Corporate.

Policy

Outsourcing agreements and contracts must address the risks, security controls and procedures for information systems, networks, communication channels and / or assets that are encompassed by the outsourcing agreement.

Standard

Outsourcing agreements must stipulate the adequacy of the physical and logical controls that are implemented at the outsourcing organization.

Service levels must be clearly defined in the agreement between the outsource organization and Corporate.

Business continuity details must be documented and tested by the outsource organization.

Decisions regarding Corporate assets must be made by Corporate Owners and Managers, not the outsource organization.

Guidelines

Arrangements should be in place to ensure that all parties involved in the outsourcing, including subcontractors, are aware of their security responsibilities:

Security requirements in third party contracts

Arrangements involving third party access to organizational information processing facilities should be based on a formal contract containing, or referring to, all the security requirements to ensure compliance with Corporate’s security policies and standards. The contract should ensure that there is no misunderstanding between the Corporate and the third party.

Organizations should satisfy themselves as to the indemnity of their supplier. The following terms should be considered for inclusion in the contract:

1. The general policy on information security;

2. Asset protection, including:

a. Procedures to protect organizational assets, including information and software;

b. Procedures to determine whether any compromise of the assets, e.g. loss or modification of data, has occurred;

c. Controls to ensure the return or destruction of information and assets at the end of, or at an agreed point in time during, the contract;

d. Integrity and availability;

e. Restrictions on copying and disclosing information;

3. A description of each service to be made available;

4. The target level of service and unacceptable levels of service;
5. Provision for the transfer of staff where appropriate;

6. The respective liabilities of the parties to the agreement;

7. Responsibilities with respect to legal matters, e.g. data protection legislation, especially taking into account different national legal systems if the contract involves co-operation with organizations in other countries;

8. Intellectual property rights (IPRs) and copyright assignment and protection of any collaborative work.

9. Access control agreements, covering:

a. Permitted access methods, and the control and use of unique identifiers such as user IDs and passwords;

b. An authorization process for user access and privileges;
c. A requirement to maintain a list of individuals authorized to use the services being made available and what their rights and privileges are with respect to such use;
d. The definition of verifiable performance criteria, their monitoring and reporting;
e. The right to monitor, and revoke, user activity;
f. The right to audit contractual responsibilities or to have those audits carried out by a third party;
g. The establishment of an escalation process for problem resolution; contingency arrangements should also be considered where appropriate;
h. Responsibilities regarding hardware and software installation and maintenance;
i. A clear reporting structure and agreed reporting formats;
j. A clear and specified process of change management;
k. Any required physical protection controls and mechanisms to ensure those controls are followed;
l. User and administrator training in methods, procedures and security;
m. Controls to ensure protection against malicious software
n. Arrangements for reporting, notification and investigation of security incidents and security breaches;
o. Involvement of the third party with subcontractors.

10. How the integrity and confidentiality of the organization’s business assets are to be maintained and tested;

11. What physical and logical controls will be used to restrict and limit the access to the organization’s sensitive business information to authorized users;

12. How the availability of services is to be maintained in the event of a disaster;

13. What levels of physical security are to be provided for outsourced equipment;
14. The right of audit.

Responsibilities 

It is the responsibility of all Corporate Management, Managers and Employees to comply with the provisions of this policy and to initiate outsourcing agreements with third parties in accordance with the statements, standards and guidelines set forth in this policy.
It is responsibility of all Corporate contractors, consultants, vendors and business and other third parties to comply with the provisions of this policy.
Managers are responsible for implementing and communicating this policy within his/her area of responsibility, and to review policy violations with the employee or third party.

