IT Operations Support Policy
Overview

This policy defines the basic elements required for the Corporate Information Systems Operations Support.  

Purpose

To obtain reasonable assurance that computer operations activities provide scheduled, monitored, and secured processing as well as the timely identification of problems.

Scope

The scope of this policy includes all personnel, including external vendors, who have access to or are responsible for operating or maintaining the production systems for any and all systems located at the corporate facilities
Policy 

Management will implement automated scheduling tools to perform batch processing.

Automated job scheduling software allows management to schedule jobs based on a variety of factors including criticality, run-time, and capacity, etc.  
For example, large jobs are usually run when the system is not running at peak capacity.  If invalid programs are executed or if valid programs are executed in the wrong sequence, invalid items may be recorded or valid items may be inaccurately or incompletely recorded.

1. Personnel access to the job processing software will be based upon user job responsibilities and verified to be appropriate on a recurring basis.

2. System access required to modify job scheduling software should be restricted to computer operations personnel. 

All processing exceptions and errors will be recorded and reviewed by management. Processing errors and exceptions, including job appends, should be automatically flagged for subsequent management review and follow up.  Job scheduling software and/or application system should automatically provide for: 
· Resubmission of approved and corrected errors
· Maintenance of error or aged transactions
· Suspense queues and/or reports
· Logs of executed programs
· Logs of processed and rejected transactions.

Management will establish a procedure to ensure that system problems are centrally recorded and monitored for timely resolution.

When users have problems, they should have a point of contact to ensure timely resolution. Following the reporting and recording of a problem, appropriate resolution activities should occur. The factors to ensure adequate problem resolution are: 
1. Timeliness, through prioritization; 
2. Scale, through commitment and allocation of adequate resources
3. Integrity, through implementation of a suitable solution without causing further problems
4. Monitoring, to permit escalation, if needed. 

Problems should be escalated at appropriate intervals to ensure that sufficient expertise is applied to the resolution. Proper escalating procedures also ensure that management is aware of major problems and that they do not remain outstanding for an unacceptable period of time. Follow-up analysis can be used to evaluate problem management procedures and to prevent the reoccurrence of structural problems. This analysis can include items such as reaction time, causes of the problems, service down time, etc.

Management will monitor all agreements with outside contractors and/or software vendors for technical support for compliance with these policies.

Management will provide for alternate sources of power to ensure continued business operations (i.e., uninterruptible power supply, generators, etc.).

In some instances, providing for alternate sources of power for an indefinite amount of time is cost-prohibitive.  At a minimum, management should ensure that, in the event of a disaster, sufficient power is available to bring the systems down safely without the loss of data.

Management will implement adequate smoke/fire detection and suppression devices.

Damage to information resources, including computer hardware, data storage media, and information systems documentation, can result from a variety of causes, including heat, smoke, fire, humidity, flooding, earthquakes, and electrical disruption.  Typical countermeasures to address these threats include:

1. Alarm systems (for heat, smoke, fire, and/or moisture), 
2. Fire suppression equipment, 
3. Air conditioners, 
4. Raised floors, 
5. Air filters, 

6. Earthquake-resistant flooring and construction.  
The nature and extent of countermeasures should be based on management’s periodic assessment of the business impact of each potential threat.  Such assessment should consider:

1. The likelihood of the threat occurring, 
2. The criticality of the information resources that would be affected by the threat, 
3. The operating losses incurred as a result of a processing interruption, and 
4. The likely cost to recover if the threat did occur.  
These factors will vary, depending on the geographic location of the computer processing environment, industry and economic factors, and local infrastructure.  If physical information resources are not adequately safeguarded, such resources may not be available when they are needed and/or recovery of such resources may be delayed in the event of an emergency.

The environmental conditions of the data center (i.e., temperature, humidity) will be monitored and regulated.


