Hardware Support Policy

Overview

This policy defines the basic elements required for the Information Technology Systems computer hardware support.  

Purpose

To obtain reasonable assurance that hardware within the technical environment is appropriately maintained.

Scope

The scope of this policy includes all personnel, including external vendors, who have access to or are responsible for the installation and maintenance of any and all systems located on facility.

Policy 

Management will approve the acquisition and modification of computer hardware to ensure compliance with the organization’s system plans and strategies.

· Computer hardware acquisition procedures should be consistent with those followed for other types of fixed assets and should also be consistent with the organization’s Information Technology Systems strategic plans.  
· If unauthorized hardware is acquired, it may be difficult to integrate into the existing system environment, resulting in poor system performance and/or downtime.

· Computer hardware will be initially installed and evaluated in a test environment before implemented.

Typically, implementation of new hardware involves replacing existing systems or components and/or integrating new devices into the system environment.  If new equipment is not implemented and configured appropriately, it may not operate efficiently or perform intended tasks.  
For example, hardware may be unable to communicate with other devices in the computer systems, thereby delaying processing.  Prior to implementing new hardware, the credit union should evaluate the hardware thoroughly in a test environment to minimize any disruptions.

Replacement parts and/or service will be readily available or sources identified in writing for computer hardware.
Support must be available to ensure that computer hardware operates efficiently. This support may take the form of replacement parts, equipment held in stock, and/or external or internal support that is immediately available.  If the credit union uses obsolete computer hardware, it may not be able to repair such hardware, and any hardware failure may cause a significant disruption in service and/or excessive costs to expedite the purchase and implementation of replacement hardware.

If support is not available for computer hardware, resolution of malfunctions may be delayed and/or necessary preventive maintenance may not be performed timely or appropriately.

If possible, the computer hardware will include self-diagnostic routines capable of alerting management or the appropriate vendor to potential problems or malfunctioning parts.  
Any external notification system must be reviewed for security concerns and approved by management prior to deployment.

To ensure continuity of processing, hardware should be regularly maintained. Newer hardware often contains self-diagnostic service processing, which also would include notification to the vendor of service requirements or potential problems. These diagnostic tools can operate on an ongoing or periodic basis. 
The tools can help avert disruptions in processing by bringing potential problems to the attention of management or vendor support personnel. To be useful, expected hardware performance should be clearly defined and compared to actual performance, with management taking the necessary corrective actions when deemed necessary to do so.

Enforcement 

Any employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment. 
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