
Sample - Information Security Assessment Charter
Project Objective:

The objective for this project is to assess the information security readiness at Corporate by assessing current vulnerabilities from an external network attack.  In addition, a high level review of the Corporate information security architecture for regulatory and “Best Practice” compliance.  Each vulnerability and potential compliance violation will be reported with specific findings and recommended remediation.

Drivers for the project include:

1. Protect the organization from damage or loss to critical resources.

2. Reduce risk of service disruption.

3. Achieve compliance with HIPAA, GLBA regulations as specified in the FFIEC IS Security handbook and ISO 2700x standards. 

4. Provide knowledge transfer to improve security skills at Corporate
5. Reduce risk of unauthorized disclosure of confidential information.

6. Provide a secure and reliable platform to support future operations.
Deliverables:

The assessment deliverable for this project is a final report containing the following information.

· Executive summary of findings with strength, weaknesses, and remediation recommendations.

· Detailed diagnostic data review from automated and manual external network assessment tools

· Specific recommendations to remediate vulnerabilities identified in the assessment

· “Digital Footprint” summary for information collected from public services.

· Diagram of systems and network topology included in the Security Architecture Review Report.  

· Short and Long term roadmap to enhance security posture.

· Management Presentation of the findings (12 - 20 high level PowerPoint Slides)

Items not reviewed:

· Internal Assessment

· Risk Management Review

· Security Policy Review – other than procedures required to review the security architecture

· 3rd Party Service Provider Review – other than the VPN and other network connections to service providers

· Access Controls

· Disaster Recovery and Contingency Planning 

· Personnel Qualification and Security

· Software Development and Programming

· Physical Security

Information Requested from the client:

To complete the reviews proposed in the project scope, the Assessor requests the following material.

Activities and Schedule:

	Activity
	Schedule

	1. Project Kick-off

Align team to project scope and deliverables. Collect investigation information necessary to perform work activities.  Assign responsibilities and establish logistics and schedule to perform investigation.
	

	2. External Vulnerability Assessment

Conduct a Digital Footprint to identify publicly available information that could be exploited by a hacker.  Prepare a report of all sensitive information collected and acknowledge the sources used to collect the information.

Obtain network diagrams IP Address information and infrastructure names.  Scan network perimeter from an un-trusted location with automated tools.  Conduct a manual validation of automated findings to eliminate false positives and provide recommendations for remediation for vulnerabilities identified by the assessment.

Provide risk mitigation strategies to reduce future vulnerabilities along with specific remediation actions to address each high and medium risk vulnerability.


	

	3. Analysis and report preparation. 

Analyze results from all assessment activities and develop a security roadmap for vulnerability remediation and security program improvements.
	

	4. Analysis and report preparation. 

Analyze results from all assessment activities and develop a security roadmap for vulnerability remediation and security program improvements.
	

	5. Security Architecture Review

    Review current network, systems and security architecture topology including RAS modem services and security application architecture for content filtering, firewalls, access controls, IDS, VPN, wireless access, virus protection, compliance reporting and policy management / audit. Our objective is to identify vulnerabilities due to architecture design.  A roadmap for potential architecture improvements will be provided.

A specific review of currently deployed firewall configurations will be conducted.  Corporate personnel will prepare a map of authorized traffic from “un-trusted” network locations through the FW to “trusted” network resources.  After the diagram is prepared, The Assessor will review current firewall configurations to identify access enabled beyond the requirements of Corporate.
	

	6. Management Presentation and Report Delivery.
	


	Information Required for the External Vulnerability Assessment

	External network IP addresses


	

	External network IP address of the firewalls and routers.


	

	Firewall vendor and Software Versions.

	

	Domain names registered to Corporate.


	

	Internet service provider(s)


	

	Network Diagrams showing the logical placement of security devices.


	

	Virus protection type and version as well as architecture, policy and procedure.  Provide a logical diagram showing the installation of all virus protection.


	

	Access to all firewalls (RO) and or a configuration files, current as of the start date of the assessment


	

	Complete list of networking devices to be reviewed with IP addresses


	

	Are all servers being scanned located within the Corporate network?
	YES or NO

	Is the firewall configured to automatically block known scans and attacks?
	YES or NO


In addition to written information outlined above, “Assessment Vendor” requests interview access to the following client staff.

	Client Staff Member
	Subject of Interview
	Schedule

	
	Project Kick-off


	(1 hour)     


	
	Review systems, network, wireless and security architecture
	(48 hours)         

                    

	
	Collect technical diagrams, inventories and required data.
	(48 hours)

	
	Security Architecture Review


	(48 hours)

	
	Present Final Report 


	(3 hours)


Infrastructure Access Permission:

The Assessor will conduct external systems and infrastructure vulnerability tests from a number of remote locations including the following IP address (xxx.xxxx.xxx.xxx) according to the following schedule.

	Tests
	Access Windows

	External Vulnerability Scans
	


The client has approved the passive tests and grants permission for the Assessor and its staff to conduct the tests within the schedule outlined above.

Project Team:

Assessor and the client have designated the following key participants as contacts for the project.

	Assessor

	Name
	Title
	Responsibility
	Telephone
	Email

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	Corporate

	Name
	Title
	Responsibility
	Telephone
	Email

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


