Can I import users from a text file?
Yes.  Do a "fw dbexport -f <file>".   This will export existing users to <file> in the %FWDIR%/conf directory. Open with a text editor. The first line is a header that describes all of the fields of the file. Subsequent lines are the user definitions.  Now modify the file (you can remove existing users and replace with your own, might want to keep a copy of orig. database dump).
     Next, do a "fw dbimport -f <file>".  This will ADD all the users you defined.
4) Error "No Client Authentication Rules Available" 

One of the following has not been set up correctly: 

· The username specified during the client authentication attempt is in the group UserGroup 

· The source IP address of your connection to the firewall is in the group AllowedSources 

· The source IP address of your connection is specified in the username's allowed source (i.e. "Source" under the "Location" tab in the User Properties). 

5) HTTP connection dies with "Content-Disposition connections are not allowed"
Since release of SP5 for FW1-41, attachments can not be downloaded anymore.  To disable this behavior:

· stop the management station 

· edit the :props section of objects.C file and add:
    http_allow_content_disposition (true) 

· start the firewall and push the policy 

 

RULE BASE
1) What do I do if I lose my rules and objects?
At a bare minimum, you will need your objects.C and <policy>.W files.
Stop the firewall, and delete any newer objects.C, bak, or sav files from $FWDIR/conf.  Copy your objects.C to the conf directory (alternately, you could try merging C files: 'fw confmerge file1.C file2.C > objects.C').  At this point, if you start the firewall, you should be able to see your objects, if not your rules.
Next, append your <policy>.W file to $FWDIR/conf/rulebases.fws.  This file is required for your GUI to see the policy rules.  Your policy will start like this:
(
    :rule (
You must change this in rulebases.fws to look like:
(
    :rule-base ("##<policy name>"
        :rule (
and dont forget the extra ")" at the end of the policy.  If you now try to reopen your GUI, you should be able to open your policy.
  If hand edits aren't your thing, recreate the rulebases.fws file from your .W files by using the "fwm -g" command:
fwm -g *.W
will append all .W files to the rulebases.fws file.
   
5) How does FW-1 handle ICMP?
Here's a quick (depending on how much you like to read) how-to on how ping and traceroute work and how to configure the rules in CheckPoint FW-1 to allow pings and traceroutes from your internal networks to the outside but not in, and how to handle traceroute.

How Ping Works:
Ping uses ICMP, which is connection-less. A machine (we'll call it "client") sends an echo request (ICMP type 8) out, destined for another machine (we'll call this one "server"). If the ICMP echo request gets to the server (It isn't blocked by a firewall or router) it will respond back with an echo reply (ICMP type 0). So, to allow this to work, we'd need the following rules in our rule base:

Rule
Source

Destination

Service

Action

1

Internal

Any

echo-request

Accept

2

Any

Internal

echo-reply

Accept

* Note, Rule number is only being shown to discern that they are different rules, not necessarily placement in the rulebase. Well, this all works fine and dandy as long as all the routers are doing what they're supposed to.. What if they're not? We'll address this issue in the Traceroute section.

Traceroute
First some quick definitions:

TTL = Time To Live. The TTL defines how many router hops a packet can traverse before it must be killed. Each time a packet passes through a router, the TTL is decreased by one. When a packet's TTL reaches zero a message is sent back to the IP address saying that this has happened and that the packet did not reach the destination. This packet is an ICMP type 11 packet -- also called TTL Exceeded, or time-exceeded.

When one does a traceroute, the client computer sends out a packet destined to the server it's tracerouting to with a TTL of zero. The first router (the computer's default router, in this case) responds back with time-exceeded ICMP packet from the router's IP address, destined to the client computer. Next, the traceroute program sends out the same packet with a TTL of one. This gets to the first router, the first router decrements the TTL by one (to zero) and sends it along to the next which responds back with the time-exceeded message. The client continues to increment the TTL on each packet until the destination machine responds back, or a router responds back with a message saying that it cannot contact the next network. When a router cannot forward the packet on because it does not have a route or it cannot contact the next-hop-router, it will send back a destination-unreachable message (ICMP type 3).

MS Tracert
Microsoft's traceroute command ("tracert" from a command prompt) uses ICMP echo-request packets as the packets it sends out. When it reaches the destination machine, it responds back with an echo-reply (just like ping, described above) and the traceroute if finished. So, to allow your Microsoft OS based machines to ping and traceroute, your rules would look like this:

Rule
Source

Destination

Service

Action

1

Internal

Any

echo-request

Accept

2

Any

Internal

echo-reply
time-exceeded
dest-unreach

Accept

* Note, Rule number is only being shown to discern that they are different rules, not necessarily placement in the rulebase.

Unix Traceroute
UNIX traceroute works just like the Microsoft implementation with the exception that the type of packet it sends out with the decremented TTL is a UDP packet, specifically one with a random port higher than 33,000. When the TTL reaches zero at each router, the router sends back the time-exceeded message. When the packet actually reaches the destination computer, (UNIX traceroute assumes that no daemon will be listening on the random UDP port above 33,000) it sends back a port-unreachable message. This message is a specific type of destination-unreachable ICMP error message. So, if we have UNIX machines, we'll have to allow outgoing UDP packets with a destination port higher than 33,000, and ones with a TTL less than 30. CheckPoint has conveniently already added this to the services, and named it "traceroute". In reality, it should be named "unix-traceroute". Now assuming that we have some Unix machines that need to traceroute out, our rulebase would look like this.

Rule
Source

Destination

Service

Action

1

Internal

Any

echo-request
traceroute

Accept

2

Any

Internal

echo-reply
time-exceeded
dest-unreach

Accept

* Note, Rule number is only being shown to discern that they are different rules, not necessarily placement in the rulebase.

References:
-----------
How to allow _only_ outbound ping and traceroute requests? http://www.phoneboy.com/fw1/faq/0066.html
INSPECT script to make FW-1 do stateful ICMP inspection (ping, UNIX traceroute, and MS traceroute) http://people.netscape.com/shadow/work/inspect/index.html

6) FTP hangs only to certain sites (eg, compaq).
Check Point by default forces you to have a newline character at the end of PORT commands.  Some web sites like ftp.compaq.com do not have them, and will hang when you try to ftp to them.  To disable newline enforcement:
1. stop the firewall 

2. edit $FWDIR/lib/base.def 

3. comment out "#define FTP_ENFORCE_NL"  (if you have an older firewall, this might look like: #define FTPPORT(match) (call KFUNC_FTPPORT <(match), [110,b]>)   ) 
4. start the firewall and reinstall the policy 

There are a few other conditions that might cause similar problems:
1. SYN defender is blocking latent sessions 

2. DNS resolution hangs.  If you DNS server which is responsible for your reverse DNS lookups (i.e., the IP address of your FTP client) is unreachable (down or blocked), the FTP server can't look you up and will hang.  This issue may also affect some SMTP servers. 

7) When I install my policy, I get "magic number corrupted."
You have a corrupted user database. Stop the firewall, and delete $FWDIR/conf/fwauth.NDB*, and all extraneous references to fwauth* in $FWDIR/database.  Then start the firewall.  Reinstall.
 

ENCRYPTION
1) How do I set up SKIP?
· Make sure the dates on the two computers are about the same or you will get "key not valid yet". 

· Generate CA/DH keys locally and install policy 

· Get remote keys from partner firewall 

· Set up rules that look like: 

No.
Source
Destination
Service
Action
Comment
1
Partner
Firewall
Local Firewall
FW1
Allow
Allow remote FW-1 to get your public keys
2
Remote Net
Local Net
Remote Net
Local Net
Any
Encrypt
Allow encryption
· If you are doing NAT, make sure that you do NOT NAT between RemoteNet and LocalNet! (you can add a manual exception rule to the top of your NAT rules) 

2) How do I set up IKE with Microsoft Certificate Authority certs?
    We assume you have the CA set up and a root certificate is installed.  Also, this solution was implemented with Windows 2000 Server, SP1.  FW-1 is CP 2000 sp2. 

1. On a FW-1 GUI client machine, open IE and go to http://<certserver>/certsrv (Netscape may have problems). 

2. Retrieve the root certificate to a file on your disk. 

3. Open the FW-1 GUI and create a CA server object.  CA type is OPSEC PKI.  On the OPSEC PKI tab, uncheck both LDAP and HTTP CRL retrieval (can't seem to get CRL retrieval to work sucessfully), and hit "Get" Certificate. 

4. You will be prompted for the path to the root CA certificate from step 2.  You can view if you want, but eventually hit "OK". 

5. Next, go to your firewall object and click "Certificates" tab. 

6. Click "Add" to begin fw cert request. 

7. Give a nickname and pull down to select your CA you created in steps 3-4. 

8. Hit "Generate" to generate the request, and view it.  Copy the request to the clipboard. 

9. Go back to the browser at http://<certserver>/certsrv and this time "request a certificate." 

10. Choose "Advanced Request" and then "Submit a request using a base64...". 

11. Paste your request under "Saved Request" and Submit. 

12. Issue the pending cert on the CA. 

13. Go back to the browser at http://<certserver>/certsrv and "check on a pending cert".  Save the cert to the hard disk. 

14. Go back to the GUI and "Get" the file you just saved.  This will add a cert to you firewall object. 

15. Now you need a client cert.  Go to http://<certserver>/certsrv with NETSCAPE (IE has some problems exporting the private key) and request another cert.  This time you will choose a "Web Browser Certificate".  Generate the request. 

16. On the CA, issue the client cert. 

17. Still in Netscape, go back to http://<certserver>/certsrv and "check pending cert."  Install the web cert to you browser. 

18. Go to the Security Icon on Netscape's tool bar, choose "Yours" under certificates, and export to a file (you will be prompted to password protect the cert; remember the password). 

19. Copy the client cert to SecuRemote and under "Certificates/Import", enter the file and the password from step 18.  This will import the web cert into Entrust format.  You will be prompted to enter a new cert password.  This will be your login password. 

20. Try to connect to your encryption domain.  Click "Use Certificate" and put in the password from step 19.   

21. PS: don't forget to set up the SecuRemote stuff as always.  The SR user definition should have "Public Key" checked under IKE encryption. 

3) How do I set up IKE shared secret tunnel to a PIX?
    FW-1 v 4.1sp2 (Solaris 2.6) <-> PIX 515 v 5.3beta and v 5.1.2

Check Point FW-1 side:
1) define network objects for both PIX and FW-1 as you normally would
2) define local and remote encryption domains.  Encryption domains MUST have the same subnet masks on both the PIX and the FW-1.  Additionally, I also made sure my networks are all 'internal' and remote nets are 'external', although I don't think this part matters.
3) On FW-1 object/VPN tab, check IKE and edit.
    -check ONLY ONE encryption scheme (eg 3DES)
    -check only one auth scheme (MD5), although this isn't as important as previous step
    -check pre-shared secret
  *NOTE: doesn't seem to matter if aggressive mode and or subnets is on. I implemented with both on.
4) On PIX object, same as above holds true for the FW-1 object. Doesn't matter if it is defined as a FW-1 or just a regular gateway.
5) Next, go to "Policy/properties" and click the "Encryption" tab. Note the IKE renegotiation time. By default it is 10080 minutes (1 week). PIX defaults to I believe 86400 secs (1 day). This must be consistent with the PIX, so change to the PIX lifetime value. Unfortunately, I don't remember what we set that to on the PIX. May have to call and get config info from IMR.
  *NOTE: I also tested this change FW-1 to FW-1 and it doesn't appear to break Check Point tunnels regardless of values. Also, you will have to change FW-1, not PIX, because PIX has a MAX of 1 day.
    If these values are not the same, you will get "Configured expiration time and sent time differ" when running "fwd -d" debug. This will result in "no proposal chosen."
6) build rule as is normal for ISAKMP. Right click on "Encrypt" and choose IKE. Edit properties and choose 3DES and MD5. No PFS.

The PIX config looks like this: (keep in mind, IPs are different)

access-list 102 permit ip 192.168.5.0 255.255.255.0 192.168.4.0 255.255.255.0
nat (inside) 0 access-list 102
route outside 192.168.4.0 255.255.255.0 204.32.38.104 1
sysopt connection permit-ipsec
crypto ipsec transform-set myset esp-des esp-md5-hmac
crypto map mymap2 10 ipsec-isakmp
crypto map mymap2 10 match address 102
crypto map mymap2 10 set peer 204.32.38.104
crypto map mymap2 10 set transform-set myset
crypto map mymap2 interface outside
isakmp enable outside
isakmp key abc123 address 204.32.38.104 netmask 255.255.255.255
isakmp identity address
isakmp policy 20 authentication pre-share
isakmp policy 20 encryption des
isakmp policy 20 hash md5
isakmp policy 20 group 2
isakmp policy 20 lifetime 86400

5) How do I set up SDL for SecuRemote and browse Network Neighborhood?
· Enable SDL in SecuRemote by going to "Passwords/Enable SDL" (option not available for Win 9x, only NT and 2000) 

· Next, you must define your internal network's  WINS server.  You can do this in Windows by manually setting a WINS server under TCP/IP properties.  If you are using dial-up networking, this is done under your dial-up connection's properties, not the general TCP/IP properties, and also make sure you choose the "logon to network" option. 

· Reboot. 

· When the client comes up, do NOT login to NT.  If you are using a LAN connection to the Internet, wait about 30 seconds, and the SecuRemote login will come up.  You want to login to SecuRemote first, and THEN an NT domain.  If you are using dial-up, do not login AT ALL.  When you bring up your dialup connection, you will be prompted with NT authentication.  Again, do NOT log in until AFTER you have logged in to SecuRemote. 

6) How do I set up DNS for SecuRemote?
On the FW-1 Management Station (v4.1), create a file called $FWDIR/conf/dnsinfo.C.  This is a DNS topology file that will be downloaded to the client during key sucking.  This file will look like (VERY important not to typo, as this file will not give you any errors, and instead just not work):
(
    :dns_servers (
        : (<object name of DNS server>.<object name of firewall>
        :obj (
            : (<IP of DNS server>)
        )
        :topology (
            : (
                :ipaddr (<IP of internal net>)
                :ipmask (<mask of internal net>)
            )
        )
        :domain (
            : (
                :dns_label_count (4)
                :domain (<.intersec.com or your own domain>)
            )
        )
        )
)
:encrypt_dns (true)
)
dnsinfo.C will cause the client to do internal lookups for specified domains, but allow normal resolution for all other domains; in effect, giving you a "split" DNS.  If you want ALL DNS to resolve through the internal DNS server, use just:
)
:encrypt_dns (true)
)
Once this is done, reinstall your policy and suck the keys on the client.  The info added to dnsinfo.C should now appear in your userc.c file on the SecuRemote client.  If it does not, you may have typos in dnsinfo.C.


Incidentally, if you want to auto-populate your LMHOSTS file from dnsinfo.C, add:
)
:encrypt_dns (true)
:LMdata (
    : (
        :ipaddr (6.6.6.6)
        :name (pdc)
        :domain (INTERSEC)
    )
    : (
        :ipaddr (6.6.6.6)
        :name ("INTERSEC")
    )
)
)

after ":encrypt_dns (true)".  In this case, 6.6.6.6 is the PDC for the NT domain INTERSEC.
    There is also a whitepaper at Check Point that tells you how this all works with FW-1 v4.0 (4.1 is not quite this complicated):
7) How do I set up Hybrid Mode Authentication for SecuRemote?
· stop the firewall 

· create an internal CA on the management box with:
    fw internalca create -dn "o=intersec.com, c=us" 

· create a firewall cert with:
    fw internalca certify -o <obj name of firewall>  "o=intersec.com, c=us" 

· start the firewall 

· Enable "Hybrid Mode" option is checked under your firewall object, VPN tab, edit IKE (requires 4.1sp1 or higher). 

· Define your users as you would with FWZ, by giving them a username/passwd (such as SecurID, FW-1 password, etc.) 

· For the user's encryption tab, choose IKE.  You will need an IKE password IN ADDITION to the one defined under "authentication" tab ONLY if you wish the user to download topology. 

· Create the usual SecuRemote rule, install, and resuck topology. 

9) How do I set up UDP Encapsulation for SecuRemote?
You must have v4.1sp2 or higher.  Add the following lines to your firewall object definition in your Management's objects.C (after isakmp.authmethods section):

:isakmp.udpencapsulation (
   :resource (
      :type (refobj)
      :refname ("#_VPN1_IPSEC_encapsulation")
   )
   :active (true)
)

If you have sp2 of the SecuRemote client, add a line like: "force_udp_encapsulation (true)" to the options section of userc.c.  Service pack 4 does not require this. 

