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	Technical Criteria

	Product Name
	What is the name of the Product?
	
	

	Version
	What is the current Generally Available version of the product?
	
	

	Product Availability
	How long has the above mentioned version of the product been available in the Market?
	
	

	System Requirements
	1. List all supported OS name and their versions (and service pack levels) for the above mentioned version of the product.
	
	

	
	2. List the minimum and recommended Hardware requirement for each Operating System platforms identified above.
	
	

	
	3. Does the product require dedicated physical hardware?  If not, what kind of Virtualization mechanisms does the product support?
	
	

	Replication Technique
	1. What type of Replication mechanism does the product support? (e.g. single-master, multi-master)
	
	

	
	2. If the product supports Multi-Master Replication, what criteria is employed to mitigate replication initiation conflicts?
	
	

	
	3. Provide a brief description of processes necessary for recovery and rescheduling in the case of replication initiation conflicts.
	
	

	
	4. In the case of Multi-Master replication, how does the product prevents redundant replication or replication cycles?
	
	

	
	5. What is the notification mechanism employed in the event of replication conflicts?
	
	

	
	6. What is the Data Consistency Model supported by the product (e.g. Eventual (or Transient) Consistency, Limited Effort Eventual (or Probabilistic) Consistency, and Transactional Consistency)
	
	

	
	7. Does replication model collect any Meta Data? If so, what type of Meta Data is collected by the Replication Model?
	
	

	
	8. Does replication model collect any policy or state data? If so, what type of Policy or State Data is collected by the replication model?
	
	

	Authentication and Security
	1. Does the product support Kerberos Authentication?
	
	

	
	2. Does the product support Pluggable Authentication Module (PAM)
	
	

	
	3. Does it support Integration with Mainframe Authentication Systems such as TopSecret, RACF, and ACF2.  If yes, please provide a brief description of the methodology and references to customers that have already implemented such integration.
	
	

	
	4. Does the product support Multi-Factor Authentication?  If so, provide a complete description of the Multi-Factor Authentication Framework employed by this product
	
	

	
	5. Does the product smoothly integrate with Extranet Access Management products such as Netegrity SiteMinder?  Can the integration be done with simple configuration interface? 
	
	

	
	6. Does the product support Security Assertion Markup Language (SAML) specification?  If yes, provide a brief description detailing the current status and the roadmap.
	
	

	
	7. Do you plan to support WS-Security specification?  If yes, provide a brief description detailing your roadmap.


	
	

	Portal Interface
	
	
	

	
	Does the product provide plug-in interface to feed Role-based Access Control information to authorize users of an Enterprise Portal product (e.g. IBM Websphere Portal).  If so, provide a list of references to companies that have successfully implemented such a plug-in interface.
	
	

	Scalability
	Provide the product’s scalability benchmarks established by third-party evaluators along with references and contact names.
	
	

	Open Standards Schema
	1. Does the product support LDAP Open Standards Schema?  If so, please provide the standard name and specification details.
	
	

	
	2. Does the product include built-in object schema?  If yes, does it comply with the standard schema specifications defined in Open Standards?
	
	

	1.10 Performance
	Please submit copies of Performance Benchmarks established by third-party evaluators along with references and contact names.
	
	

	1.11. Connectors and Synchronization
	1. Does this product include built-in connectors out-of-the-box to synchronize with directories?  If yes, provide a list of all directory products (such as SunOne, Active Directory, Hitachi, Novell eDirectory etc.) and their versions for which built-in connectors out-of-the-box are available. 
	
	

	
	2. Does this product include built-in connectors out-of-the-box to synchronize with relational databases?  If yes, list all databases (such as Oracle, Microsoft SQL Server etc.) and their versions for which built-in connectors are available out-of-the-box.
	
	

	
	3. Does this product include built-in connectors out-of-the-box to synchronize with XML repositories and other XML data sources?  
	
	

	
	4. Does the product include built-in out-of-the-box connectors to synchronize user principal parameters with RFC 1510 compliant Kerberos Key Distribution Centers?  If yes, please provide description of synchronization mechanism and administrative interfaces associated with this connector.  If not, is this support included in your roadmap?
	
	

	
	5. Provide a list of out-of-the-box built-in connectors to any other MIME or other data type sources that the product includes.
	
	

	
	6. Does this product include built-in connectors out-of-the-box to synchronize with ERP and other packaged applications?  If Yes, list all packaged applications (such as Peoplesoft, Siebel, Cognos etc.) and their versions supported for synchronization with built-in connectors available out-of-the-box.
	
	

	
	7. Does the product support bi-directional synchronization with Directories, Databases, and packaged applications mentioned above?
	
	

	
	8. If bi-directional synchronization is supported, provide a description of join process conflict resolution mechanism?
	
	

	
	9. How real or near real-time is the synchronization supported by this product? Do you have established metrics for inter-continental synchronization over WAN links?
	
	

	
	10. If bi-directional synchronization is suppressed in favor of unidirectional synchronization, what are the measures necessary to resolve data inconsistency across multiple stores attached to the Metadirectory?  Does it provide automated initiation or notification tools to minimize or quickly rectify inconsistencies?
	
	

	
	11. What Protocols are used to transport messages across connectors?  
	
	

	
	12. What Message Formats does the transport mechanism support?  Do you plan to support Open Standards such as Directory Services Markup Language?
	
	

	
	13. What development environment and languages are required for custom Connectors to Applications?
	
	

	
	14. Can the connectors be developed using J2EE development environment?
	
	

	
	15. What guaranteed message delivery mechanisms are employed as part of synchronization mechanism?  Please attach a document that provides a brief description of the Product’s guaranteed message delivery mechanism.
	
	

	High Availability and Clustering
	1. Please include the High Availability and Clustering features supported by this product.
	
	

	
	2. Does the product include routing component to support request brokering to LDAP repositories with different root namespace?  If yes, please provide a brief description of rules engine interface associated with such a routing component.
	
	

	Administration

	Account Administration
	1. Does the product support basic user Account Provisioning to selected environments such as LAN, Email, Mainframe (TopSecret, RACF)?
	
	

	
	2. Does the product support administration of users based on Role-Based Access Control (RBAC).
	
	

	
	3. If RBAC administration is supported, can the roles be associated with User/Person object? 
	
	

	
	4. Does the product support context-based delegated administration of roles and access privileges?
	
	

	Resource and Policy Administration
	1. Does the product support creation and administration of resource objects (such as Network devices, office locations etc.)? 
	
	

	
	2. If the product supports creation and administration of resource objects, does it have a built-in Policy enforcement engine to provide access control?
	
	

	
	3. Does the product support a non-invasive interface to integrate with external authorization and policy engines to protect resources (e.g. Netegrity SiteMinder Policy Server)
	
	

	Group Administration
	1. Does the product support Dynamic Groups?  If yes, can the dynamic groups be administered by an administrator not familiar with any LDAP syntax?
	
	

	
	2. If RBAC administration is supported and roles can be administered as user/person attributes, does it interface seamlessly with Group-Based administration based on user roles?  
	
	

	
	3. Does the group administration support Nested Groups? 
	
	

	Administration Interface
	1. What are the administration interfaces included with the product to support administration of directory objects?  
	
	

	
	2. What protocols and support client software does the administration interface require?  
	
	

	
	3. Does the administration interface require dedicated ports for communication?  If so, please mention the Ports assigned for its communication.
	
	

	
	4. Does the product provide easy administrative interface to support creation of Data Transformation rules to support join process.
	
	

	
	5. Does the product include User Account provisioning module.
	
	

	
	6. If the product does not include, User Account Provisioning module, what commercial account provisioning tools does the product integrate with?
	
	

	
	7. Does the administration interface support Boolean Operators on Group Objects?  If so, provide a list of Boolean Operators supported by the administration interface.
	
	

	Schema Management and Administration
	1. Does the administration interface include schema management and schema policy enforcement?
	
	

	
	2. Does the product replicate directory schema?
	
	

	Auditing

	Activity History
	1. Does this product keep an audit trail of Administration activity?
	
	

	
	2. If there is an Audit Trail of Administrative activity, can it be viewed and reported using an Administrative User Interface?
	
	

	
	3. If this product supports delegated administration, does answer to the above question holds true for the Delegated Administration Interface as well?
	
	

	Underlying Storage Mechanism
	What underlying storage mechanism does this product employ?
	
	

	Object History
	1. Does the product support logical deletes?
	
	

	
	2. Does the product offer convenient mechanism to maintain History throughout the user object life-cycle?
	
	












