Manager's Guide for Protecting Information 

and Property Shared with 

Corporate Employees
At the root of Corporate competitive position is information about our technology, products, people and strategies. This information, and Corporate future is in the hands of every employee. By protecting our valuable information, each employee contributes to our ability to deliver and profit from innovative products and services. 

Understanding the balance between our need to share and our need to protect information requires more than common sense. It requires an understanding of the information considered classified. It requires and awareness of how information can flow from a loyal friend to a hungry competitor. It requires a perspective to see that information considered commonplace internally may be pieced together externally to expose a very revealing picture of Corporate strategic activities. It requires knowledge of the steps each of us can take to be sensitive about safeguarding information. 

As a manager, you have a crucial role in protecting our competitive position. You have the ability to provide understanding, awareness, perspective and knowledge every employee needs to protect our valuable information. 

The checklist that follows is designed to help you with some practical steps and is based on the following principals: 

1. Employees need specifics about protecting information. While new-hire orientation provides a general introduction to protecting information, employees need guidance specific to their jobs. Each employee should be given instructions on classifying and protecting the information used or developed in his or her department. In addition, employees should be instructed to report actual or suspected incidents, people or activities with may be unauthorized.

2. We should be accountable. Tracking each employee's access to Corporate computing resources, classified materials, property and buildings encourages employees to be more accountable for the responsibilities that follow the privileges of access to our information. 

3. Everyone needs a little consciousness raising. Employees need frequent reminders of he importance of protecting information. A brief statement at staff meetings and in performance reviews goes a long way. 

4. We should collect Corporate property from terminated employees. We can avoid future conflicts if we collect from terminating employees Corporate classified information, property, badges and keys, and revoke access to computing resources. This termination procedure is simplified if there is a record of what has been released to the employee during employment. 


Employee Termination Checklist

Date employment terminated: 

· Complete and submit to Human Resources a Personnel Action Form. Verify the accuracy of the final or revised time sheet and the employee's home address on the Personnel Action Form. For non-exempt employees, attach a copy of the employee's final or revised time sheet indicating final pay. Also attach a copy of documentation to substantiate reasons for resignation or dismissal. 

· Collect from the employee all outstanding information and property. Cancel all outstanding accounts and privileges listed on the employee's Property, Accounts and Access Privilege Tracking Form. If there is no tracking form for the terminating employee, use a blank form as a checklist for collecting all information and property, and canceling all accounts and privileges. 

· Remind the terminating employee of his/her obligation to keep secret all Corporate classified information, including business, personal and technical information. 

· Remind the terminating employee to contact Human Resources regarding his/her exit interview. 

· Cancel all scheduled training and seminars, both internal and external. 

· Remove the terminating employee's name from all Corporate rosters: 

· Phone lists-contact the facility receptionist; 

· Distribution lists, including those of vendors from which the employee orders goods or services. 

· Determine all money due to the employee from Corporate or owed by the employee to Corporate, and forward this information to Accounts Payable, or Payroll, as appropriate. 

· Review with and collect from the terminating employee a signed Exit Certification For Terminating Employees, available on the Corporate Mail Bulletin Board "Corporate Info Security". If the employee refuses to sign the form, write "I reviewed this certification with (the name of the terminating employee) who refused to sign it." State briefly the employee's reason for refusal, sign and date this statement and then notify the employee's Human Resources representative. 

· Close out your file for the employee and forward it to Human Resources. 

Exit Certification / Send-Off Letter

For Terminating Employees

With

Access to Confidential Information
(To be signed by Corporate Employee as part of their exit procedure.) 

This is to acknowledge that the undersigned had access to trade secrets, proprietary information and/or confidential information of Corporate"). 

The undersigned does not have in his/her or its possession nor has the undersigned failed to return any Corporate property, including any plans, notes, memoranda, software, specifications, or other documents containing or disclosing any of Corporate trade secrets or proprietary or confidential information, or copies of any of the foregoing or other materials, software, tools, equipment, supplies, or other property belonging to Corporate
The undersigned further agrees to continue to comply with all of the terms of all the non-disclosure agreements signed with Corporate under which s/ he is obligated. 

The undersigned has read the above and understands its contents. 

Signature_______________________________________________Date________________ 

Name______________________________________Company________________________ 

(Please print) 

Exit Procedure conducted by: 

Name_____________________________Title_______________________Date__________ 

(Please print)
