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Email Encryption Information Security Standard

Scope

This standard applies to all corporate equipment and data, including corporate customer data, whether located at a corporate facility or a third party facility, and whether handled by corporate employees, or corporate contractors, vendors, third party service providers, or their staff or agents.  This standard also applies to all wholly owned and partially owned subsidiaries.

The guidance in this standard shall be considered the minimum acceptable requirements for the encryption of highly confidential or confidential corporate messages transmitted via email.  This standard sets forth expectations across the entire organization.  Additional guidance and control measures may apply to certain areas of corporate.  This standard shall not be construed to limit application of more stringent requirements where justified by business needs or assessed risks. 

Email Encryption Standard

Corporate’s business functions rely upon the integrity, confidentiality, and availability of its computer systems and the information assets stored within them.   Responsibilities and procedures for the management, operation and security of all information processing facilities must be established.  This standard supports the stated objectives.

To ensure the confidentiality, integrity, and availability of corporate data, corporate employees, contractors, vendors, third party service providers, or their staff or agents may not transmit sensitive information via email and/or email attachments unless the message and/or attachments are encrypted. 

Roles & Responsibility

The End User is responsible for acting upon electronic messages received from the service, usage of the related messaging services in a manner consistent with this Standard, and when such activity is within their span of control, the retention and disposal of electronic messages sent and received.

The IT Custodian is responsible for defining and implementing security measures and controls to ensure the system(s)/application(s) are managed and operated in a secure and effective manner.

The Chief Information Security Officer has overall responsibility for security standard, and in conjunction with the Information Security Department will be responsible for defining, implementing, managing, monitoring and reviewing compliance with the Electronic Messaging Standard.

The Information Security Department will assist End Users and IT Custodians in assessing, defining, implementing, managing and monitoring appropriate controls and security measures. 

The Information Security Department will audit and review the adequacy of controls and security measures in place to measure and enforce conformance to this standard.

Requirements and Implementations

For transmission of email messages containing sensitive data to internal (through the network) or external recipients (i.e. over the Internet), encryption of these messages can be accomplished using a third party encryption technology such as PGP or by using a self-decrypting archive file that uses a unique key issued to the recipient.

One source of compromised security may be the encryption tools themselves. For example, the random number generator used may be too simple, producing easy-to-guess symmetric encryption keys; or Private keys may also be protected only by a password. Hence, whatever the length of a key, guessing the password gives one access to private messages. Therefore, the password chosen, should follow the guidelines defined in Corporate’s password standard.

Choosing an algorithm is based on the security and speed; the security of an algorithm is based on the security of the key. First of all, one must beware of proprietary algorithms. The algorithm should be one which is widely regarded as strong enough to serve the purpose and have stood the test of time. The following are the default algorithms used when generating a PGP key and is adequate for most purposes.
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Another factor is that the sender and recipient will need to exchange public keys, however, because there is no certificate authority to prove identity, the sender must apply due diligence to prove validity of the recipients public key before it is used to send sensitive data to the recipient. This can easily be done by viewing the properties and verifying the fingerprint of the key with the recipient over the phone.
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Furthermore, to prevent the possibility of unauthorized access/disclosure of either internal or external communications, email messages containing sensitive information should not be printed using a network printer:

o
Without being present at the printer before the print job is submitted or, unless, where applicable, a passcode needs to be supplied before the print job is processed. 

o
Printed emails containing sensitive information must remain under the control of the intended recipient or designee at all times. If a user needs to print sensitive emails often, it is recommended, to procure a personal/group printer solely for the purpose of maintaining confidentiality of the sensitive information contained within the message. 

o
Additionally, emails containing sensitive information may not be downloaded to local folders in the email client or in any other way stored on local storage media unless either the message or storage medium is encrypted. Please refer to the Truecrypt Disk Encryption Standard for details.

Exceptions 

Exceptions under this policy must be detailed in a Risk Acceptance form approved by the System/Application Business Owner, a Executive Lines of Business representative and the IT Custodian and the Information Security Compliance Department.
