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DNS Security Standard

Scope

The guidance in this standard shall be considered the minimum acceptable requirements for the use of the Domain Name Service.  This standard sets forth expectations across the entire organization.  Additional guidance and control measures may apply to certain areas of corporate.  This standard shall not be construed to limit application of more stringent requirements where justified by business needs or assessed risks. 

Domain Name Service Standard

Corporate’s business functions rely upon the integrity, confidentiality, and availability of its computer systems and the information assets stored within them. Responsibilities and procedures for the management, operation and security of all information processing facilities must be established.  This standard supports the stated objectives.


Requirements and Implementations

All corporate domain names should be registered with a registrar that offers a higher level of security than simple web-based username/password authentication or email confirmation for making DNS changes. All DNS registrations should be done using a common mailbox that is monitored by the DNS Operations team. In no situation, should a registration be made with an individual’s email address.

All DNS changes  should be authorized by a person of the level of Director or above within IT.

Implement split horizon DNS architecture to separate internal and external DNS services. The internal and external DNS services should be configured on physically separate servers in different network zones according to the network zoning policies.

Multiple DNS servers should be maintained for both, internal and external, name resolution. For external DNS services, typically, two DNS servers should be maintained in each major geographical region. Each DNS server should be hosted with a separate collocation or ISP facility to reduce the risks from DoS attacks against the DNS infrastructure and maintain high availability.

For external DNS services, each DNS server should have only one of the following roles – Master and Secondary. No server should be run under a mixed role.

For internal DNS services, each DNS server should have only one of the following roles – Master, Secondary, and Caching. No server should be run under a mixed role. 

Operating System Configuration

The operating system hosting the DNS service should be hardened according to the relevant standards. The system should not host any services other than DNS and all other unnecessary services should be turned off on the system.

· BIND version 9 or above should be used for setting up DNS services.

· The BIND package’s md5 sum should be manually verified with the package provider before installing the package.

· The BIND service should be run as a non-root user, that is, configured to switch to a non-root user after startup. 

· The non-root user created to run the BIND service should have a null shell assigned to its profile.

The BIND service should be installed in a chroot/jail environment. 

· For RedHat Linux systems, 

· Verify the following RPM’s are installed.

· bind

· bind-chroot

· bind-libs

· bind-utils

A syslog socket needs to be created, add “-a /var/named/chroot/dev/log” to SYSLOGD_OPTIONS in /etc/sysconfig/syslog. If a local log file is to be used, create a var/log directory in /var/named/chroot.

Verify /etc/sysconfig/named contains “ROOTDIR=/var/named/chroot”

If the daemon is started, verify the named process is started with the argument “-t /var/named/chroot” with “ps ax | grep named”
The user that runs the BIND service, say ‘named’, should not have any write permissions on any of the BIND configuration files or directories containing the BIND configuration files. Write access to all these files and directories should be restricted to authorized DNS administrators only.

Only the ‘named’ user and authorized DNS administrators should have read access to the DNS configuration files and directories.

All of the directories within the BIND chroot should have read-only access except the following:

· var/run - May be used for pid file

· var/log - May contain local log files

· data - May be used for dump files.

· ddns - If used for Dynamic DNS updates

· slave - For receiving slave zones.
BIND Configuration

The BIND version string should be obscured or hidden from DNS queries.  To prevent the version information disclosure, set the version string under options in the namd.conf file as shown below.

· options {

· version “Not Available”;

· }

Recursive querying should be disallowed on external DNS servers. On internal servers, restricted recursive querying can be allowed to come from a limited set of IP addresses for troubleshooting and only for corporate internal domains. 
Caching name servers may be used for general name querying by internal hosts with recursive queries allowed.

The internal DNS servers that allow recursive queries should restrict such that queries are accepted only from corporate internal networks only. Partner or vendor networks connected to the corporate network should not be allowed to make recursive queries.

Zone transfers should be restricted on the Master DNS server by impleneting an ACL such that only authorized slave DNS servers can request zone transfers.

In addition to restricting zone transfers through BIND ACLs, firewalls around the Master name server should be configured to allow zone transfer requests (from TCP port 53 to TCP port 53) only from authorized slave name server IP addresses. Similar, restrictions should be placed on the firewalls around the slave name servers to restrict TCP port 53 communication to originate only from the authorized Master Name server IP address.

Dynamic DNS updates should be restricted to authorized DHCP/Directory servers only by implementing appropriate IP or IT Security based ACLs on the internal name servers.

Blackholing should be configured on the internet caching name servers to prevent the name server from accepting traffic with a source IP address of a private or otherwise invalid or unexpected network. All name servers should blackhole queries that return a loopback address as a hostname’s IP address.

Security updates and patches should be tested and implemented on a routine basis within a pre-defined time period depending on the criticality of the security patch.

Logging should be enabled on the DNS BIND service to two channels – a syslog channel and a local logfile channel. The syslog on the system should be configured to log to a central syslog server. 

Configure the default and general categories to log to the local syslog.

· logging {

· channel local_syslog {

· syslog daemon;

· severity info;

· };

· category default { local_syslog; };

· category general { local_syslog; };

· };

Configure a channel for a local security log file with the categories config, dnssec, network, security, updates, xfer-in and xfer-out. The local log file will be within the chroot directory. 

logging {

channel local_security_log {

file "/var/run/named/secure.log" versions 10 size 20m;

severity debug;

print-time yes;

};

// Config file processing

category config { local_security_log; };

// Processing signed responses

category dnssec { local_security_log; };

// Network Operations

category network { local_security_log; };

// Approved or unapproved requests

category security { local_security_log; };

// dynamic updates

category update { local_security_log; };

// transfers to the name server

category xfer-in { local_security_log; };

// transfers from the name server

category xfer-out { local_security_log; };

// Optional debug log file, may be enabled dynamically.

channel local_debug_log {

file "/var/run/named/debug.log";

severity dynamic;

print-time yes;

};

category default { local_debug_log; };

category general { local_debug_log; };

};
