Location Review Considerations

This is a method of gaining access to an organization or its assets through weaknesses in its location and protection from outside elements.

Expected Results: 

1) Map of physical locations of assets

2) List of physical location access points

3) List of vulnerable access points in location

4) List of external 3rd parties accessing locations

Tasks to perform for a thorough Location review:

1) Enumerate visible areas into the organization (line of sight)

2) Enumerate audible areas into the organization (laser or electronic ear)

3) Test location areas for vulnerabilities and weaknesses to supply delivery

4) List supply delivery persons and organizations

5) List cleaning staff and organizations

6) List hours and days in delivery cycles

7) List hours and days in visitor cycles
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