Corporate Physical Security Policy

Purpose 

This policy outlines the physical security requirements for Corporate office buildings, data processing facilities and secure work areas.

Scope 

This policy applies to any person, company, all Corporate employees, including temporary and contractors who use or access Corporate buildings or secure work areas.

Policy

Access to Corporate physical sites must be secured and monitored. 
Standard

Access to every office, computer room, and work area containing sensitive information must be physically restricted to limit access to those with a need to know.

All workers with separate personal offices must lock the doors when these offices are not in use.

Whenever in A Datacenter or Corporate location secure buildings or facilities, all persons must wear an identification badge on their outer garments so that both the picture and information on the badge are clearly visible.

Workers who have forgotten their identification badge must obtain a one-day temporary badge by providing a driver's license or another piece of picture identification.

Each person must present his or her badge to the badge reader before entering every controlled door within Corporate premises.

Workers must not permit unknown or unauthorized persons to pass through doors, gates, and other entrances to restricted areas at the same time when authorized persons go through these entrances.

When a worker terminates a working relationship with Corporate, all physical security access codes known by or available to the worker must be deactivated or changed.

All visitors to Corporate must show picture identification and sign a log prior to gaining access to restricted areas

Visitors to Corporate offices including, but not limited to, customers, former employees, worker family members, equipment repair contractors, package delivery company staff, and police officers, must be escorted at all times by an authorized worker.

Individuals who are neither Corporate employees, nor authorized contractors, nor authorized consultants, must be supervised whenever they are in restricted areas containing sensitive information.

Individuals without a proper Corporate identification badge in a clearly visible place must be immediately questioned about their badge and if they cannot promptly produce a valid badge, they must be escorted to the receptionist / security desk.

Whenever a worker notices an unescorted visitor inside Corporate restricted areas, the visitor must be questioned about the purpose for being in restricted areas, then be accompanied to a reception desk, a guard station, or the person they came to see.

Magnetic tape, disk, and documentation libraries must be restricted to workers whose job responsibilities require their presence in these areas.

Outside of regular working hours, all workers must clean their desks and working areas such that all sensitive or valuable data is properly secured.

Unless information is in active use by authorized personnel, desks must be absolutely clear and clean during non-working hours with all information locked away.

When not being used by authorized workers, or when not clearly visible in an area where authorized persons are working, all hardcopy sensitive information and all computer media containing sensitive information must be locked in file cabinets, desks, safes, or other furniture.

All workers who handle A Datacenter or Corporate location secret, confidential, or private information must adequately conceal this information from unauthorized disclosure to nearby non-authorized parties.

All office workers must be provided with locking file cabinets where all sensitive material will be secured when workers are away from their desk, and a copy of the file cabinets' keys must be given to their department manager.

Guidelines

Responsibilities 

It is the responsibility of all users accessing the Corporate resources to follow the provisions of this policy.

Managers are responsible for implementing and communicating this policy within his/her area of responsibility, and to review with the remote user any unauthorized access which are prohibited by this policy. 

Compliance

Unauthorized or unsecured access to Corporate may result in contract termination, employee disciplinary action up to termination and immediate revocation of access rights to the network resources.

Corporate may monitor access.

