Cordless Communications Testing

This is a method of testing cordless communications communication devices which may exceed the physical and monitored boundaries of an organization. This includes testing for interference between similar or differing wireless communication types within the organization and with neighboring organizations.

Evaluate Business Needs, Practices, and Policies:

1) Verify that the organization has an adequate security policy that addresses the use of cordless communication technology.

Evaluate Hardware, Firmware, and Configuration:

1) Perform an inventory of all cordless communication devices.

Evaluate Access Control, Perimeter Security, and Ability to Intercept or Interfere with

Communication:

1) Verify the distance in which the cordless communication extends beyond the physical boundaries of the organization.

