Configuring PGP for VeriSign OnSite

Pre-PGPadmin Setup

1. Create a Corporate Signing Key (CSK). Use the RSA format, not Diffie-Hellman, for this key.

2. Using a web browser, go to your VeriSign OnSite admin page and find your X.509 Root CA. View the X.509 Root CA and copy the PEM-encoded text and then paste that into PGPkeys. Your X.509 Root CA should now appear in PGPkeys.

3. You may also need to configure VeriSign OnSite to only accept certificates that have specific attributes. Each company or organization has to decide on their own how their X.509 certificates are configured. The attributes required in an X.509 certificate does affect PGP, so please be familiar with these requirements before proceeding.

4. Using your CSK, sign the X.509 Root CA with a Trusted Introducer signature.

5. Set your CA options.

· In PGPkeys, go to Options -> CA

· Set the URL to: http://onsite-admin.verisign.com/cgi-bin/crs.exe

· Set the CRL to: http://onsite-admin.verisign.com/cgi-bin/crs.exe

· (Yes, they are identical.)

· Set the pop-up to: VeriSign OnSite

· Use "Select Certificate" to set your X.509 Root CA that you got from VeriSign

6. Using a web browser, go to your VeriSign OnSite admin page and generate a Certificate Revocation List (CRL).

7. In PGPkeys, select the X.509 Root CA and then choose Update Revocations from the Server menu.

8. In PGPkeys, expand the X.509 Root CA by clicking on the plus symbol at the left. Do this again on the second level so that you can see the certificate (it is the third item in the hierarchy when the X.509 Root CA is fully expanded). Right-click on the certificate and choose Certificate Properties. If the CRL update (Update Revocations) was successful you should see dates in the Last CRL and Next CRL fields. If it was not successful then these fields will read "N/A."

Run PGPadmin

1. The following steps are only those that pertain to setting up the PGP client to work with VeriSign OnSite. Depending on your company's security policies you may need to make other settings (such as ADKs, password enforcement, etc.).

2. In the Corporate Signing Key panel, enable "Automatically Sign Corporate Signing Key" and also enable "Designate Corporate Key as a Meta-Introducer."

3. In the Corporate Signing Key Selection panel, choose the CSK that you created in Step 1 of the Pre-PGPadmin Setup section.

4. In the X.509 Certificate Settings panel, enable "Key Generation Performs Certificate Request" and also enable "Automatically update Certificate Revocation Lists."

5. In the same panel, set Default Certificate Type to "VeriSign OnSite." This will cause the Certificate Attributes dialog to appear. It is in this dialog that you can pre-configure the standard attributes that each user will need when requesting a certificate. These attributes should match the attributes that you set at the VeriSign OnSite admin page (see Step 3 in the "Pre-PGPadmin Setup" section).

6. In the Key Generation panel, enable "Allow RSA Key Generation."

7. In the Default Keys Selection panel, choose your CSK, X.509 Root CA, and any other corporate keys that should be on your users' default keyring.

8. In the Server Updates panel, enable both checkboxes. Select an interval (in days) that is appropriate for your organization. 

9. IMPORTANT: You must have one of these options enabled to perform automatic updating of CRLs.

10. In the User Options panel, enable “Copy client options to installer.”

11. Finally, create your Configured Installer and distribute it to your users.

Post-PGPadmin Process – User Installation

1. The user or an admin installs the Configured Installer on the user’s machine.

2. The user launches PGPkeys for the first time and is prompted to generate a new keypair.

3. The user needs to specify a name and email address for the key. This information will become the key’s User ID. PGPkeys uses the User ID to form the Certificate Request. Automatically, the name of the User ID becomes the “Full Name” attribute and the email address becomes the “Email” attribute.

4. During key generation the user may be presented with the Certificate Attributes dialog. If the admin has correctly configured the installer then the user simply needs to click OK and proceed with key generation. If the admin has not previously configured the Certificate Attributes then the user will need to be supplied with the appropriate information specific to their organization.

5. During key generation PGPkeys will communicate with the VeriSign OnSite server and a Certificate Request will be made automatically.

6. Using a web browser, the admin will need to go to the VeriSign OnSite server on a regular basis to check for new Certificate Requests. If the Certificate Request is correct (most mistakes will come from users not entering the name and email address correctly) then the admin can approve the request.

7. Most VeriSign OnSite servers are configured so that an email is sent to the user notifying them that their certificate is ready for retrieval. Assuming you have this feature setup, you should edit your default message such that the user is told to perform the following step.

8. Once the user receives the email notification they should launch PGPkeys, select the keypair that they just generated, and choose Retrieve Certificate from the Server menu. Once the certificate has been retrieved it will appear on the user’s keypair (you have to expand the keypair to see it).

PGPnet Setup

1. Launch PGPnet and choose View from the Options menu.

2. Click the Authentication tab.

3. Click the Select Certificate button and choose the certificate that was just retrieved from the VeriSign OnSite server.

4. Edit PGPnet’s Host list as appropriate for your organization.

5. PGPnet is now ready to communicate with other IPsec devices. These other devices should also have received X.509 certificates from the same VeriSign OnSite server using the same X.509 Root CA.

