CheckPoint 2000 Firewall Installation

The following information in this document is detailed toward the installation of CP2000 on the Ultra 10’s.

· ssh to firewall (either gwa or gwb)

· insert checkpoint cd

· Type cd /etc/rc2.d
· Type ./notused.S92volmgt start
· Type mount
· Type cd /cdrom/cp2000_strong
· Type ./InstallU
CP 2000 Installation

· Secure Virtual Network, select N

· Product Menu select 1 then select N
· Setup Type select 2 (distributed installation) then select n
· Distributed Installation select 1 (Management Server / Enforcement Point Software) then, select n
· Install Backward compatibility, select n (no)

· Confirmation select n (next to install)

· Install Firewall-1 ver 4.1

Wait

· Please read license agreement, press Enter to continue

· Type q, Do you accept all the … agreement (y/n) type y
· Choosing Installation, select 2 VPN-1 & Firewall-1 Distributed Installation

· Which Module would you like to install? Select 2
· Which Module would like to install? Select 2 (unlimited hosts)

· Would you like to install High Availability product? Select n
· Do you wish to start VPN-1 … from /etc/rc3.d (y/n) select y
· Configuring Licenses, do you want to add? Select n
· Configuring Masters, do you want to add Management Stations? Select y
· Enter MS's ip adddress, 10.1.1.1
· Hit CTRL-d when finished

· Is this correct, select Y
· Enter Secret Key, type abc123
· Again abc123
· Configure SMTP Server, would you like to modify the above configuration? N
· Configuring snmp extension, would you like to activate VPN-1 & Firewall-1 SNMP daemon? Select y
· Configuring groups, press RETURN for no group permissions, press return
· No group permissions will granted, is this ok select Y
· Do you wish to disable IP-forwarding at boot time? Select y
· Configuring default filter, do you wish to modify your /etc/rcS.d .... during boot?   Select y
· Which default filter do you wish to use? Select 1
· Do you want to reboot? Select n
Copies the following lines, and write them down:

1. Add the line: setenv FWDIR /opt/CPfw1-41 to .cshrc 

or 
FWDIR=/opt/CPfw1-41; export FWDIR to .profile

2. add  $FWDIR/bin to path

· Press enter to exit

· Type cd /
· Type eject cdrom
· Type vi .profile
· Add the following line below export EDITOR=/usr/ucb/vi 

export FWDIR=/opt/CPfw1-41

· Add :$FWDIR/bin to the end of export PATH=$PATH:/usr/sbin:/usr/local/bin:/usr/ccs/bin    example  export PATH=$PATH:/usr/sbin:/usr/local/bin:/usr/ccs/bin:$FWDIR/bin

· Type :wq!

· Type . ./.profile

· Type fw putlic 0x80f0b766 never aKAA6sE9z-zKNCdttxD-wM2E9fjE9-cU39HkoWb cpvp-vee-u-3des-module-v41 CK-60EF5CD2A389
Reboot

Log in to gateway

Type the following

fw putlic 0x80f0e140 never aiHf5Xwji-8W5wEQae7-wDKJQ72Kh-scN55f7dm cpvp-vee-u-3des-mgmt-v41 CK-60EF5CD2A389

*After the firewall has been rebooted the following must be completed

· ssh to the firewall (either gwa or gwb)

· Type fw putkey gateway abc123

· ssh to gateway

· Type fw putkey firewall abc123

