
IdentityMinder Field Notes
The purpose of this document is to validate the design of IdentityMinder in meeting Corporate’s business requirements around user management based on the IFS Internet Security RFP.  The scope of the business requirements as outlined in the RFP are as follows:

· Customer registration and management

· User registration and management 

· Product registration and management

· Authentication token registration and management

· Authentication and Access Control, including coarse grain permissions management to business products.  

· Product Provisioning

· Reporting

IdentityMinder Web Edition will be used to manage user, customer and EOI information stored in  eTrust Directory.  Objects within the directory are managed using an IdentityMinder Environment (IME).  This is a view of a management namespace that allows IdentityMinder administrators to manage objects, such as users, groups, and organizations, with a set of associated roles and tasks.  The IdentityMinder environment controls the management and graphical presentation of a directory.

IdentityMinder Environments

An IdentityMinder environment contains the following elements:

· IdentityMinder directory – Describes a user store to IdentityMinder

· Task and role definitions –  Determine the user privileges within IdentityMinder by defining the administrative roles and tasks that facilitate delegated management and self service where a user can manage certain attributes within their user profile and/or reset their passwords associated with the registered user credential.  Access role and task definitions allow you to define application specific entitlements that can be enforced using SiteMinder.    

· Workflow definitions – These include the workflow and notification tasks associated with user management.  Workflow definitions allow you to implement business processes.  

· Skins – These define the look and feel of the IdentityMinder user interface. 

· Custom features – These define extensions to IdentityMinder in order to suit requirements specific to each deployment scenario.  

Authentication to both IME’s will be based on user credentials that are stored in the credential users branch.  This eliminates the need to duplicate user credentials into another portion of the directory.  Furthermore using this method will also allow you to dynamically assign roles that grant access to management tasks in the Identity IME by assigning users to groups or populating attributes on their user profile within the credentialed users tree.  
All user entitlements can be granted using the business realm IME via group assignment or attribute manipulation, limiting the exposed tasks in the Identity IME strictly to managing objects as related to user EOI, customers and products.  This will also facilitate single sign on between both IME’s. 

Salient Features of the Customer Hierarchy

There is a requirement to support an n-tier Customer Hierarchy, which captures the relationships between the following components: 

· Relationship Manager Controlling Post ID

· Customer Group

· Subgroup

· Business Customer

· Registered Products

· Registered Users

The key features of the customer hierarchy and the associated products and users are described below:

· Customer Groups are under the control of a Relationship Manager who has a Controlling Post ID attached to them

· Customer Groups, Subgroups and Business Customers can be created to support a customer hierarchy structure. 

· A Customer Group can have one or many Subgroups below it.

· Each Customer Group/Subgroup structure must have one or more Business Customers below it.

· The Customer Group/Subgroup structure will have a number of products 
assigned (and any associated permissions) at the Business Customer level. 

· Products (and any associated coarse grain permissions) will be assigned to registered users associated to a Business Customer. Fine Grain permissions are to be recorded and managed at the product level. 

· Users will be assigned authentication/access method(s) to authenticate themselves and gain access to product(s).

1.1.1 Customer Group, Subgroup & Business Customer Registration 

· Assign a Relationship Manager Controlling Post ID to a Customer Group (each Relationship Manager Controlling Post ID contains a set of Customer Groups managed by a Relationship Manager).

· A Customer Group, Subgroup and Business Customer can be created to form a customer hierarchy structure.

· Customer Group, Subgroup and Business Customer details can be edited, validated against field format and stored.   

· A Customer Group can have one or many Subgroups below it.
· Each Customer Group/Subgroup structure must have one or more Business Customers below it.
· A Business Customer will be created with a ‘suspended’ status.  After an ‘Evidence of Identity’ check is recorded, the Business Customer’s status will be active.  

· Record an ‘Evidence of Identity’ check has been performed for the Business Customer and log details of the check (eg. time and date stamp, who completed the check). 

· Record a country code and a unique company identifier (eg. ABN for Australian companies) for a Business Customer.

1.1.2 Associating/Disassociating Business Customer to Customer Group & Subgroup 

· A Business Customer can be associated to multiple Customer Groups and Subgroups.  That is, the same Business Customer can exist under multiple Subgroups within the same Customer Group or across many Customer Groups (refer Figure 42).
· A Business Customer cannot be associated to a Customer Group or Subgroup that has a ‘suspended’ status.
· A Business Customer can be disassociated from a particular Customer Group and Subgroup that it has been previously associated to (refer Figure 42).

· All users associated to a Business Customer must be deleted before the Business Customer can be disassociated from a particular Customer Group and Subgroup.


Figure 42: A Business Customer associated to multiple Customer Groups and Subgroups

· Each occurrence of a Business Customer can be uniquely identified when the Business Customer exists under multiple Subgroups within the same Customer Group or across many Customer Groups (refer Figure 43).



Figure 43: Identify a unique instance of a Business Customer 

1.1.3 Maintain Customer Group, Subgroup and Business Customer 

· Customer Groups, Subgroups and Business Customers can be suspended, reinstated and deleted.

· Record reason codes when suspending, reinstating and deleting Customer Groups, Subgroups and Business Customers.

· Record log details when suspending, reinstating and deleting Customer Groups, Subgroups and Business Customers (eg. time and date stamp, who performed the action).

· Customer Groups may be transferred to the control of an alternate Relationship Manager Controlling Post ID. 

· A Relationship Manager Controlling Post ID can only be deleted if there are no Customer Groups associated to it.

· All users, Subgroups and Business Customers associated to a Customer Group must be deleted before the Customer Group can be deleted.

· All users and Business Customers associated to a Subgroup must be deleted before the Subgroup can be deleted.

· All users associated to a Business Customer must be deleted before the Business Customer can be deleted.

· Customer Groups, Subgroups and Business Customers registration details can be edited and viewed.

1.1.4 Transfer Business Customer and Subgroup 

· A Business Customer and the associated users and products can be transferred to an alternate Subgroup within the same Customer Group.  

· A Business Customer and the associated users and products can be transferred to an alternate Subgroup in a different Customer Group.

· A Subgroup and the associated Business Customers, users and products can be transferred to an alternate Customer Group.

1.2 User Registration and Management

1.2.1 Create User

· Users can be created under a Business Customer (refer Figure 44). 

· User details can be edited, validated against the required field format and stored.

· Record and view three challenge questions and responses to verify the user’s identity.

· A user will be created with a ‘suspended’ status.  After an ‘Evidence of Identity’ check is recorded, the user's status will be active.

· Record ‘Evidence of Identity’ check has been performed for the user and log details of the check (eg. time and date stamp, who completed the check).


Figure 44: User created under Business Customer (A & C) 

1.2.2 Associating/Disassociating User to Business Customer 

· A user can be associated to multiple Business Customers within multiple Customer Groups and Subgroups (refer Figure 45).  
· A user is issued with a unique User ID for each Customer Group that they are associated to.  
· Each User ID will enable the user to access all (or selected) Business Customers that the user is associated to under a Customer Group. That is, Single Sign On is supported at the Customer Group level.

· A user with a ‘suspended’ status cannot be associated to a Business Customer.

· A user cannot be associated to a Business Customer with a ‘suspended’ status.

· A user can be disassociated from a particular Customer Group and Subgroup that it has been previously associated to

Figure 45: User is associated to multiple Business Customers under multiple Customer Groups and Subgroups 

1.2.3 Maintain User 

· Users can be suspended, reinstated and deleted. 

· Provide reason codes when suspending, reinstating and deleting users.

· Record log detail when suspending, reinstating and deleting users (eg. time and date stamp, who performed the action).

· Users registration details can be edited and viewed.


Business Customer A 





Business Customer A





Customer Group 1 





Customer Group 2





Customer Group 3





Subgroup 





Subgroup 





Subgroup 





Business Customer A 





Business Customer A 





Business Customer C





Business Customer E





Business Customer G





Business Customer D





Business Customer F





Business Customer H





X Represents an association or a 


disassociation action 





X





X





X





X





X





X





X





X





X





Unique Identifier





Customer Group 1





Subgroup 1





Subgroup 2





Business Customer A 





Business Customer B





Business Customer D 





Business Customer C





Business Customer B





Each instance of the Business Customer is uniquely identified





Business Customer F





Unique Identifier





Unique Identifier





Unique Identifier





Unique Identifier





Unique Identifier





Unique Identifier





Unique Identifier





Unique Identifier





Customer Group 1





Subgroup





Business Customer A 





Business Customer B





Business Customer C





User





User details can be edited and validated against the required field format. User EOI check will be recorded.
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