
Steps for a Linux VM
1. Log on the VM using an account that is enabled for sudo and sudo su - to root.

2. Run the hostname command as an additional verification that you're logged on the correct VM.

3. Run the cd /opt command to navigate to the /opt directory so that downloads will go in there.

4. Download Linux software, currently 6.4.3: 
5. Setup for the Splunk Universal Forwarder install.

1. Create a splunk user.

1. useradd splunk
2. Create a splunkforwarder directory under /opt.

1. mkdir /opt/splunkforwarder 
3. Set permissions on Splunk .tgz file
1. chmod 777 /opt/splunkforwarder-6.4.3-b03109c2bad4-Linux-x86_64.tgz
4. Un-tar the Splunk binary into /opt
1. cd /opt
2. gunzip splunkforwarder-6.4.3-b03109c2bad4-Linux-x86_64.tgz
3. tar -xvf splunkforwarder-6.4.3-b03109c2bad4-Linux-x86_64.tar
5. Change owner of /opt/splunkforwarder to the splunk user.
1. chown -R splunk:splunk /opt/splunkforwarder
6.  Change to splunk user.

1. su - splunk
6. Install splunk and accept the license agreement.

1. cd /opt/splunkforwarder/bin
2. ./splunk start --accept-license
7. Enable boot start of the splunk agent.

1. Change to root user.

1. su - root
2. Enable boot start.

1. cd /opt/splunkforwarder/bin
2. ./splunk enable boot-start -user splunk
8. Set the deployment server.

1. Change back to spunk user.

1. su - splunk
2. Choose the deployment server IP from the below list to match the location of the VM where you are installing the Splunk agent.

1. /opt/splunkforwarder/bin/splunk set deploy-poll <DEPLOYMENT SERVER IP>:8089
Woking Deployment Server IP:  xxx.xxx.xxx.xxx
Red Hill Deployment Server IP: xxx.xxx.xxx.xxx
2. Splunk username: admin
Password: changeme
9. Restart Splunk.

1. /opt/splunkforwarder/bin/splunk stop
2. /opt/splunkforwarder/bin/splunk start
10. The Splunk installation is complete and the downloaded .tgz file can be deleted
getfacl /var/log/messages

Give Splunk user access to files if bneeded:  (not all files may be present)

sudo setfacl -m g:splunk:rx /var/log/messages*

sudo setfacl -m g:splunk:rx /var/log/sudo.log*

sudo setfacl -m g:splunk:rx /var/log/audit/audit.log*

sudo setfacl -m g:splunk:rx /var/log/audit.log*

sudo setfacl -m g:splunk:rx /var/log/secure*

(create new file) vi /etc/logrotate.d/splunk_acls
{

   postrotate

       /usr/bin/setfacl -m g:splunk:rx /var/log/cron

       /usr/bin/setfacl -m g:splunk:rx /var/log/maillog

       /usr/bin/setfacl -m g:splunk:rx /var/log/messages

       /usr/bin/setfacl -m g:splunk:rx /var/log/secure

       /usr/bin/setfacl -m g:splunk:rx /var/log/spooler

   endscript

}


