



Sample SIM Metrics from NIST Special Publication 800-55

	Metric
	SLA
	Measurement tools

	Percentage of systems that have had formal risk assessments performed.
	Critical systems semi-annually or when major change occurs
	*  Asset inventory
*  Periodic tracking system
*  Report management system

	Percentage of systems that have had risk levels reviewed by management
	95% within 1 month of completion
	* Report management
* Workflow

	Percentage of total systems for which security controls have been tested and evaluated in past year
	
	

	Average time elapsed between vulnerability or weakness discovery and implementation of corrective action
	* Critical systems & high risk:  8 hours
* Etc….
	*  Helpdesk
*  AV

	Percentage of systems that have the cost of their security controls integrated in the life cycle of the system
	
	

	Percentage of systems recertified if security controls are added or modified after the system was developed
	
	*  Asset management

	Percentage of systems operating under an Interim Authority to Operate
	
	*  Asset management

	Percentage of systems with approved security plans
	
	*  Asset management
*  Reporting

	Percentage of systems compliant with separation of duties requirement.
	
	*  Asset management
*  Reporting 
*  Access control

	Percentage of information systems libraries that log deposits and withdraws of tapes
	
	

	Percentage of laptops with encryption for sensitive files
	
	*  Asset management

	Percentage of security-related user issues resolved immediately following a helpdesk call
	
	*  Helpdesk

	Percentage of used media sanitized before reuse or disposal
	
	

	Percentage of critical data files and operations with an established backup frequency
	
	

	Percentage of systems with a contingency plan
	
	

	Percentage of contingency plans tested
	
	

	Percentage of systems that impose restrictions on system maintenance personnel
	
	

	Percentage of software changes documented and approved through change request forms
	
	*  Helpdesk
*  Version control

	Percentage of systems with latest approved patches installed
	
	*  Software delivery

	Percentage of systems with current virus signatures &  software
	
	*  AV
*  Asset management

	Percentage of systems that perform password policy verification
	
	

	Percentage of in-house systems with docs
	
	

	Percentage of systems with documented risk assessment reports
	
	

	Percentage of security employees who've been trained
	100 % within 6 weeks
	

	Percentage of agency components with incidence handling and response capability
	
	

	Number of incidents reported to FedCIRC, NIPC, law enforcement
	
	*  Helpdesk

	Percentage of systems where vendor-supplied passwords have been changed
	
	

	Percentage of unique user IDs
	
	

	Percentage of users with access to security software who are not security administrators
	
	

	Percentage of systems running insecure protocols
	
	

	Percentage of websites with a posted privacy policy
	
	*  Checklist

	Percentage of systems with audit trails
	
	*  Asset management

*  Audit



