The “Real” Threats
Despite recent media attention, penetration of your network by a highly skilled hacker is an unlikely threat. In fact, protecting your environment from cover to cover may be a waste of the security budget. The real threat is often from within. Extreme protective measures are usually only warranted for highly sensitive information and assets. Also, the more extreme the measures, the greater the costs associated with the “natural weaknesses.”

The real threat to information assets is non-malicious damage resulting from human error, denial of service, and inappropriate disclosure. These compromises often inflict more damage than a Hollywood-style hack. The vast majority of overt policy violations, and their resulting damage, typically come from “borderline” hackers who only consider intentionally violating policy because they are tempted by unsecured assets, or complacent monitoring and enforcement.

If the security policy (and enforcement) projects the image that you do not value your assets, it will attract petty thieves and casual curiosity seekers. These non-malicious breaches may become more severe if the perpetrators are used to averting policy and getting away with it. More likely, intentional violations will assume the form of exploiting weaknesses in existing policies and procedures, rather than any elegant technology attack. Retail stores lose more cash from petty theft and cashiers pocketing unrung sales than from someone cracking the vault.

HOW DO YOU WIN?

Remember that there is no perfect mousetrap, and you can never be finished with security procedures and policies.

1. Plan for the natural weaknesses of security policy. 

2. Educate users in policy, enforcement, and the value of assets.

3. Perform regular health checks on the enforcement operations.

4. Make corrections when needed.

· Final Outcome

· Customers demand refunds and/or go to competition

· Proprietary information was compromised

· Building and property were damaged

· Business was lost due to fire and cleanup

· Company was fined by Fire Commissioner

