Z/OS Security Reporting Tool Functional Requirements
General Description

Security Reporting tool for z/OS.  Software tool can be used to provide event detection, analysis and reporting.

Package Features

Below is a table of requirements that the vendor must respond to in the following manner.  For each requirement line-item, check the box following each requirement that denotes whether the software package solution currently fulfills the requirement, is under development and will be met in a future enhancement, can be met with a custom enhancement, or the requirement cannot be met.

In addition to checking the appropriate box, the vendor is invited to provide clarifying comments or qualifying comments in the Vendor Comments field for each set of requirements.  The Vendor Comments box must be used to indicate where the software package solution only partially fulfills the requirement with an explanation of what is met and what is not met.  Identify each comment with the requirement line number to which it refers.

	Security Reporting Tool
	Currently Fulfills
	Future Enhancement
	Custom Enhancement
	Cannot 
be met

	Package Features

	Provides ability to collect and analyze SMF and RACF data
	
	
	
	

	Vendor Comments:

	Allows three input sources to be used for reporting: live SMF log files, extract log files or dumped log files
	
	
	
	

	Vendor Comments:



	Provides an optimized extract database, and lets the user define the exact database criteria
	 
	
	
	

	Vendor Comments:



	Can automatically generate and submit batch JCL for extracts
	
	
	
	

	Vendor Comments:



	Can accumulate and report on selected security events, including but not limited to RACF command activity, job/logon violations, and resource access violations
	
	
	
	

	Vendor Comments:



	Can observe selected activity, including but not limited to resource access activity, user activity, violation activity, TCP/IP activity (file transfers only), RACF command activity, activity against non-VSAM and VSAM datasets, and activity against libraries defined in the Authorized Program Facility (APF) list.
	
	
	
	

	Vendor Comments:

	Supports exception filtering (threshold limits) to limit the violations, logs or warnings reported to those defined as critical
	
	
	
	

	Vendor Comments:

	Allows reporting against numerous SMF record types.  (Note: The vendor should list all of the SMF record types that are supported.)
	
	
	
	

	Vendor Comments:



	Can recreate all or only certain RACF commands based on SMF data
	
	
	
	

	Vendor Comments:



	Provides pre-defined online and batch reports.  (Note: The vendor should list at least the “top ten” reports that are available.)
	
	
	
	

	Vendor Comments:



	Allows creation of custom "ad hoc" reports from all possible data fields, without programming
	
	
	
	

	Vendor Comments:



	Provides summary and detail levels of information, with multi-level sorting and drill-down capabilities
	
	
	
	

	Vendor Comments:



	Provides extensive masking and selection criteria for reporting
	
	
	
	

	Vendor Comments:



	Allows filtering and formatting of all available

reports
	
	
	
	

	Vendor Comments:



	Can produce reports with no headings and print control, as an option
	
	
	
	

	Vendor Comments:



	Can automatically send real-time RACF violation notices to resource owners via email
	
	
	
	

	Vendor Comments:



	Can send violation notices, and online and batch reports through any email system
	
	
	
	

	Vendor Comments:



	Can output reports in PDF format for email distribution.
	
	
	
	

	Vendor Comments:




