Windows 2008 Server Security Standard
Position Statement
This standard requires that all Windows 2008 Servers adhere to a minimum configuration requirement.  This standard applies equally to Local Security Policies and to Group Policies with the Group Policy to override the Local Security Policy.  Windows 2008 Servers, if improperly configured can increase the security risk.  IT management is responsible for ensuring that all Windows 2008 Servers configurations adhere to this standard.

a. Service Packs, Critical and Security Hotfixes

i. All Service Packs as well as Critical and Security Hotfixes released for both the Operating System and the application level must be installed.  When ever possible, Service Packs and Hotfixes should be used in a test environment before being used in production.

b. Auditing and Account Policies Requirements (minimums) must be set as follows:

ii. Audit Policy (minimums)

1. Audit Account Logon Events: Success and Failure.

2. Audit Account Management: Success and Failure.

3. Audit Directory Service Access: Not Defined.

4. Audit Logon Events: Success and Failure.

5. Audit Object Access: Failure (minimum).

6. Audit Policy Change: Success and Failure.

7. Audit Privilege Use: Failure (minimum).

8. Audit Process Tracking: Optional.

9. Audit System Events: Success and Failure.

iii. Account Policy

1. Minimum Password age or retention time period is specified in the IT Security Standard “Access Control”.

2. Maximum Password age as specified in the IT Security Standard “Access Control”.

3. Minimum Password length as specified in the IT Security Standard “Access Control”.

4. Password Complexity:  Enabled.

5. Password History: Passwords are remembered as specified in the IT Security Standard “Access Control”.

6. Store Passwords using Reversible Encryption as specified in the IT Security Standard “Access Control”.

iv. Account Lockout Policy

1. Account Lockout Duration:  (minimum) as specified in the IT Security Standard “Access Control”. 

2. Account Lockout Threshold: (maximum) as specified in the IT Security Standard “Access Control”.

3. Reset Account Lockout After: (minimum) as specified in the IT Security Standard “Access Control”.
v. Event Log Settings – Application, Security, and System Logs.

1. Application Log

a. Maximum Event Log Size: 80 Mb (minimum).

b. Restrict Guest Access to Logs: Enabled.

c. Log Retention Method: “Overwrite Events As Needed”.

d. Log Retention: Not Defined.

2. Security Log

a. Maximum Event Log Size: 80 Mb (minimum).

b. Restrict Guest Access to Logs: Enabled.

c. Log Retention Method: “Overwrite Events As Needed”.

d. Log Retention: Not Defined.

3. System Log

a. Maximum Event Log Size: 80 Mb (minimum).

b. Restrict Guest Access to Logs: Enabled.

c. Log Retention Method: “Overwrite Events As Needed”.

d. Log Retention: Not Defined.
c. The Security Settings

vi. Major Security Settings

1. Additional Restrictions for Anonymous Connections: “No Access Without Explicit Anonymous Permissions”.  This setting may disable older programs and it will hamper Windows NT 4.0 Domain Controllers from communicating with each other between trust relationships.  Do not disable this setting if working with Windows 4.0 Domain Controller or test this in a lab environment before enabling it.  See section “e.  Problematic Settings”.

vii. Minor Security Settings

1. Security Options

a. Allow Server Operators to Schedule Tasks: Not Applicable.  See section “e.  Problematic Settings”.

b. Disable “Allow System to be Shut Down Without Having to Log On”.

c. Enable Administrators only to “Allowed to Eject Removable NTFS Media”, if other users need this add them to the list of users.

d. Set the “Amount of Idle Time Required Before Disconnecting Session” to 30 Minutes (maximum).

e. Disable “Audit the access of global system objects”.

f. Disable “Audit the use of backup and restore privilege”.  See section “e.  Problematic Settings”.

g. Enable “Automatically Log Off Users When Logon Time Expires” on the domain accounts applied through Group Policy.

h. Enable “Automatically Log Off Users When Logon Time Expires (local)”.

i. Enable “Clear Virtual Memory Pagefile When System Shuts Down”.

j. Do not enable the “Digitally Sign Client Communication (Always)”.

k. Enable the “Digitally Sign Client Communication (When Possible)”.

l. Do not enable the “Digitally Sign Server Communication (Always)”.

m. Enable the “Digitally Sign Server Communication (When Possible)”.

n. Disable the “Disable CTRL+ALT+Delete Requirement for Logon”.

o. Enable the “Do Not Display Last User Name in Logon Screen”.  See section “e.  Problematic Settings”.
p. Enable the LAN Manager Authentication Level: “Send NTLMv2 response only” (minimum).  See section “e.  Problematic Settings”.
q. Message Text for Users Attempting to Log On:  The message should read as specified in the IT Security Standard “Access Control”.

r. Set the “Message Title for Users Attempting to Log On” as “Warning:”. 

s. Set the “Number of Previous Logons to Cache” as “0”.  See section “e.  Problematic Settings”.  Consider the effect on laptops.

t. Disable “Prevent System Maintenance of Computer Account Password”.

u. Enable “Prevent Users from Installing Printer Drivers”.

v. Set the “Prompt User to Change Password Before Expiration” for 14 Days (minimum).

w. Disable “Recovery Console: Allow Automatic Administrative Logon”.

x. Disable “Recovery Console: Allow Floppy Copy and Access to All Drives and All Folders”.

y. Rename Administrator Account: Any value other than ‘Administrator’.

z. Rename Guest Account: Any value other than ‘Guest’.

aa. Restrict CD-ROM Access to Locally Logged-On User Only: Not Defined.

ab. Enable “Restrict Floppy Access to Locally Logged-On User Only”.

ac. Do not enable “Secure Channel: Digitally Encrypt or Sign Secure Channel Data (Always)”.

ad. Enable “Secure Channel: Digitally Encrypt Secure Channel Data (When Possible)”.

ae. Enable “Secure Channel: Digitally Sign Secure Channel Data (When Possible)”.

af. Do not enable “Secure Channel: Require Strong (Windows 2000 or later) Session Key”, if it is a member of a Windows NT 4.0 Domain.  Enabling this setting requires that the domain infrastructure support 128 bit encryption. Windows 2000 or later domains are capable of supporting strong session keys and can have this option Enabled.

ag. Disable the “Send Unencrypted Password to Connect to Third-Party SMB Servers”.

ah. Shut Down system immediately if unable to log security audits: Not Defined.

ai. Smart Card Removal Behavior: “Lock Workstation” (minimum).

aj. Enable the “Strengthen Default Permissions of Global System Objects (e.g. Symbolic Links)”.

ak. Unsigned Driver Installation Behavior: “Warn, but allow installation” (minimum) or “Do Not Allow Installation”.

al. Unsigned Non-Driver Installation Behavior: “Warn, but allow installation” (minimum) or “Do Not Allow Installation”.

viii. Additional Registry Settings – individual security settings

1. Suppress Dr. Watson Crash Dumps: HKLM\Software\Microsoft\DrWatson\CreateCrashDump (REG_DWORD) 0.  See section “e.  Problematic Settings”. 

2. Disable Automatic Execution of the System Debugger: HKLM\Software\Microsoft\Windows NT\CurrentVersion\AEDebug\Auto (REG_DWORD) 0.

3. Disable autoplay from any disk type, regardless of application: HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\NoDriveTypeAutoRun (REG_DWORD) 255.

a. Disable autoplay for current user: HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\NoDriveTypeAutoRun (REG_DWORD) 255.

b. Disable autoplay for new users by default: HKU\.DEFAULT\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\NoDriveTypeAutoRun (REG_DWORD) 255.

4. Disable Automatic Logon: HKLM\ Software\Microsoft\Windows NT\CurrentVersion\Winlogon\AutoAdminLogon (REG_DWORD) 0.

5. Mask any typed passwords with asterisks: HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\Network\HideSharePwds (REG_DWORD) 1.

6. Disable Dial-in access to the server: HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\Network\NoDialIn (REG_DWORD) 1.

7. Disable automatic reboots after a Blue Screen of Death: HKLM\System\CurrentControlSet\Control\CrashControl\AutoReboot (REG_DWORD) 0.

8. Disable CD Autorun: HKLM\System\CurrentControlSet\Services\CDrom\Autorun (REG_DWORD) 0.

9. Remove administrative shares on servers: HKLM\System\CurrentControlSet\Services\LanmanServer\Parameters\AutoShareServer (REG_DWORD) 0.  If this computer uses administrative shares for remote backups, antivirus, or other remote administration activities then Enable this setting, and if unable to enable this setting because of the things it will break, please ask the software vendor to design future versions of the software to avoid this requirement and then do not enable this setting.  See section “e.  Problematic Settings”.

10. Protect against Computer Browser Spoofing Attacks: HKLM\System\CurrentControlSet\Services\MrxSmb\Parameters\RefuseReset (REG_DWORD) 1.

11. Protect against source-routing spoofing: HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\DisableIPSourceRouting (REG_DWORD) 2.

12. Protect the Default Gateway network setting: HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\EnableDeadGWDetect (REG_DWORD) 0.

13. Ensure ICMP Routing via shortest path first: HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\EnableICMPRedirect (REG_DWORD) 0.

14. Help protect against packet fragmentation: HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\EnablePMTUDiscovery (REG_DWORD) 0.

15. Manage Keep-alive times: HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\KeepAliveTime(REG_DWORD) 300000.

16. Protect Against Malicious Name-Release Attacks: HKLM\System\CurrentControlSet\Services\Netbt\Parameters\NoNameReleaseOnDemand (REG_DWORD) 1.

17. Ensure Router Discovery is Disabled: HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\PerformRouterDiscovery (REG_DWORD) 0.

18. Protect against SYN Flood attacks: HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\SynAttackProtect (REG_DWORD) 2.

19. SYN Attack protection – Manage TCP Maximum half-open sockets: HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\TcpMaxHalfOpen (REG_DWORD) 100 or 500.

20. SYN Attack protection – Manage TCP Maximum half-open retired sockets: HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\TcpMaxHalfOpenRetired (REG_DWORD) 80 or 400.

21. Enable IPSec to protect Kerberos RSVP Traffic:  HKLM\System\CurrentControlSet\Services\IPSEC\NoDefaultExempt (REG_DWORD) 1.

d. Additional Security Protection must be set as follows:

ix. Available Services - Permissions on services listed here: 

Administrators: Full Control; System: Read, Start, Stop, and Pause

1. Alerter – Disabled

2. Clipbook – Disabled

3. Computer Browser – Disabled

4. Fax Service – Disabled

5. FTP Publishing Service – Disabled – Warning: This will disable FTP Servers!  Here is a caveat, that by not disabling this FTP Publishing Service, there exists vulnerability, however in some cases depending on the server, such as a FTP site, or other similar settings may need to be enabled for the functionality of the system.

6. IIS Admin Service – Disabled – Warning: This will disable Internet Information Services!  Here is a caveat, that by not disabling this IIS Admin Service, there exists vulnerability, however in some cases depending on the server, such as a web server, or other similar settings may need to be enabled for the functionality of the system.
7. Internet Connection Sharing – Disabled

8. Messenger – Disabled

9. NetMeeting Remote Desktop Sharing – Disabled

10. Remote Registry Service – Disabled

11. Routing and Remote Access – Disabled

12. Simple Mail Transfer Protocol (SMTP) – Disabled – Warning: This will disable certain functions on SMTP/IIS Servers!  Here is a caveat, that by not disabling this Simple Mail Transfer Protocol (SMTP), there exists vulnerability, however in some cases depending on the server, such as mail servers, or other similar settings may need to be enabled for the functionality of the system.

13. Simple Network Management Protocol (SNMP) Service – Disabled

14. Simple Network Management Protocol (SNMP) Trap – Disabled

15. Telnet – Disabled
16. World Wide Web Publishing Services – Disabled – Warning: This will disable Internet Information Services!  Here is a caveat, that by not disabling this World Wide Web Publishing Services, there exists vulnerability, however in some cases depending on the server, such as web servers, or other similar settings may need to be enabled for the functionality of the system.

17. Automatic Updates – Not Defined

18. Background Intelligent Transfer Service – Not Defined
x. User Rights

1. Access this computer from the network: Users, Administrators (or none).  If this server will not serve data to normal users through network shares, remove the Users group.  If there is no need to remotely administer this server through NetBIOS, remove the Administrators group.
2. Act as part of the operating system: None

3. Add workstations to domain: Not applicable

4. Back up files and directories: Administrators

5. Bypass traverse checking: Users

6. Change the system time: Administrators

7. Create a pagefile: Administrators

8. Create a token object: None

9. Create permanent shared objects: None

10. Debug Programs: None

11. Deny access to this computer from the network: Guests

12. Deny logon as a batch job: None by default (others allowable as appropriate)

13. Deny logon as a service: None by default (others allowable as appropriate)

14. Deny logon locally: None by default (others allowable as appropriate)

15. Enable computer and user accounts to be trusted for delegation: None

16. Force shutdown from a remote system: Administrators

17. Generate security audits: None

18. Increase quotas: Administrators

19. Increase scheduling priority: Administrators

20. Load and unload device drivers: Administrators

21. Lock pages in memory: None

22. Log on as a batch job: None (“Not Defined”) Remove all users and groups from this right.

23. Log on as a service: None (“Not Defined”)

24. Log on locally: Administrators (other specific users allowable)

25. Manage auditing and security log: Administrators

26. Modify firmware environment values: Administrators

27. Profile single process: Administrators

28. Profile system performance: Administrators

29. Remove computer from docking station: Administrators

30. Replace a process level token: None

31. Restore files and directories: Administrators

32. Shut down the system: Administrators

33. Synchronize directory service data: None

34. Take ownership of files or other objects: Administrators

xi. Other System Requirements

1. Ensure all disk volumes are using the NTFS file system
xii. File and Registry Permissions – Use the following settings unless a problematic setting occurs (as described in the CIS documentation) where an application is attempting to access an object, and receiving an “Access Denied” error, then change the setting so the permissions allow access to that object.  See section “e.  Problematic Settings”.

1. File Permissions

a. Unless stated otherwise, Administrators or System Full Control is full control for the designated folder and all contents.  Creator Owner Full Control is for subfolders and files only. Users permissions are for current folder, subfolders, and files.

b. %SystemDrive%\ - Administrators: Full; System: Full; Creator Owner: Full; Users: Read and Execute, List

c. %SystemDrive%\autoexec.bat – Administrators: Full; System: Full

d. %SystemDrive%\boot.ini – Administrators: Full; System: Full

e. %SystemDrive%\config.sys - Administrators: Full; System: Full; Users: Read and Execute, List

f. %SystemDrive%\io.sys – Administrators: Full; System: Full; Users: Read and Execute, List

g. %SystemDrive%\msdos.sys – Administrators: Full; System: Full; Users: Read and Execute, List

h. %SystemDrive%\ntbootdd.sys - Administrators: Full; System: Full

i. %SystemDrive%\ntdetect.com – Administrators: Full; System: Full

j. %SystemDrive%\ntldr - Administrators: Full; System: Full

k. %SystemDrive%\Documents and Settings – Administrators: Full; System: Full; Users: Read and Execute, List

l. %SystemDrive%\Documents and Settings\Administrator – Administrators: Full; System: Full

m. %SystemDrive%\Documents and Settings\All Users – Administrators: Full; System: Full; Users: Read and Execute, List

n. %SystemDrive%\Documents and Settings\All Users\Documents \DrWatson – Administrators: Full; System: Full; Creator Owner: Full; Users: Traverse Folder/Execute File, List Folder/Read Data, Read Attributes, Read Extended

o. Attributes, Read Permissions (This folder, subfolders, and files); Users: Traverse Folder/Execute Files, Create Files/Write Data, Create Folder/Append Data (Subfolders and files only)

p. %SystemDrive%\Documents and Settings\Default User – Administrators: Full; System: Full; Users: Read and Execute, List

q. %SystemDrive%\System Volume Information – (Do not allow permissions on this folder to be replaced)

r. %SystemDrive%\Temp - Administrators: Full; System: Full; Creator Owner: Full; Users: Traverse Folders/Execute Files, Create Files/Write Data, Create Folders/Append Data

s. %ProgramFiles% - Administrators: Full; System: Full; Creator Owner: Full; Users: Read and Execute, List

t. %Program Files%\Resource Kit – Administrators: Full; System: Full

u. %SystemRoot% – Administrators: Full; System: Full; Creator Owner: Full; Users: Read and Execute, List

v. %SystemRoot%\$NtServicePackUninstall$ – Administrators: Full; System: Full

w. %SystemRoot%\CSC – Administrators: Full; System: Full

x. %SystemRoot%\Debug - Administrators: Full; System: Full; Creator Owner: Full; Users: Read and Execute, List

y. %SystemRoot%\Debug\UserMode - Administrators: Full; System: Full; Users: Traverse Folder/Execute File, List folder/Read data, Create files/Write data (This folder, only); Create files/Write data, Create folders/Append data (Files only)

z. %SystemRoot%\Offline Web Pages – Everyone: Full

aa. %SystemRoot%\Registration - Administrators: Full; System: Full; Users: Read

ab. %SystemRoot%\repair - Administrators: Full; System: Full

ac. %SystemRoot%\security - Administrators: Full; System: Full; Creator Owner: Full

ad. %SystemRoot%\system32 - Administrators: Full; System: Full; Creator Owner: Full; Users: Read and Execute, List

ae. %SystemRoot%\system32\at.exe – Administrators: Full; System: Full

af. %SystemRoot%\system32\Ntbackup.exe – Administrators: Full; System: Full

ag. %SystemRoot%\system32\rcp.exe – Administrators: Full; System: Full

ah. %SystemRoot%\regedit.exe – Administrators: Full; System: Full

ai. %SystemRoot%\system32\regedt32.exe – Administrators: Full; System: Full

aj. %SystemRoot%\system32\rexec.exe – Administrators: Full; System: Full

ak. %SystemRoot%\system32\rsh.exe – Administrators: Full; System: Full

al. %SystemRoot%\system32\secedit.exe – Administrators: Full; System: Full

am. %SystemRoot%\system32\appmgmt – Administrators: Full; System: Full; Users: Read and Execute, List

an. %SystemRoot%\config – Administrators: Full; System: Full

ao. %SystemRoot%\system32\dllcache – Administrators: Full; System: Full; Creator Owner: Full

ap. %SystemRoot%\system32\DTCLog - Administrators: Full; System: Full; Creator Owner: Full; Users: Read and Execute, List

aq. %SystemRoot%\system32\Group Policy - Administrators: Full; System: Full; Authenticated Users: Read and Execute, List

ar. %SystemRoot%\system32\ias - Administrators: Full; System: Full; Creator Owner: Full

as. %SystemRoot%\system32\NTMS Data – Administrators: Full; System: Full

at. %SystemRoot%\system32\reinstallbackups – Administrators: Full; System: Full; Creator Owner: Full

au. %SystemRoot%\system32\Setup – Administrators: Full; System: Full; Users: Read and Execute, List

av. %SystemRoot%\system32\spool\printers – Administrators: Full; System: Full; Creator Owner: Full; Users:  Traverse Folder, Execute File, Read, Read Extended Attributes, Create folders, Append Data

aw. %SystemRoot%\Tasks - Administrators: Full; System: Full; Creator Owner: Full

ax. %SystemRoot%\Temp - Administrators: Full; System: Full; Creator Owner: Full; Users: Traverse Folders/Execute Files, Create Files/Write Data, Create Folders/Append Data

2. Registry Permissions

a. Unless stated otherwise, Administrators or System Full Control is full control for the designated key and all subkeys. Creator Owner Full Control is for subkeys only. Users permissions are for current key, subkeys, and values.

b. HKCR - Administrators: Full; System: Full; Creator Owner: Full; Users: Read

c. HKLM\Software – Administrators Full; System: Full; Creator Owner: Full; Users: Read

d. HKLM\Software\Microsoft\Net DDE – Administrators: Full; System: Full

e. HKLM\Software\Microsoft\OS/2 Subsystem for NT – Administrators: Full; System: Full; Creator Owner: Full

f. HKLM\Software\Microsoft\Windows NT\CurrentVersion\AsrCommands – Administrators: Full; System: Full; Creator Owner: Full; Users: Read; Backup Operators: Query Value, Set Value, Create Subkey, Enumerate Subkeys, Notify, Delete, Read (this key and subkeys)

g. HKLM\Software\Microsoft\Windows NT\CurrentVersion\Perflib – Administrators: Full; System: Full; Creator Owner: Full; Interactive: Read (this key and subkeys)

h. HKLM\Software\Microsoft\Windows\CurrentVersion\Group Policy - Administrators: Full; System: Full; Authenticated Users: Read

i. HKLM\Software\Microsoft\Windows\CurrentVersion\Installer - Administrators Full; System: Full; Users: Read

j. HKLM\Software\Microsoft\Windows\CurrentVersion\Policies - Administrators: Full; System: Full; Authenticated Users: Read

k. HKLM\System - Administrators Full; System: Full; Creator Owner: Full; Users: Read

l. HKLM\System\Clone – Allow inheritable permissions to propagate to this object

m. HKLM\System\ControlSet001 - Administrators Full; System: Full; Creator Owner: Full; Users: Read

n. HKLM\System\ControlSet00x - Administrators Full; System: Full; Creator Owner: Full; Users: Read

o. Apply these permissions to all control sets other than CurrentControlSet.

p. HKLM\System\CurrentControlSet\Control\SecurePipeServers\WinReg – Administrators: Full; System: Full; Backup Operators: Query Value, Enumerate Subkeys, Notify, Read Permissions (this key only)

q. HKLM\System\CurrentControlSet\Control\WMI\Security – Administrators: Full; System: Full; Creator Owner: Full (this key and subkeys)

r. HKLM\System\CurrentControlSet\Enum - Administrators Read; System: Full; Authenticated Users: Read

s. HKLM\System\CurrentControlSet\Hardware Profiles – Administrators Full; System: Full; Creator Owner: Full; Users: Read

t. HKLM\System\CurrentControlSet\Services\SNMP\Parameters\PermittedManagers - Administrators Full; System: Full; Creator Owner: Full

u. HKLM\System\CurrentControlSet\Services\SNMP\Parameters\ValidCommunities - Administrators Full; System: Full; Creator Owner: Full

v. HKU\.Default - Administrators Full; System: Full; Creator Owner: Full; Users: Read

w. HKU\.Default\Software\Microsoft\NetDDE - Administrators Full; System: Full

x. HKU\.Default\Software\Microsoft\Protected Storage System Provider – No entries
3. File and Registry Auditing - 

a. %SystemDrive% - Everyone: Failures (this folder, propagate inheritable permissions to all subfolders and files)

b. HKLM\Software – Everyone: Failures (this key, propagate inheritable permission to all subkeys)

c. HKLM\System – Everyone: Failures (this key, propagate inheritable permission to all subkeys)


