Security Policy
Since a firewall can be a significant tool designed to enhance the security of an organization, more specifically with the security of the network, it is essential that it be mentioned in the security policy itself. The security policy is primarily implemented as a way of communicating with both the users and the administrators of the system, the issues that must be considered when any decisions are made with respect to security. It sets explicit expectations and responsibilities of both the users and the administrators, and lets both groups know what to expect from one another. It should explain why certain decisions have been made and why they are important, in order to help all users understand how the policy is designed to benefit them. 

If the firewall itself is expected to perform in the way the organization desires, the higher level network service access policies should be in place in order to formally specify its operation. These policies should be contained in the form of a security policy that outlines the types of network services the department is obligated to support. Since the services that are offered will directly affect the way in which the firewall will function, this policy should be in place before the firewall is integrated into the existing system configuration.

The security policy at the Acme: Currently does not exist in written form but is present as implied by the way in which the department operates. Having the policy written down is a highly desirable goal, but it is not the point; living by it is. The security policy must be adhered to and periodically reviewed in order for it to be of any practical use. The policies outlined in the Undergraduate/Graduate Rules and Regulations do contain some material that is concerned with security related issues, and the security policy could be based on parts of these documents. These documents are reviewed by the department on a yearly basis and most likely the security policy could be included as part of this review.

Besides providing a set of guidelines to be followed by the systems user community, the security policy should also clearly identify the authority responsible for overseeing the fact that the policy is enforced. This point means that the managers of certain services should have the authority to revoke access when the policy isn't followed. In addition, there should exist a procedure that outlines the appropriate actions when dealing with exceptional circumstances should they arise. As the situation at the organization is, the technical support staff should have the authority to do the former, and perhaps consultation with the department head would satisfy the latter.

Besides outlining the network services to be offered by the department, the security policy should also make mention of the following articles:

· The handling of user accounts, guest accounts and contractors

· The types of information that is to be considered confidential or important and is worth protecting and how personal files or confidential information are protected

· What individual users can do to help protect the system; including a policy on acceptable passwords

· Prevention, detection and restoration of compromised resources

· Internet access. What can users do on the Internet and what kinds of files should they be permitted to download

· The handling of viruses; including precautionary measures that should be taken to prevent exposure to known viruses

· The general types of network services to be offered. (Network Service Access policy), firewall policy

Each of these areas is very site independent, and a policy that works well at one organization, may not work well at another. This being the case, it is important to consider each of the above points from the perspective of the organization. A brief discussion follows that examines each component of the security policy individually and highlights any changes from the existing situation that will directly affect the way in which users use the system. Discussion on the networking policy and the firewall policy is postponed until later sections.

A team of systems administrators currently manages user accounts and policies exist outlining who is eligible for an account, as well as the conditions of their use. Accounts are given to students, professors and staff who meet these requirements and they are legally bound by a user agreement contract they must sign before their account is activated.  A policy should be added that specifies the handling of guest accounts, as well as one that states how long accounts remain active once students, staff or professors leave the department.

The security policy should specifically state the types of data that are considered important enough to warrant protecting. This would include users personal files in the form of programs, text documents like a thesis or an email message, as well as system specific configuration files. This helps to allow users to better understand why security measures are in place, and why certain insecure services have been restricted.

A password policy is already in place, however it should most definitely be mentioned in the security policy. This is one of many things the user could do to help keep the system secure, but is probably one of the most important. Other ways that a user could contribute to system security would be properly managing their file and directory permissions or using other software that was designed with the security conscious person in mind. 

Since the user community is accustomed to having full access to the Internet, any restrictions on this freedom should be fully documented and explained in the security policy. The Internet can be an extremely valuable resource in a learning environment if it is used with caution. Although few restrictions might exist, the security policy should state a set of guidelines the user is expected to follow concerning its use. It is difficult to actually enforce these policies, however the majority of users will honor them if they are made aware of their existence.  This section would be an appropriate place to re-state the existing acceptable use policy with regard to Internet content that organizations dictates.

Should a security incident occur, the security policy should state who is responsible for restoring the system to a secure state, as well as any procedures that should be followed throughout the course of the repair. If the person in charge of system security detects a break in, who should be notified and what should be done with the compromised machine? Issues like these must be addressed in order to ensure that firstly any disrupted services are restored in a timely manner and secondly so that proof of the incident can be obtained should the legal need arise. The source of the security breach should be determined and fixed so the incident doesn't repeat itself and once the problem has been properly documented, the system administration team should be made aware of what happened.

The existing procedures regarding viruses should be continued and hopefully by making the user more aware of these procedures virus control can be increased. Since most viruses manifest themselves through various forms of software, the guidelines discussed earlier that are concerned with Internet access should also mention that one of their goals is to prevent the spread of viruses. Any software that is distributed on the system should be done so only by authorized personnel and only after its origin has been verified and deemed trustworthy.

At the highest level the organizational policy might also state the following goals that help to clarify and define many of the reasons that are considered regarding any decisions that are made with respect to system security:

· Information is vital to the economic well being of the department.

· Every cost effective effort will be made to ensure the confidentiality, integrity, authenticity, availability and utility of the department's information.

· Protecting the confidentiality, integrity and availability of these information resources is both a priority and a responsibility for all employees and users, at all levels of the organization.

· All information processing facilities belonging to the department will be used only for authorized purposes.

