Nagios Active Directory High Level Test Pass

Date __________________________

How Many Builds for Today_______

Build Number __________________
                                                                                                                  


Pass     Fail      N/A

1. Install

a. Ensure no errors were displayed during installation
____   ____     ____

b. Ensure the Nagios Collector is started
____   ____     ____

c. Ensure Virtual Directories are created (Nagios and Crystal)
____   ____     ____

d. Ensure Authority is displayed in the Available Accounts section
____   ____     ____

2. Discovery

a. Ensure you’re able to assign accounts in the “Assigned Accounts” section
____   ____     ____

b. Ensure the domains are displayed in the “Assigned Accounts By Domain” section
____   ____     ____

c. Ensure you’re able to add a license.
____   ____     ____

d. Ensure you’re able to create a discovery rule
____   ____     ____

· Using DC rule

· Using DC with condition rule

· Using All of Browse List rule

· Using Browse List with condition rule

· Using AD 

· Using AD with child domains

e. Ensure you’re able to run a discovery rule
____   ____     ____

f. After a discovery has been run ensure machines are displayed in the machines view
____   ____     ____

3. Collection

a. E Ensure you’re able to collect Windows Operating System |Machines
____   ____     ____

b. Ensure you’re able to collect Windows Operating System |Device Drivers
____   ____     ____

c. Ensure you’re able to collect Windows Operating System |Disk Space Drives
____   ____     ____

d. Ensure you’re able to collect Windows Operating System |Disk Space Quota
____   ____     ____

e. Ensure you’re able to collect Windows Operating System |ERD
____   ____     ____

f. Ensure you’re able to collect Windows Operating System |Event Log Events
____   ____     ____

g. Ensure you’re able to collect Windows Operating System |Event Log Settings
____   ____     ____

h. Ensure you’re able to collect Windows Operating System |File System |File Structure
____   ____     ____

i. Ensure you’re able to collect Windows Operating System |File System |Known Files
____   ____     ____

j. Ensure you’re able to collect Windows Operating System |File System |Uploads
____   ____     ____

k. Ensure you’re able to collect Windows Operating System |IP | General
____   ____     ____

l. Ensure you’re able to collect Windows Operating System |IP | By Adapter
____   ____     ____

m. Ensure you’re able to collect Windows Operating System |Processes
____   ____     ____

n. Ensure you’re able to collect Windows Operating System |Registry
____   ____     ____

o. Ensure you’re able to collect Windows Operating System |Services| Services
____   ____     ____

p. Ensure you’re able to collect Windows Operating System |Services| Dependents
____   ____     ____

q. Ensure you’re able to collect Windows Operating System |Services| Depends On
____   ____     ____

r. Ensure you’re able to collect Windows Operating System | Software Inventory
____   ____     ____

s. Ensure you’re able to collect Windows Operating System | System Variables
____   ____     ____

t. Ensure you’re able to collect Windows Operating System | WMI
____   ____     ____

u. Ensure you’re able to collect “Windows Security| Local Accounts”
____   ____     ____

v. Ensure you’re able to collect “Windows Security| Local Groups”
____   ____     ____

w. Ensure you’re able to collect “Windows Security| Local Groups by Member”
____   ____     ____

x. Ensure you’re able to collect “Windows Security| Account Policy”
____   ____     ____

y. Ensure you’re able to collect “Windows Security| Audit Policy”
____   ____     ____

z. Ensure you’re able to collect “Windows Security| NTFS Audit Settings| By Directory”
____   ____     ____

aa. Ensure you’re able to collect “Windows Security| NTFS Audit Settings| By User”
____   ____     ____

ab. Ensure you’re able to collect “Windows Security| NTFS Dir Perms| By Directory”
____   ____     ____

ac. Ensure you’re able to collect “Windows Security| NTFS Dir Perms| By User”
____   ____     ____

ad. Ensure you’re able to collect “Windows Security| “Hot Fixes Installed”
____   ____     ____

ae. Ensure you’re able to collect “Windows Security| “Hot Fixes Not Installed”
____   ____     ____

af. Ensure you’re able to collect “Windows Security| Reg Key Perms |By Key
____   ____     ____

ag. Ensure you’re able to collect “Windows Security| Reg Key Perms |By User
____   ____     ____

ah. Ensure you’re able to collect “Windows Security| Security Policy
____   ____     ____

ai. Ensure you’re able to collect “Windows Security| Service Accounts
____   ____     ____

aj. Ensure you’re able to collect “Windows Security| Shares| By Share
____   ____     ____

ak. Ensure you’re able to collect “Windows Security| Shares| By User
____   ____     ____

al. Ensure you’re able to collect “Windows Security| User Rights| By Right
____   ____     ____

am. Ensure you’re able to collect “Windows Security| User Rights| By User
____   ____     ____

an. Ensure you’re able to collect Directory Services| Domains Discovered
____   ____     ____

ao. Ensure you’re able to collect “Directory Services| Domain Accounts
____   ____     ____

ap. Ensure you’re able to collect “Directory Services| Domain Groups
____   ____     ____

aq. Ensure you’re able to collect ”Directory Services| Domain Groups by Member
____   ____     ____


ar. Ensure you’re able to collect “Directory Services| Trust Relationships
____   ____     ____

as. Ensure you’re able to collect Enterprise Applications| SQL Server nodes
____   ____     ____

at.  Ensure you’re able to collect Enterprise Applications| IIS nodes
____   ____     ____

4. Nagios Access Logins

a. Ensure you’re able to add a login
____   ____     ____
· By User

· By NT Domain Group

b. Ensure you’re able to delete a login
____   ____     ____
c. Ensure you’re able to disable a login.
____   ____     ____
d. Ensure you’re able to enable a login.
____   ____     ____
5. Nagios Access Rules

a. Ensure you’re able to “Add Rule”
____   ____     ____

b. Ensure you’re able to “Edit Rule”
____   ____     ____

c. Ensure you’re able to “Delete Rule”
____   ____     ____

d. Create a rule that only allows the user to see the “Console”.
____   ____     ____

e. Create a rule that only allows a user to see the “Compliance”.
____   ____     ____

f. Create a rule that only allows a user to see the “Reports”.
____   ____     ____

g. Create a rule that only allows a user to see the “Administration”.
____   ____     ____

h. Ensure you’re able to Disable a rule.
____   ____     ____

i. Ensure you’re able to Enable a rule.
____   ____     ____

6. Nagios Access Role
a. Create a role with the “Console” access rule and login as that role.
____   ____     ____

b. Create a role with the “Compliance” access rule and login as that role.
____   ____     ____

c. Create a role with the “Reports” access rule and login as that role.
____   ____     ____

d. Create a role with the “Administration” access rule and login as that role.
____   ____     ____

e. Ensure you’re able to “Add Role”
____   ____     ____

f. Ensure you’re able to “Edit Role”
____   ____     ____

g. Ensure you’re able to “Delete Role”
____   ____     ____

h. Ensure you’re able to Disable a role.
____   ____     ____

i. Ensure you’re able to Enable a role.
____   ____     ____

7. Machine Group

a. Ensure you’re able to create a static machine group
____   ____     ____

b. Ensure you’re able to create a dynamic machine group
____   ____     ____

c. Ensure you’re able to view the members of each machine group
____   ____     ____

d. Ensure you’re able to switch to a different machine group
____   ____     ____

e. Ensure you’re able to switch to one of default machine groups
____   ____     ____

f. Ensure you’re able to view members of one of the default machine groups
____   ____     ____

8. Agent Installation

a. Ensure you’re able to push an agent to a different machine.
____   ____     ____

b. Ensure you’re able to uninstall the agent from the machine you just installed to.
____   ____     ____

9. Alerts

                   a.   Ensure you’re able to create an alert.
____   ____     ____

· Change Log

· Event Log Events

· Compliance

c. Ensure you’re able to configure an alert.
____   ____     ____

d. Ensure you’re able to trigger an alert.
____   ____     ____

· Change Log

· Event Log Events

· Compliance

      9.    Remote Commands

                   a.   Ensure you’re able to create a remote command.
____   ____     ____

b. Ensure you’re able to add a new Remote Command folder.
____   ____     ____     

      10.    Jobs 

                   a.   Ensure you’re able to see Jobs Running
____   ____     ____

                   b.   Ensure you’re able to see Jobs Completed.
____   ____     ____

      11.    Filters

                   a.   Ensure you’re able to create a collection filter.
____   ____     ____

                   b.   Ensure you’re able to successfully perform a collection with the new filter.
____   ____     ____

10. Dashboard
a. Ensure you’re able to view the Nagios Dashboards
____   ____     ____

· Antivirus

· Change Management

· Operating Systems

· Security Analysis

· Top 10 Installed Software

12.   Reports

                   a.   Ensure you’re able to create a new Report.
____   ____     ____

             b.   Ensure you’re able to run a Report.
____   ____     ____


             c.   Ensure you’re able to add a new Report Folder.
____   ____     ____

13.Compliance

b. Ensure you’re able to create a new Compliance Rule Group.
____   ____     ____

c. Ensure you’re able to create a new Compliance Rule.
____   ____     ____

d. Ensure you’re able to add a new Compliance Template
____   ____     ____


e. Ensure you’re able to run a Compliance Template.



        ____   ____     ____
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