
Web Content Filtering Considerations

Web Based Mail 
E-mail programs using standard HTTP. 
· AOLWebmail web access for AOL mail. 
· GoogleMailSend an e-mail program by Google that provides web mail access from the Internet.

· Hotmail An e-mail program that provides e-mail access from any computer connected to the Internet.

· HTTP_URLL_WebEmail Manages all web email sites in the URL list with a single rule.

· YahooMail Another e-mail program providing access to e-mail from the internet.

Email Protocols

Protocols used to transfer e-mail.

· IMAP interim mail access protocol (IMAP) is a mail protocol that uses port 143.

· IMAPS allows users to access their mail through a secure SSL connection; it uses port 995.

· POP Post Office Protocol (POP) is a mail protocol that uses port 109/110

· POP3S allows remote users to access their mail through a secure SSL connection; it uses port 995.

· SMTP Simple Mail Transfer Protocol is a mail protocol that uses port 25.

File Sharing and Printing

· LPR A BSD UNIX printing protocol that supports printing to network and local printers. It also acts as a print server. LPR uses port 515.

· MICROSOFT-DS a file sharing application that allows users to share files through port 445.

· NETBIOS-SSN a Microsoft File Sharing application that uses port 139.

· NFS a Network File System (NFS) provides remote access to shared file systems across network, allowing them to be accessed as if they were local.

Peer-To-Peer Applications


Applications that allow users to share files across the Internet.

· AresStartup Matches Ares file sharing applications.

· AudioGalaxyWeb Manages access to the AudioGalaxy web sites.

· BearShareXferEnc File-sharing application that allows users to exchange any type of files by connecting them to a daisy chain of their machines.

· BitTorrent A tool for copying and sharing files. Files clients download are automatically copied onto client’s machine and are made available for peer to peer sharing.

· BlubsterXfer a peer to peer file sharing application. for mp3 files

· DirectcConnectHub matches initial hub connection message.

· DirectConnectXfer a host-based synthesizer / sampler streaming tool.

· EDonkey (Including OverNet) Peer to Peer file-sharing application

· EDonkeyXfer Peer to Peer filesharing application.

· FiletopiaXfer a free communications software that includes: instant messaging, chat, file sharing system with a search engine, online friends list and message boards

· FreeNet A distributed , encrypted file sharing system used to anonymously share files. FreeNet nodes store encrypted pieces of files that are indexed by keys. As a result of its design, FreeNet can be used to anonymously and confidentially store and retrieve data, thus avoiding content filters and government limitations.

· FurtherClient A Peer to Peer file sharing system.

· Frostwire. A Peer to Peer file sharing system.

· Gnutella Gnutella is a file sharing application that allows users to exchange any type of files by connecting them to a “daisy-chain” of other machines. 
Also managed are these other applications that are based on the Gnutella protocol.

	GnuCache
	GTK-Gnutella
	PeaGnut

	Gnucieus
	Hageisiag
	Pi

	Gnujatella
	Limewire
	Pygnut

	Gnumm
	Mactella
	Reflector

	Gnuspace
	Morpheus
	SeachLord

	Gnutella.it
	MyGnut
	Shareaza

	Gobobo
	MyTella
	Gnute

	Gnutella for Mac
	Newtella
	Gnutmeg

	Gnut
	N-Tella
	Gnutella Crawler

	Bearshare
	Cooltella
	Gnewtella

	BearshareXferEnc
	Furi Launcher
	Gnewtella 2

	Bodetella
	Furi Updater
	GnOtella


· Gnutella2UDP A UPD-only rule that matches UDP packets with Gnutella2 data that would not be matched by the Gnutella rules.

· GnutellaXfer Matches file transfers between many Gnutella clients, including Bearshare, Limewire, Gnotella, Gnutella, Gnucleus, and Morpheus.

· IRC-DCC-Send Direct chat (DCC) file transfers on Internet Relay Chat (IRC).

· KaZaAXfer A file-sharing service where users can trade audio, video, images, and other documents through a "daisy chain" connection. This blocks attempts to transfer files using the KaZaA protocol.

· All central-server based file-sharing applications that allows users to exchange MP3 music files. 

· OpenftXfer Matches the OpenFT open-source peer-to-peer file sharing protocol.

· SoribadaXfer File sharing application based in Korea.

· SoulSeekLogin File-sharing application known for exchange of rare music files.

· SoulSeekXfer Manages all SoulSeek transfers.

· Twister A free Internet program to find and download MP3 and other music files.

FTP

File transfer protocol

· CVS-PServer Concurrent Versions System (CVS) is an open-source change management system. This rule matches the protocol used to access files on the CVS server.

· CVSUP Concurrent Versions System Update (CVSup) is a high-performance protocol used to mirror changes in a file on the CVS server. This rule matches the protocol used by the client to access the server.

· FTPACTIVE Blocks FTP active file transfers on Port 20.

· FTPCONTROL Blocks the FTP control port (port 21).

· FTPPASSIVE Blocks passive FTP file transfers.

Instant Messaging

Applications that allow users to send and receive messages in real time.

· AIMLOGIN America Online Instant Messenger (AIM) is an instant message and file-transfer application that allows users to chat and share files. This manages user logins to AIM.

· AIMMSQ Manages incoming and outgoing AIM messages.

· AIMXFER Manages AOL Instant Messenger files transfers.

· GoogleTalkLogin Incoming and outgoing Google Instant Messages.

· ICQLogin ICQ is an instant messenger and file transfer service. This manages user logins to ICQ.

· ICQMsg Manages incoming and outgoing ICQ messages.

· ICQXfer Manages file transfers through ICQ.

· IRCLogin Matches logins to the Internet Relay Chat (IRC) protocol. IRC provides chat rooms, but is often used to share files in violation of copyright laws. Intruders will often set up IRC servers on compromised computers to assist their sharing of files. 

· IRCMsg Manages incoming and outgoing IRC messages.

· JabberLogin Jabber is a set of streaming XML protocols and technologies used for instant messaging 

· JabberXfer Manages file transfers through Jabber.

· MSNMessengerXfer Blocks users from transferring files through MSN Messenger.

· YahooMsgrMsg Blocks Yahoo messages and file transfers.

· YahooMsgrWeb Manages all interaction with the Yahoo Web Messenger.

· YahooMsgrXfer Manages file transfers through Yahoo Messenger.

Streaming Media

Applications that allow users to stream audio and video to their desktops.

· RealMedia and Multi Rate RealAudio and RealVideo are streaming formats that many sites use to transfer audio and video; Real Networks use two different protocols, and we've included both separately for your convenience. To block all RealMedia, you must block both of these protocols.

· ShoutCast ShoutCast is a streaming media format that many sites use to transfer audio.
· WindowsMedia Windows Streaming Media is a streaming format that many sites use to transfer audio and video.
· YouTube uses HTTP/TCP to buffer video into the flash player on its main site. The video is stored on Google Video's content distribution network. It's not streamed as much as just sent as fast as possible to your computer. However, for 3g mobile handsets, m.youtube.com uses RTSP to stream video. So, YouTube uses both transfer methods.
Remote Login

· CitrixICA Matches Citrix's independent Computing Architecture (ICA) protocol, which is used for remote access to computer running Microsoft Windows applications.

· GotoMyPCShare Application that allows remote access to a user's computer.

· REXEC Allows remote execution of commands on UNIX hosts, or any other system with the REXEC interface.

· Rlogin
Remote Login Protocol (Rlogin) allows users to log into the network remotely using port 513.

· RSH Remote Shell Protocol (RSH) allows users to execute shell commands remotely using port 514.

· SSH A secure shell protocol that provides connectivity, encryption, and authentication for servers using port 22.

· Telnet Telnet Remote Terminal Protocol allows users to login to other systems remotely. Telnet users port 23.

· VNC Virtual Network Computing (VNC) is a remote display system allowing users to remotely view a desktop form anywhere on the internet. VNC uses port 5190.

· WindowsTerminalServer Remote connections using Windows Terminal Server.

· Xwindows Graphiycal user interface primarily for UNIX similar to Microsoft Windows.

Voice Over IP (VolP)

· Q.931
A signaling protocol used by H. 323 communications.

· Session Initiating Protocol (SIP) Is the signaling protocol used for Internet conferencing, telephony, presence, event notification, and instant messaging.

· Skinny
A special-purpose protocol used for communication between VolP handsets products and IP PBXs.

· Skype
A peer-to-peer voice service.

Web Monitor

· HTTP_Servers  This rule logs URLs and hosts in the URL Log. This rule, like LogUnmatched, does not match connections. It is used for data collection only, not for blocking or allowing. When adding this rule, some options in the Rule Properties window are unavailable. It is recommended that you place this rule near the top of the list so it captures information for all HTTP data.

Proxy
· Socks4 / 5 Protocol that provides access to network services through a SOCKS proxy server. This may be used to hide a user's identify and evade network management systems like IPS / IDSs.

· HTTP-Proxy
Matches HTTP requests that appear to be going to an HTTP proxy. Does not match cgi proxies, which can be managed using the Remote Proxies category in the URL List.

· HTTP_URLList_Remote_Proxies manages all proxies in the Remote Proxies category of the URL List with a single rule.

HTTP


Protocols that use the HTTP protocol to transfer files.

· HTTP 
Hyper Text Transfer Protocol (HTTP) is the underlying protocol of the World Wide Web.

· HTTP-ACTIVEX ActiveX controls are objects inserted into a web page or other applications to reuse packaged programming functionality; because these controls execute on a user's computer, they may be a security and / or virus risk. This setting manages user attempts to transfer ActiveX controls through the HTTP protocol.

· HTTP-AVI Microsoft video format file transfers over HTTP.

· HTTP-EXE Manages user attempts to transfer executable files through the HTTP protocol. Because these files execute on a user's computer, they may be a security and/or virus risk.

· HTTP-Audio-MPEG
Manages user attempts to transfer MPEG audio files through the HTTP protocol.

· HTTP-Video_MPEG
Manages user attempts to transfer MPEG video through the HTTP protocol.

· HTTP-QuickTime Manages user attempts to transfer Quick Time files through the HTTP protocol.

· HTTP-RAR RAR-format archive files transferred over HTTP

· HTTPS A secure connections for the HTTP protocol; it uses port 443.

· HTTP-Shockwave-Flash Shockwave allows users to view interactive Web content like games, business presentations, entertainment and advertisements from a Web browser. This setting manages user attempts to transfer Shockwave through the HTTP protocol.

· HTTP-Video_Flash Manages Flash video streamed over HTTP

· HTTP-Zip Manages user attempts to transfer Zip files through the HTTP protocol. Because there files execute on a user's computer, they may be a security and/or virus risk.

· HTTP-HEAD Matches the HTTP HEAD request. Used for HTTP content analysis.

· HTTP-POST Matches the HTTP POST request, as in web-based email. Used for HTTP content analysis.

Misc


· AOL-TCP Manages use of the AOL information service over the internet.

· BOINC SETIatHome's new distributed computation protocol.

· Compuserve-TCP Manages use of the Compuserve information service over the internet.

· Finger
Finger User Information Protocol is a UNIX command used to gather information about other internet users. Finger uses port 79.

· Gopher - A system that pre-dates the World Wide Web for organizing and displaying files on Internet servers. Gopher uses port 70.

· IDENT UNIX-based protocol that looks up real user names when a user attempts to login to a server.

· iTunes - A pay-per-song music download service. CAUTION: the signature matches after the user pays for the song.

· NNTP
Network News Transfer Protocol (NNTP) is a news service that transmits information through port 119.

· WakeOnLan A UDP packet that can start a machine on the network that has been shut down.
Special Purpose


· Custom Enter your own Custom Match String for a protocol that you've identified and wish to manage. This is recommended only for advanced users.

· DiagVPN Matches connection to Palisade's Diagnostics VPN server.

· DNS Query Manages activity on the domain name server (DNS).

· EthernetAddresses Matches packets that have a source or destination Ethernet addresses that is in a user-created list.

· EthernetNotAddresses
 Matches packets that do not have a source or destination Ethernet address that is in a user-created list.

· HTTP_Hosts Matches host names in HTTP request with host names in a list that you create. If a hostname in the list begins with a period (.), it is considered a domain name and all hosts in that domain will match.

· HTTP_URLs Matches URLs in HTTP requests with URLs in a list that you create.

· HTTP_URLList contains millions of web sites in 40 categories, such as Pornography, Hate, Weapons, etc. The list is automatically updated on the appliance once each day.

· LogUnmatched Logs all connections that do not match defined protocols.

· SSL Determine how much encrypted traffic is running (aside from HTTPS and POP3S)

File Types Analyzed

· IPS / IDSs analyze many different types of files for private content. Metadata, text, and character, sets are extracted for all types, except those marked with an asterisk (*). For these file types, only metadata (title, subject, author, etc.) is extracted. The following table lists the file types that are analyzed for private content.

	Format
	Version
	Extension

	Archive Formats
	 
	 

	Java Archive
	N / A
	JAR

	PKZIP
	Through 9.0
	ZIP

	WinZip
	Through 10 - 12
	ZIP

	Computer Aided Design
	 
	 

	AutoCAD Drawing 
	R13, R14, 2000 - 09
	DWG

	AutoCAD Drawing Exchange
	R13, R14, 2000 - 09
	DXF

	Microsoft Visio
	5,6, 2000 – 0x
	VSD

	Database Formats
	 
	 

	Microsoft Access
	95,97,2000  – 0x
	MDB

	Microsoft Project*
	9,82000 – 0x
	MPP

	Display Formats
	 
	 

	Adobe Portable Document Format
	1.1 – 2x
	PDF

	Graphic Format
	 
	 

	Enhanced Metafile
	N / A
	EMF

	Lotus Pic
	N / A
	PIC

	Tagged Image File*
	Through 6.0
	TIFF

	Windows Metalife
	3
	WMF

	Mail Formats
	 
	 

	Microsoft Outlook
	9,72000 - 0x
	MSG

	Microsoft Outlook Express
	Windows 6 Macintosh 5
	EML

	Text Mail (MIME)
	N / A
	various

	Multimedia Formats
	 
	 

	MPEG-1 Audio layer 3*
	ID3 versions 1 and 2
	MP3


	Format
	Version
	Extension

	Presentation Formats
	 
	 

	Applix Presents
	4.0,4.2,4.3,4.4
	AG

	Corel Presentations
	6,7,8,9,10,11,12,X3
	SHW

	Lotus Freelance Graphics
	96,97,98,R9,9.8
	PRE

	Lotus Freelance Graphics 2
	2
	PRZ

	Macromedia Flash
	Through 8.0
	SWF

	Microsoft PowerPoint Windows
	97,200,020,022,003
	PPT

	Microsoft PowerPoint Windows
	95
	PPT

	Microsoft PowerPoint PC
	4
	PPT

	Microsoft PowerPoint Macintosh
	98,2001,v.X,200x
	PPT

	OpenOffice Impress
	1,1.1,2
	SXI

	StarOffice Impress
	6,7,8
	SXP, SXP,ODP

	Spreadsheet Formats
	 
	 

	Applix Speadsheets
	4.2,4.3,4.4
	AS

	Comma Separated Values
	N / A
	CSV

	Corel Quattro Pro
	5,6,7,8
	WB2, WB3

	Lotus 1-2-3
	96,97,R9,9.8
	123

	Lotus 1-2-3
	2,3,4,5
	WK4

	Lotus 1-2-3 Charts
	2,3,4,5
	123

	Microsoft Excel Windows
	2.2, Through 20 – 0x
	XLS

	Microsoft Excel Charts
	2,3,4,5,6,7
	XLS

	Microsoft Excel Macintosh
	98,2001,v.X,2004
	XLS

	Microsoft Works Spreadsheet
	1,2,3,4
	S30,S40

	Format
	Version
	Extension

	OpenOffice Calc
	1,1.1,2
	SXC, ODS

	StarOffice Calc
	6,7,8
	SXC, ODS

	Text and Markup Formats
	 
	 

	ANSI
	N / A
	TXT


	Format
	Version
	Extension

	ASCIL
	N / A
	TXT

	HTML
	3,4
	HTM

	Microsoft Excel Windows XML
	20 - 0x
	XML

	Microsoft Word Windows XML
	20 - 0x
	XML

	Microsoft Visio XML
	20 - 0x
	VDX

	Oasis Open Document Format
	1
	ODT, ODS, ODP

	Rich Text Format
	1 Through 1.7
	RTF

	Unicode Text
	3,4
	TXT

	XHTML
	1
	HTM

	XML (generic)
	1
	XML

	Words Processing Formats
	 
	 

	Adobe FrameMaker Interchange Format
	5,5.5,6,7
	MIF

	Applix Words
	3.11,4,4.1,4.2,4.3,4.4
	AW

	Corel WordPerfect Linux
	6.0,8.1
	WPS

	Corel WordPerfect Macintosh
	1.02,2,2.1,2.2,3,3.1
	WPS

	Corel WordPerfect Windows
	5,5.1
	WO

	Corel WordPerfect Windows
	6,7,8,9,10,11,12,X3
	WPD

	DisplayWrite
	4
	IP

	Folio Flat File
	3.1
	FFF

	Fujitsu Oasys
	7
	OA2

	Haansoft Hangul
	97
	HWP

	IBM DCA/RFT (Revisable Form Text)
	SC23-0758-1
	DC

	JustSystems Ichitaro
	8 Through 2005
	JTD

	Lotus AMI Pro
	2,3
	SAM

	Lotus AMI Professional Write Plus
	2.1
	AMI

	Lotus Word Pro
	96,97,R9
	LWP

	Lotus SmartMaster
	96,97
	MWP

	Microsoft Word PC
	4,5,5.5,6
	DOC


	Format
	Version
	Extension

	Microsoft Word Windows XML
	1.0 AND 2.0
	DOC

	Microsoft Word Windows XML
	6,7,8,95
	DOC

	Microsoft Word Windows XML
	97,200,020,022  - 0x
	DOC

	Microsoft Word Macintosh
	4,5,6,98,2001,v.X,2004
	DOC

	Microsoft Works
	1,2,3,4
	WPS

	Microsoft Works 
	62,000
	WPS

	Microsoft Windows Write
	1,2,3
	WRI

	OpenOffice Writer
	1,1.1,2
	SXW, ODT

	StarOffice Writer
	6,7,8
	SXW, ODT

	WordPad
	Through 20 - 0x
	RTF

	XyWrite
	4.12
	XY4


Metadata only (title, subject, author, etc) is extracted.

