Sample Identity Management Request for Proposal
Package Features

Below is a table of requirements that the vendor must respond to in the following manner.  For each requirement line-item, check the box following each requirement that denotes whether the software package solution currently fulfills the requirement, is under development and will be met in a future enhancement, can be met with a custom enhancement, or the requirement cannot be met.  
In addition to checking the appropriate box, the vendor is requested to provide clarifying comments or qualifying comments in the Vendor Comments field for each set of requirements.  
The Vendor Comments box must be used to indicate where the software package solution only partially fulfills the requirement with an explanation of what is met and what is not met.  
Please identify each comment with the requirement line number to which it refers.

	Requirement Description
	Currently Fulfills
	Future Enhancement
	Custom Enhancement
	Cannot 
be met

	1. Directory Services

	1. Standards Compliance
	
	
	
	

	1.1 Certification Standards Compliance with the following IETF RFCs: 1274, 1558, 1777, 1778, 1959, 2195, 2222, 2251-56, 2307, 2798, 3112, 2820
	
	
	
	

	1.2 Support for OASIS DSML v2.0 and higher
	
	
	
	

	1.3 Support for Java Authentication & Authorization Service (JAAS) v1.0 and higher
	
	
	
	

	1.4 Support for multiple authentication methods (e.g., basic, SSL/TLS, X.509 Certificate-based, two-factor, etc.)
	
	
	
	

	1.5 Support for the following protocols: LDAPv3, LDAPS, SSL, TLS, SASL, Kerberos, HTTP/HTTPS 
	
	
	
	

	1.6 Support for the following hashing / encryption mechanisms: MD5, UNIX Crypt, Kerberos, SHA, SSHA for passwords and other sensitive attributes defined by SRP (please specify)
	
	
	
	

	Please explain in detail how your solution fulfills the above requirements. Accordingly enumerate each requirement with your response.

 


	Requirement Description
	Currently Fulfills
	Future Enhancement
	Custom Enhancement
	Cannot 
be met

	1. Directory Services

	2. Platform Support (specify latest supported version and preferred platform)
	
	
	
	

	2.1 HPUX 11.x
	
	
	
	

	2.2 Windows 200x
	
	
	
	

	2.3 Solaris 2.x
	
	
	
	

	2.4 Linux
	
	
	
	

	2.5 AIX
	
	
	
	

	2.6 z/OS
	
	
	
	

	2.7 Fully-integrated support for SMP and multi-threading
	
	
	
	

	2.8 Server virtualization support with 100% functionality and support for a test environment on each platform
	
	
	
	

	Please explain in detail how your solution fulfills the above requirements. Accordingly enumerate each requirement with your response.




	Requirement Description
	Currently Fulfills
	Future Enhancement
	Custom Enhancement
	Cannot 
be met

	1. Directory Services

	3. Extended Directory Functionality (i.e., functionality not specified by LDAP but required for enterprise directory deployments)
	
	
	
	

	3.1 Support for dynamic groups based on specific attributes in the directory
	
	
	
	

	3.2 Support for nested groups
	
	
	
	

	3.3 Native referential integrity for users and groups
	
	
	
	

	3.4 Support for extensibility via pre- and post-operation plug-ins (or equivalent external calls)
	
	
	
	

	3.5 Support for multiple password policies
	
	
	
	

	3.6 Access Control Lists to protect directory data from unauthorized access (please provide more details on your access control model under vendor comments)
	
	
	
	

	3.7 Software-based failover
	
	
	
	

	3.8 Software-based load balancing
	
	
	
	

	3.9 Support LDAP proxy capabilities to map multiple LDAP schemas to a single logical schema
	
	
	
	

	3.10 Support for tree partitioning, splitting and joining
	
	
	
	

	Please explain in detail how your solution fulfills the above requirements. Accordingly enumerate each requirement with your response.

.

 


	Requirement Description
	Currently Fulfills
	Future Enhancement
	Custom Enhancement
	Cannot 
be met

	1. Directory Services

	4. Replication
	
	
	
	

	4.1 Multi-master replication for a minimum of 2 masters (please specify the number of masters you support)
	
	
	
	

	4.2 Support for real-time or near-real-time replication between masters and to consumer directory servers
	
	
	
	

	4.3 Support for scheduled or batch replication between masters and to consumer directory servers
	
	
	
	

	4.4 Support for replication hubs
	
	
	
	

	4.5 Support for at least 20 consumer directory servers (read only)
	
	
	
	

	4.6 Support for LDAPv3 referrals
	
	
	
	

	Please explain in detail how your solution fulfills the above requirements. Accordingly enumerate each requirement with your response.

 


	Requirement Description
	Currently Fulfills
	Future Enhancement
	Custom Enhancement
	Cannot 
be met

	1. Directory Services

	5. Indexing
	
	
	
	

	5.1 Support for indexing on the presence of an attribute value
	
	
	
	

	5.2 Support for indexing on the equality (exact match) of an attribute value 
	
	
	
	

	5.3 Support for indexing on a sub string of an attribute value (e.g., wild card)
	
	
	
	

	5.4 Run time index creation, population and re-indexing capabilities (i.e., does not require restarting directory server)
	
	
	
	

	Please explain in detail how your solution fulfills the above requirements. Accordingly enumerate each requirement with your response.

 


	Requirement Description
	Currently Fulfills
	Future Enhancement
	Custom Enhancement
	Cannot 
be met

	1. Directory Services

	6. Caching
	
	
	
	

	6.1 Support for database caching
	
	
	
	

	6.2 Support for index caching
	
	
	
	

	6.3 Support for log caching
	
	
	
	

	Please explain in detail how your solution fulfills the above requirements. Accordingly enumerate each requirement with your response.




	Requirement Description
	Currently Fulfills
	Future Enhancement
	Custom Enhancement
	Cannot 
be met

	1. Directory Services

	7. Monitoring & Management
	
	
	
	

	7.1 GUI-based administration console
	
	
	
	

	7.2 Command-line administration interface
	
	
	
	

	7.3 Directory database backup, recovery and export
	
	
	
	

	7.4 Bulk import & export of directory user data and configuration information
	
	
	
	

	7.5 Directory log file purging and rotation
	
	
	
	

	7.6 Support for configurable log file locations
	
	
	
	

	7.7 Support for configurable granularity of log information (i.e., to support debugging and troubleshooting)
	
	
	
	

	7.8 SNMP Monitoring of directory server operations
	
	
	
	

	Please explain in detail how your solution fulfills the above requirements. Accordingly enumerate each requirement with your response.

 


	Requirement Description
	Currently Fulfills
	Future Enhancement
	Custom Enhancement
	Cannot 
be met

	2. Data Integration

	1. Pre-built Connectors 
	
	
	
	

	1.1 Active Directory
	
	
	
	

	1.2 RACF
	
	
	
	

	1.3 DB2
	
	
	
	

	1.4 Oracle
	
	
	
	

	1.5 UNIX
	
	
	
	

	1.6 Linux
	
	
	
	

	1.7 SQL Server
	
	
	
	

	1.8 Native LDAP
	
	
	
	

	1.9 ODBC/JDBC
	
	
	
	

	1.10 Please specify in the comments below which connectors are agent-less, gateway-based, or agent-based.
	
	
	
	

	1.11 Please describe in the comments below what scripting or programming languages are supported for the creation and customization of connectors
	
	
	
	

	Please explain in detail how your solution fulfills the above requirements. Accordingly enumerate each requirement with your response.




	Requirement Description
	Currently Fulfills
	Future Enhancement
	Custom Enhancement
	Cannot 
be met

	2. Data Integration

	2. Data Transformation & Abstraction
	
	
	
	

	2.1 Support for identity mapping from a person object to one or more account objects based on security requests from identity administrators (e.g., Computer Security Representatives (CSRs))
	Yes
	
	
	

	2.2 Support for attribute mapping from source systems to target systems based on configurable rules
	
	
	
	

	2.3 Support the enterprise user ID to be created as, and synchronized with, the user’s primary AD account login ID based on configured rules (e.g., first initial, middle initial, first six letters of last name, such as ‘jssimpso’)                                                                                                  
	
	
	
	

	2.4 Support renaming of user ID and primary AD account ID based on user name change (e.g., modifyRDN)
	
	
	
	

	2.5 Support renaming of primary RACF account ID based on cost center change or status change (e.g., change alpha-prefix)
	
	
	
	

	2.6 Support for building constructed attribute values based on configurable rules
	
	
	
	

	2.7 Support for populating default attribute values based on configurable rules
	
	
	
	

	2.8 Support for creating a one-time password for a new user (indicate methods to communicate password to user)
	
	
	
	

	2.9 Support for SRP ‘global’ unique identifier creation and population through externalized calls
	
	
	
	

	2.10 Support user account creation on AD based on enterprise user ID

For detailed information on account creation, see Attachment 2.  Please explain how you can support each step in the space provided at the end of this section.
	
	
	
	

	2.11 Support the ability to determine if an AD account with the same login ID already exists, and to provide administrators with a workflow for avoiding a login ID collision
	
	
	
	

	2.12 Support the ability to determine if an AD account with the same full name already exists in a specific AD OU, and to provide administrators with a workflow for avoiding a full name collision in AD
	
	
	
	

	2.13 Support user account creation on the RACF security system using configured rules such as:

If employee, prefix a letter A-Z corresponding to a table lookup (cost center-related) to the employee’s 5-digit employee number (e.g., ‘X09535’)
If contractor, prefix a letter A-Z corresponding to a table lookup (cost center-related) to the contractor’s 3-digit employee number, then suffix the result with the letters ‘TP’ (e.g., ‘G372TP’)
For detailed information on account creation, see Attachment 3.  Please explain how you can support each step in the space provided at the end of this section.


	
	
	
	

	2.14 Support the creation of additional non-primary AD accounts for users, with each account being assigned an owner (DN to a person object) through a security request


	
	
	
	

	2.15 Support the creation of additional non-primary RACF accounts for users, with each account being assigned an owner (DN to a person object) through a security request 


	
	
	
	

	2.16 Support the creation of a non-person account in AD (e.g., service account) and associating the account with a person object (e.g., owner of the non-person account, as depicted in Figure 2-1)


	
	
	
	

	2.17 Support the creation of a non-person account in RACF (e.g., started task “generic” login ID) and associating the account with a person object (e.g., owner of the non-person account, as depicted in Figure 2-1) 


	
	
	
	

	2.18 Support the creation, management and deletion of AD groups through the identity management interface


	
	
	
	

	2.19 Support the creation, management and deletion of RACF groups through the identity management interface


	
	
	
	

	2.20 Support initial assignment of user accounts to multiple AD groups based on configured rules. Assignments are triggered from changes to specific HRMS fields (DB2) such as Cost Center, Job Code, Mail Stop/Location and potentially other attributes


	
	
	
	

	2.21 Support the updating of user account(s) to multiple AD groups based on configured rules.  Updates are triggered from changes to specific HRMS fields (DB2) such as Cost Center, Job Code, Mail Stop/Location and potentially other attributes. This implies constant reconciliation with HRMS/DB2 to determine if an employee’s job information has changed


	
	
	
	

	2.22 Support initial assignment of user account(s) to multiple RACF groups based on configured rules.  Assignments are triggered from changes to specific HRMS fields (DB2) such as Cost Center, Job Code and potentially other attributes


	
	
	
	

	2.23 Support the updating of user account(s) to multiple RACF groups based on configured rules. Updates are triggered from changes to specific HRMS fields (DB2) such as Cost Center, Job Code, Mail Stop/Location and potentially other attributes. This implies constant reconciliation with HRMS/DB2 to determine if an employee’s job information has changed


	
	
	
	

	2.24 Support assignment and update of user account(s) to multiple AD groups based on security requests from delegated administrators.


	
	
	
	

	2.25 Support assignment and update of user account(s) to multiple RACF groups based on security requests from delegated administrators. 


	
	
	
	

	2.26 Support modeling the creation or updating of a person record, associated accounts and group memberships after an existing user


	
	
	
	

	2.27 Support for bi-directional synchronization for persons, accounts and group membership


	
	
	
	

	2.27.1 To/from RACF
	
	
	
	

	2.27.2 To/from AD
	
	
	
	

	2.27.3 To/from DB2 
	
	
	
	

	2.28 Support request for creation of a new AD or RACF group through the identity management interface with workflow approval for group creation. Approval results in creation of new group object on identity manager (directory) and either AD or RACF security systems 


	
	
	
	

	2.29 Detect a new group defined on AD and synchronize the new group definition with the identity management system


	
	
	
	

	2.30 Detect a new group defined on RACF and synchronize the new group definition with the identity management system


	
	
	
	

	2.31 Detect a new user account defined on AD, notify appropriate Security Administrators and allow synchronization upon approval


	
	
	
	

	2.32 Detect a new user account defined on RACF, notify appropriate Security Administrators and allow synchronization upon approval


	
	
	
	

	2.33 Support for pull-based synchronization (polling)
	
	
	
	

	2.34 Support for push-based synchronization


	
	
	
	

	2.35 Support for database-maintained change log for event triggered updates 


	
	
	
	

	2.36 Support for commit and rollback of propagated changes (transaction-based synchronization)


	
	
	
	

	2.37 Support auto-discovery of existing accounts in specified systems for initial system data population 


	
	
	
	

	Please explain in detail how your solution fulfills the above requirements. Accordingly enumerate each requirement with your response.




	Requirement Description
	Currently Fulfills
	Future Enhancement
	Custom Enhancement
	Cannot 
be met

	3. Resource Provisioning

	1. Workflow & Automation
	
	
	
	

	1.1 Template-based workflows for user account creation, management, group assignments, de-activation and deletion


	
	
	
	

	1.2 Changes to template can be configured to effect changes to all users created based upon template


	
	
	
	

	1.3 GUI-based design-time editor for workflows


	
	
	
	

	1.4 GUI-based run-time view of workflow status by identity administrator, by identity subject (e.g., the person being administered) or by overall system administrator 


	
	
	
	

	1.5 Automated creation, pending workflow approval(s) of user ID, AD account, RACF account, AD group assignments and RACF group assignments.  All of these might be based on user Cost Center, Job Code, Employment Type, Mail Stop/location and potentially other attributes


	
	
	
	

	1.6 Support workflow routing to specific approval administrators (e.g., CSRs) based on Cost Center, Group ownership or other specific attributes


	
	
	
	

	1.7 Support workflow routing to specific approval administrators when specific job or personal information changes in HRMS/DB2 


	
	
	
	

	1.8 Approval steps in workflows can capture additional identity attributes and approval of additional group assignments


	
	
	
	

	1.9 Embed URLs in email (Exchange) that provides an HTTPS link to the approver’s workflow ‘inbox’


	
	
	
	

	1.10 Approver must authenticate to the identity management system to access the workflow inbox and perform the workflow activity


	
	
	
	

	1.11 Support for workflow escalation based on configurable response time windows, on a per workflow basis


	
	
	
	

	1.12 Support email notifications to specific accounts or groups of accounts for certain activities performed by the identity management system


	
	
	
	

	1.13 Integration with externalized workflow engines (e.g., PeopleSoft)


	
	
	
	

	1.14 Workflow engine exposed by API, preferably web services-based


	
	
	
	

	1.15 Support for request-driven workflow, initiated by administrator or authorized user action


	
	
	
	

	1.16 Support for event-driven workflow, initiated by change to information in authoritative source systems


	
	
	
	

	1.17 Support for event-driven account de-activation (i.e., not deletion) with or without workflow approval


	
	
	
	

	1.18 Support for request-driven account de-activation (i.e., not deletion) with or without workflow approval


	
	
	
	

	1.19 Support both workflow for disabling and deletion of accounts in separate steps (e.g., configured 30-day ‘grace period’ between de-activation and deletion)


	
	
	
	

	1.20 Support event-driven account re-activation with or without workflow approval 


	
	
	
	

	1.21 Support request-driven account re-activation with or without workflow approval 


	
	
	
	

	1.22 Support account re-activation while maintaining previous state of user accounts in AD and RACF groups


	
	
	
	

	1.23 Support removal of accounts from target systems


	
	
	
	

	1.24 Support removal of accounts from target system groups upon deletion of user account


	
	
	
	

	1.25 Support removal of user accounts and user ID (person object) from identity management system upon deletion, with notification or pending workflow approval


	
	
	
	

	1.26 Support the triggering of a workflow that identifies all non-person (“generic”) accounts ‘owned’ by a user being removed from the identity management system, in order for an administrator (e.g., CSR) to re-assign the accounts to new owners if necessary


	
	
	
	

	1.27 Support for the creation of platform-specific entities required for account provisioning (e.g., AD home directories, AD logon scripts, z/OS datasets, z/OS catalog aliases, etc.)  


	
	
	
	

	1.28 Support for assurance of account creation on target system (retry of failed creation, failure reporting mechanism, commit and rollback capabilities)


	
	
	
	

	1.29 Support for Service Provisioning Markup Language (SPML) for interfacing to the identity management provisioning system to and from external systems


	
	
	
	

	1.30 Support Exchange mailbox creation, deletion and modification


	
	
	
	

	Please explain in detail how your solution fulfills the above requirements. Accordingly enumerate each requirement with your response.




	3. Resource Provisioning

	Requirement Description
	Currently Fulfills
	Future Enhancement
	Custom Enhancement
	Cannot 
be met

	2. Delegated Administration
	
	
	
	

	2.1 Web-based GUI delegation configuration editor for workflow design


	
	
	
	

	2.2 Web-based GUI delegated administration interface for workflow interaction


	
	
	
	

	2.3 Support initial capturing of new employee data from HR administrator via identity management interface


	
	
	
	

	2.4 Support initial capturing of new contractor data from security administrators (e.g., CSRs) via identity management interface


	
	
	
	

	2.5 Support dynamic delegation to specific identity administrators based on a user’s attribute values  (cost center, job code, etc.)


	
	
	
	

	2.6 Support delegation by identity administrator to another person for a specific period of time


	
	
	
	

	2.7 Support for reminders to identity administrators who are required to perform workflow tasks


	
	
	
	

	2.8 Support for n-level delegation (please specify n)


	
	
	
	

	2.9 Allow self to read specific attributes in their profile, while preventing others from doing so


	
	
	
	

	2.10 Allow self to update specific attributes in their profile, while preventing others from doing so


	
	
	
	

	2.11 Support self-registration security requests for specific services


	
	
	
	

	Please explain in detail how your solution fulfills the above requirements. Accordingly enumerate each requirement with your response.




	3. Resource Provisioning

	Requirement Description
	Currently Fulfills
	Future Enhancement
	Custom Enhancement
	Cannot 
be met

	3. Auditing & Reporting
	
	
	
	

	3.1 Support out-of-the-box reports (please specify)


	
	
	
	

	3.2 Support scheduled report generation 


	
	
	
	

	3.3 Support for email-based report subscriptions / notifications


	
	
	
	

	3.4 Provide a built-in query tool for ad-hoc reporting


	
	
	
	

	3.5 Support configuration of security audit levels and audit information collected


	
	
	
	

	3.6 Support an ODBC-compliant database as the audit repository


	
	
	
	

	3.7 Support user maintenance auditing (identity updates, password changes, self-administration, etc.)


	
	
	
	

	3.8 Support for historical reporting (e.g., John Doe had access to these resources at this point in time)


	
	
	
	

	3.9 Support for integration with external reporting engines including Cognos Business Intelligence
	
	
	
	

	Please explain in detail how your solution fulfills the above requirements. Accordingly enumerate each requirement with your response.




	3. Resource Provisioning

	Requirement Description
	Currently Fulfills
	Future Enhancement
	Custom Enhancement
	Cannot 
be met

	4. Rules Engine
	
	
	
	

	4.1 Web-based GUI rules editor


	Yes
	
	
	

	4.2 Text-based rules editor


	Yes
	
	
	

	4.3 Support for approval-based rules


	
	
	
	

	4.4 Support ability to test new or changed rules before committing to production


	
	
	
	

	4.5 Rules can trigger external program calls (e.g., runnable scripts such as VBScript, Jscript and REXX scripts) on all target systems


	
	
	
	

	4.6 Rules engine exposed by API, preferably web-services-based


	
	
	
	

	Please explain in detail how your solution fulfills the above requirements. Accordingly enumerate each requirement with your response.




	3. Resource Provisioning

	Requirement Description
	Currently Fulfills
	Future Enhancement
	Custom Enhancement
	Cannot 
be met

	5. Provisioning Server Platform Support (specify latest supported version and your preferred platform)
	
	
	
	

	5.1 Windows 200x
	Yes
	
	
	

	5.2 Solaris 2.x
	Yes
	
	
	

	5.3 HPUX 11.x
	Yes
	
	
	

	5.4 AIX
	Yes
	
	
	

	5.5 Linux
	Yes
	
	
	

	5.6 z/OS
	Yes
	
	
	

	5.7 SNMP Monitoring of provisioning server operations
	
	
	Yes
	

	5.8 Server virtualization support with 100% functionality and support for a test environment on each platform


	Yes
	
	
	

	Please explain in detail how your solution fulfills the above requirements. Accordingly enumerate each requirement with your response.




	3. Resource Provisioning

	Requirement Description
	Currently Fulfills
	Future Enhancement
	Custom Enhancement
	Cannot 
be met

	6. Web Server / Application Server Support (specify latest supported version and your preferred platform)
	
	
	
	

	6.1 Microsoft IIS Web Server
	
	
	
	

	6.2 IBM Websphere Application Server
	
	
	
	

	6.3 Apache Web Server
	
	
	
	

	6.4 Server virtualization support with 100% functionality and support for a test environment on each platform
	
	
	
	

	6.5 Please describe in the comments below what scripting or programming languages are supported for the creation and customization of workflows
	
	
	
	

	6.6 Please describe in the comments below what scripting or programming languages are supported for the creation and customization of rules
	
	
	
	

	6.7 Please describe in the comments below what scripting or programming languages are supported for the creation and customization of user interfaces, including any packaged utilities or design-time tools
	
	
	
	

	6.8 Please describe in the comments below the promote-to-production facilities provided with the product, including versioning and change control utilities, tools, or capabilities (i.e., once a workflow, a policy, or a user interface are deployed in development, how does your product facilitate the migration of those custom components into subsequent testing, staging and production environments, e.g., via exports or other utilities).
	
	
	
	

	Please explain in detail how your solution fulfills the above requirements. Accordingly enumerate each requirement with your response.




	Requirement Description
	Currently Fulfills
	Future Enhancement
	Custom Enhancement
	Cannot 
be met

	4. Password Management

	1. End User Self Service
	
	
	
	

	1.1 Support for self-service password reset
	
	
	
	

	1.2 Support for self-service lost password recovery by creating a new one-time password based on successful answer(s) to pre-configured secret questions This must also result in account unlocking for the user 
	
	
	
	

	1.3 Support for identity administrator reset of user password for a one-time use on IdM/target account
	
	
	
	

	1.4 Support for identity administrator to unlock IdM/target user account after too many failures on IdM/target account
	
	
	
	

	1.5 Support for password push to selectable target systems (i.e., the user or administrator is allowed to specify which systems have the same passwords)
	
	
	
	

	1.6 Support for user-defined challenge-response questions and answers
	
	
	
	

	1.7 Support for pre-defined challenge-response questions and answers
	
	
	
	

	1.8 Support for configurable challenge-response rules (e.g., user will be allowed to reset password and IdM/target account will be unlocked after correctly answering three out of five; user account will be locked if more than two questions are answered incorrectly; etc.)
	
	
	
	

	1.9 Web-based GUI interface for password reset functions
	
	
	
	

	1.10 Support for IVR and/or telephony interface for resetting passwords 
	
	
	
	

	1.11 Self-service password reset application may be encapsulated as portlet
	
	
	
	

	Please explain in detail how your solution fulfills the above requirements. Accordingly enumerate each requirement with your response.

.

 


	Requirement Description
	Currently Fulfills
	Future Enhancement
	Custom Enhancement
	Cannot 
be met

	4. Password Management

	2. Delegated Password Administration
	
	
	
	

	2.1 Delegated Administrators (e.g., Help Desk, Data Center, CSRs) can reset IdM/target password (create a new one-time password) without knowledge of current password


	Yes
	
	
	

	2.2 Web-based GUI interface for password reset
	Yes
	
	
	

	2.3 Delegated Administrators (e.g., Help Desk, Data Center, CSRs) can escalate to 2nd level support (e.g., IT Security)


	Yes
	
	
	

	Please explain in detail how your solution fulfills the above requirements. Accordingly enumerate each requirement with your response.




	Requirement Description
	Currently Fulfills
	Future Enhancement
	Custom Enhancement
	Cannot 
be met

	4. Password Management

	3. Password Automation
	
	
	
	

	3.1 Support for top-down password push from IdM solution to AD and RACF


	
	
	
	

	3.2 Support for password change detection & synchronization from AD and RACF (please specify how this works, i.e., with a gateway, interceptor dll, agent, etc. in vendor comments below)


	
	
	
	

	3.3 Support for bulk password updates or resets based upon administrator-defined groups of users
	
	
	
	

	3.4 Support denial of access protection by blocking repeated password failures on multiple administrator accounts in the directory.
	
	
	
	

	3.5 Support for password dictionary checking
	
	
	
	

	3.6 Support for password strength checking
	
	
	
	

	3.7 Support for password hints or suggestions
	
	
	
	

	3.8 Support for workstation lockout scenario (i.e., Jane Doe can’t log in to local workstation because she forgot her password; describe in detail how your solution will allow Jane to perform self-service lost password recovery without calling the Help Desk)


	
	
	
	

	Please explain in detail how your solution fulfills the above requirements. Accordingly enumerate each requirement with your response.




Additional Features

What additional features does your proposed software package solution have that are included at no additional cost, but have not been addressed in the requirements table above?

Add-on Products

What additional add-on products do you offer that support the functional areas, in scope or out of scope, at an additional cost?

Platforms

Specify the required platform for each architectural component identified above to support no more than two-second response times to system operations initiated by administrative interfaces or integration interfaces.  Include both minimum and recommended system requirements.  If the component can be deployed on more than one platform, provide this information for all platform options and indicate which platform you recommend based on the requirements provided in this RFP.  Include the percentage of your entire customer base currently using each platform and percentages for your customers in the energy/utility sector.  Also, indicate which platform you use to perform your primary development activities.

Security

Describe the application’s security model in detail.  Indicate whether authentication and authorization are performed by the application or if an external method is used.  If external, indicate what that method is.  If the system is capable of integrating with a third party directory service, list the products your system supports, including version numbers.  If a DBMS is utilized, provide details on how the data is secured.  If different levels of security are provided for different types of users (such as those with view only and those with update permissions) describe how your product ensures correct access levels.

Describe the methodology or tools you recommend for auditing/validating the system’s security.  Indicate whether the tools are integrated in your product, bundled with your product, or purchased separately.

Data

Describe how your system manages persistent data.  Include a logical data model with definitions of entities, elements and relationships.  If XML is used, provide schemas and identify any standard vocabulary used, such as DSML, SPML or others.  Identify any processes or tools required for data conversion and archival.  Indicate whether each tool is integrated with your product, bundled with your product, or purchased separately.  

Development/customization

Describe how customizations to your system are developed.  Include a list of tools and environments used and whether they are required or optional.  Indicate whether each tool is included with your product or purchased separately. 

Interfaces

Describe the available methods for interfacing to your system and indicate the recommended method.  Include information on the technology involved, such as an API or Web Service, as well as supported formats, such as flat files or the OAG Interface Specification.  Indicate whether the interface options are proprietary, third party, or open standards.  Identify any additional products available to interface with your solution.  Indicate whether they are required or optional and whether they are bundled with your product or purchased separately.  

Reporting

Describe the available technology for reporting from your system and indicate the recommended method.  Indicate whether the reporting technologies are proprietary or third party and whether they are integrated into your product, bundled with your product, or purchased separately.  

Upgrades

Describe your overall approach to product upgrades.  Include frequency of releases and upgrades and limits on support for prior versions.  If your product is available on multiple platforms (including DBMSs), indicate any lag between releases for the first platform and subsequent platforms.  Provide the general availability date and identification numbers for the last three releases of your product.

Describe the process of installing a new release.  Include a description of any conversion or migration tools and whether they are integrated into your product, bundled with your product, or purchased separately.  Also, describe how customizations are handled during a new release.  

Support

Describe your overall ability and approach to fulfilling customer service needs.  Include descriptions of your support for the functional, feature, and technical aspects of the system. Give specific product and service descriptions, including contact information, hours of operation, response times and support personnel qualifications.  Identify any limitations to the support described, such as unauthorized modifications or operation in a shared environment.

Describe your problem resolution process, including how problems are reported and problem escalation procedures.  Describe the environment you maintain to recreate customer problems and to test problem resolutions.  Be specific about the technical architecture of this environment, including hardware, operating systems, tools and DBMSs.

Describe any methodologies or tools you recommend for monitoring and troubleshooting your system.  Indicate whether the tools are integrated into your product, bundled with your product or purchased separately.






















































































