UNIX Security Checklist

This document provides a general UNIX security checklist, listing security requirements for a comprehensive, proactive security policy.  It checks these areas that are provided by SeOS Access Control, and leaves room to compare any other security solution to it.

	Feature
	SeOS
	Other

	Security Features 
	
	

	Delegate limited Superuser (root) capabilities to multiple users
	
	(

	Limit the power of root - scope Superuser access ability
	
	(

	Control access to assets through rules-based ACL’s
	
	(

	Protect sensitive files from unauthorized access (even from root users)
	
	(

	Limit access to operator commands
	
	(

	Actively protect privileged (suid) programs from execution and tampering
	
	(

	Limit access to root and other IDs through ACLs
	
	(

	Protect critical processes in the system (e.g. DB server, WEB server)
	
	(

	Provide active protection against Trojan horses, backdoors and traps
	
	(

	Control incoming and outgoing Internet connections
	
	(

	Control substitution of userids (Surrogate IDs)
	
	(

	
	
	

	Login Restrictions
	
	

	Day, time and calendar restrictions
	
	(

	Limit where the user can login from (host-a, modem, etc.)
	
	(

	Login method (e.g. telnet, ftp, rlogin)
	
	(

	Deny login with generic ID (e.g. oracle)
	
	(

	Pre-defined account expiration (contractor IDs)
	
	(

	Limit concurrent login sessions
	
	(

	Automatically revoke unused IDs
	
	(

	Automatic lock of x-terminals
	
	(

	
	
	(

	Authentication, Password Quality Control
	
	

	Password Quality Control (minimum length, mixed case, maximum repetition, etc.)
	
	(

	Password aging: minimum and maximum life span
	
	(

	Password history
	
	(

	Random password generated
	
	(

	Token device authentication, for any third part 
	
	(

	Encrypted login (any third party)
	
	(


	Administration
	
	

	Centralized multi-node administration
	
	(

	Generic rules (wildcards) for ease of management
	
	(

	Minimize administration through the use of roles and groups of assets
	
	(

	Support default access, exclusion and inclusion lists 
	
	(

	GUI application for administration
	
	(

	Limit administrators scope of authority with roles 
(security administrator, auditor, password officer)
	
	(

	Script languages (command level interface) that are English-like 
	
	(

	Administration of other security environments - UNIX
	
	(

	
	
	(

	Logging, auditing and alerts
	
	

	Identify and maintain original login id
	
	(

	Complete log of events from within the operating system
	
	(

	On-line tracing of security related events and violations
	
	(

	Log events by user, event type or resource
	
	(

	Login attempts (report success, failure or both)
	
	(

	Trace root activity (report success, failure or both)
	
	(

	File access attempts (report success, failure or both)
	
	(

	Sensitive programs executions (report success, failure or both)
	
	(

	Attempts to use Trojan horses and back doors (report success, failure or both) 
	
	(

	Process termination attempts (report success, failure or both)
	
	(

	Incoming and outgoing network connections (report success, failure or both)
	
	(

	Auditing tools for audit trail analysis
	
	(

	Protect audit files from unauthorized modification - even from root
	
	(

	Consolidate audit logs from distributed servers
	
	(

	Audit reduction capability
	
	(

	Interaction with third party alarm tools
	
	(

	
	
	

	Standards and Compatibility
	
	

	B1 (orange book) functional
	
	(

	External authentication devices
	
	(

	DCE compatibility
	
	(

	Access Control Lists (ACLs)
	
	(

	Compatible with mainframe security policies
	
	(

	NIS (Yellow Pages)
	
	(

	
	
	

	Architecture
	
	

	Modification to original operating system
	NONE!!!
	(

	Implemented at the Operating System level
	
	(

	Secured inter-process communication (not using shared memory or sockets)
	
	(

	Minimal performance overhead, not depending on network traffic
	
	(

	
	
	

	Application Security
	
	

	Support user defined abstract resources
	
	(

	Provide APIs for permission query
	
	(

	Consolidate the application audit trail with the general system audit trail
	
	(


