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	Policy Statement
	The Policy Statement is a clear and concise statement that establishes a restriction, expectation or requirement.  The Policy Statement should not include specific controls, procedures or standards that may change in a short period of time or are system or application dependent.

	Policy Owner
	The Policy Owner is the department, individual or combination of functions responsible for deploying policies and ensuring policy compliance. For example, a policy requiring audit rights as part of vendor contracting would be owned by Risk Management.  A policy requiring a background check of an employee would be owned by HR.  The policy may have multiple owners.

	Policy Value
	Explain the purpose of the policy, by discussing risk exposure associated with not having the policy or non-compliance. Note any reference to regulatory or legal requirements or industry practice.

	Policy Implementation 
	In certain cases, the policy may be further clarified by stating specific acceptable or unacceptable practice or means for policy implementation.  Acceptable practice should not be misinterpreted as procedure. An example is a user internet policy that prohibits misuse of the Internet during business hours.  Acceptable practice may be business related research, brief sessions (less than 5 minutes) to view personal finance activity, or other brief sessions.  A control to implement this policy would be a technical control disallowing access to adult or other prohibited sites.  A procedure might establish a process for monitoring user activity.  Policy implementation may address the scope of applicability, assessment of the policy and documentation or reporting that accompanies the policy and procedures.

Implementation will likely address:

· How the policy is communicated and to whom (Applicability or who is expected to follow the policy and process.)

· Monitoring expectations (e.g. daily, monthly, quarterly, annually review)

· Reporting requirements, if any and to whom.

· Statement of acceptable or expected practice. 

· Policy exceptions and handling, such as approvals.

· Dependencies for implementation (To implement policy certain tools are needed or events must first occur.) 

· Training requirements, if any.




	Compliance
	This section should suggest a level of concern or severity associated with a violation or recurring violations and indicate related actions that may be taken by that individual’s supervisor. This statement should explain how employees may be monitored and how violations of the policy will be handled or escalated.   For example, violation of a policy that prohibits disclosure of member information would result in potential employee termination, whereas a violation of a clean desk policy may result in supervisor reprimand with increasing discipline for recurring violations.  

	Procedure, Control Cross and Related Documentation Reference
	All security policies must have supporting procedures and, in some cases, very specific controls to implement and monitor policies.  This section points users to procedures and controls or critical source documentation or reports required by the policy, such as the requirement for the security charter.  For example, if a policy requires critical network servers to establish access controls that include advanced authentication, this section would reference the enabling procedure document, standard or control, such as dual passwords, pass phrase requirement, Random ID, token or other authentication method.




