
SendMail Approval Template for Middleware
Team Name:  Email and Collaboration Services
Software Products Supported: SendMail
Middleware Sudo Project Focal Point: Kevin E Martin/Raleigh/MSS
Product names, versions: SendMail
OS Platforms in scope for this request: UNIX/Linux
The following configuration details are to be used for management approvals, in userid team requests, and change management records:
Paste this section into the Request Record(s) submitted to the Userid Management Team.
Middleware Team Name: SMTP
Account: IGA
Servers:  Gateways, Anti-Spam (xx.dc1, xxx.dc2, xxsmtpXX)
Users Affected (add rows as needed):
	Userid
	Name
	Notes Mail Address
	Serial #
	Country Code

	postman
	
	
	
	


# ################################
# A- Standard BAU sudo entries:
#
# ################################
#
%my_midware_team ALL = NOPASSWD:/bin/chown imss.imss /opt/trend/imss/lib/lpt?vpn*,
/bin/cp /home/postman/lpt?vpn* /opt/trend/imss/lib,
/bin/rm -f /opt/Symantec/Licenses/*
/bin/su - mailwall -c *,
/bin/rvim /etc/httpd/conf/httpd.conf,
/etc/init.d/S99ISIMSS *,
/etc/rc3.d/S98dbctl *,
/etc/rc3.d/S99CMAGENT *,
/etc/rc3.d/S99FOXDNS *,
/etc/rc3.d/S99IMSSUI *,
/etc/rc3.d/S99MONITOR *,
/opt/symantec/sbas/Scanner/sbin/register.sh,
/opt/trend/imss/bin/perfmon,
/opt/trend/imss/script/S99IMSS *,
/relay/bin/chk_access,
/relay/bin/cp_imss *,
/relay/bin/links_fix.ksh,
/relay/bin/sendmail *,
/relay/bin/startsendmail.imss,
/relay/bin/startsendmail.proc,
/relay/bin/stopsendmail.imss,
/relay/bin/stopsendmail.proc,
/relay/bin/stoptomcat,
/sbin/service httpd *,
/sbin/service mysql.server *,
/sbin/service mysql.server start,
/sbin/service mysql.server stop,
/sbin/service named *,
/sbin/service named start,
/sbin/service named stop,
/sbin/service sendmail *,
/sbin/service sendmail restart,
/sbin/service sendmail start,
/sbin/service sendmail stop,
/sbin/service sshd *,
/sbin/service sshd-rt *,
/sbin/service syslog *,
/sbin/service syslog start,
/sbin/service syslog stop,
/sbin/service tomcat4 start,
/sbin/service tomcat4 stop,
/usr/bin/faillog -u postman,
/usr/bin/lssec -f /etc/security/lastlog -s * -a  unsuccessful_login_count,
/usr/bin/startsrc -s named *,
/usr/bin/startsrc -s sendmail *,
/usr/bin/startsrc -s ssh20022,
/usr/bin/startsrc -s ssh50000,
/usr/bin/startsrc -s sshd10022,
/usr/bin/startsrc -s syslogd,
/usr/bin/stopsrc -s named,
/usr/bin/stopsrc -s sendmail,
/usr/bin/stopsrc -s ssh20022,
/usr/bin/stopsrc -s ssh50000,
/usr/bin/stopsrc -s sshd10022,
/usr/bin/stopsrc -s syslogd,
/usr/bin/top,
/usr/bin/topas,
/usr/local/bin/links_fix.ksh,
/usr/sbin/dmidecode,
/usr/sbin/rndc status,
/usr/sbin/sendmail *
#
Cmnd_Alias   MSS_RVIM_NEG  =  !/usr/bin/rvim *[\:space\:]/* *,!/usr/bin/rvim *..*, !/usr/bin/rvim *./*
Cmnd_Alias   MSS_CHMOD_NEG = !/usr/bin/chmod *[\:space\:]/* *,!/usr/bin/chmod *..*,!/usr/bin/chmod *./*
Cmnd_Alias   MSS_CHOWN_NEG = !/usr/bin/chown *[\:space\:]/* *,!/usr/bin/chown *..*,!/usr/bin/chown *./*
Cmnd_Alias   MSS_MKDIR_NEG = !/usr/bin/mkdir *[\:space\:]/* *,!/usr/bin/mkdir *..*,!/usr/bin/mkdir *./*
Cmnd_Alias   MSS_RMDIR_NEG = !/usr/bin/rmdir *[\:space\:]/* *,!/usr/bin/rmdir *..*,!/usr/bin/rmdir *./*
Cmnd_Alias   MSS_TVI_NEG   =   !/usr/bin/tvi *[\:space\:]/* *,!/usr/bin/tvi *..*,  !/usr/bin/tvi *./*
Cmnd_Alias   MSS_RM_NEG    =    !/usr/bin/rm *[\:space\:]/* *,!/usr/bin/rm *..*,   !/usr/bin/rm *./*
Cmnd_Alias   MSS_CAT_NEG   =   !/usr/bin/cat *[\:space\:]/* *,!/usr/bin/cat *..*,  !/usr/bin/cat *./*
Cmnd_Alias   MSS_CP_NEG = !/usr/bin/cp * *[\:space\:]/* *[\:space\:]/* *, !/usr/bin/cp * *..*, !/usr/bin/cp * *./*
Cmnd_Alias   MSS_MV_NEG = !/usr/bin/mv * *[\:space\:]/* *[\:space\:]/* *, !/usr/bin/mv * *..*, !/usr/bin/mv * *./*
#
Cmnd_Alias SM_GROUP_NEGATE=MSS_RVIM_NEG,MSS_CHMOD_NEG,MSS_CHOWN_NEG,MSS_MKDIR_NEG,MSS_RMDIR_NEG,MSS_TVI_NEG,MSS_CP_NEG, MSS_MV_NEG, MSS_RM_NEG, MSS_CAT_NEG
%my_midware_team ALL = SM_GROUP_NEGATE
#
# ################################
# B- Standard Change/Installation Window entries:
# ################################
#
%my_midware_team ALL = /opt/bigbrother/bbc/install/bbconfig,
/opt/bigbrother/bbs/install/bbconfig,
/opt/symantec/sbas/ControlCenter/uninstall.sh,
/opt/symantec/sbas/Scanner/UninstallerData/Uninstall,
/relay/bin/patchinstall *,
/relay/package/base/isinst *,
/relay/package/base/isinst.sh *,
/var/spool/logs/SBAS_605/install
#
Cmnd_Alias   MSS_RVIM_NEG  =  !/usr/bin/rvim *[\:space\:]/* *,!/usr/bin/rvim *..*, !/usr/bin/rvim *./*
Cmnd_Alias   MSS_CHMOD_NEG = !/usr/bin/chmod *[\:space\:]/* *,!/usr/bin/chmod *..*,!/usr/bin/chmod *./*
Cmnd_Alias   MSS_CHOWN_NEG = !/usr/bin/chown *[\:space\:]/* *,!/usr/bin/chown *..*,!/usr/bin/chown *./*
Cmnd_Alias   MSS_MKDIR_NEG = !/usr/bin/mkdir *[\:space\:]/* *,!/usr/bin/mkdir *..*,!/usr/bin/mkdir *./*
Cmnd_Alias   MSS_RMDIR_NEG = !/usr/bin/rmdir *[\:space\:]/* *,!/usr/bin/rmdir *..*,!/usr/bin/rmdir *./*
Cmnd_Alias   MSS_TVI_NEG   =   !/usr/bin/tvi *[\:space\:]/* *,!/usr/bin/tvi *..*,  !/usr/bin/tvi *./*
Cmnd_Alias   MSS_RM_NEG    =    !/usr/bin/rm *[\:space\:]/* *,!/usr/bin/rm *..*,   !/usr/bin/rm *./*
Cmnd_Alias   MSS_CAT_NEG   =   !/usr/bin/cat *[\:space\:]/* *,!/usr/bin/cat *..*,  !/usr/bin/cat *./*
Cmnd_Alias   MSS_CP_NEG = !/usr/bin/cp  *[\:space\:]/* *[\:space\:]/* *, !/usr/bin/cp *..*, !/usr/bin/cp *./*
Cmnd_Alias   MSS_MV_NEG = !/usr/bin/mv  *[\:space\:]/* *[\:space\:]/* *, !/usr/bin/mv *..*, !/usr/bin/mv *./*
#
Cmnd_Alias SM_GROUP_NEGATE=MSS_RVIM_NEG,MSS_CHMOD_NEG,MSS_CHOWN_NEG,MSS_MKDIR_NEG,MSS_RMDIR_NEG,MSS_TVI_NEG,MSS_CP_NEG, MSS_MV_NEG, MSS_RM_NEG, MSS_CAT_NEG
%my_midware_team ALL = SM_GROUP_NEGATE
#

