
Secure Media Destruction - Standards and Implementations

Classification

The Secure Information and Classification Standard document formalizes this responsibility and defines a framework for categorizing information according to the perceived risk to corporate.

An inventory of what information is being worked with, where it is stored, and what classification the information has, must be performed. Appropriate protective actions cannot properly be made without knowing what is to be protected.

All data storage mediums must be properly labeled with the date of creation and the sensitivity of the information that is stored on the medium. For all storage mediums that are not marked and where the classification of data cannot be determined, they must be treated as the highest level of sensitivity and must be sanitized / destroyed accordingly.
Execution

It is important to recognize that almost all operating system commands designed to delete data or format disks do not, in fact, remove all data. Commands or actions like, “format, del, rm, or dragging to recycle/trash bin” only sets a flag to notify the file system that the data in the space has been marked for deletion and that the data is allowed to be overwritten. Most of the actual file data remains on the storage device and there are a number of forensics products that can read this data and produce a clear picture of what data had been stored in the files prior to deletion. Therefore, unless vendor supplied operating system commands and utilities have been specifically designed to sanitize data, they should not be considered as acceptable methods of data destruction.

The standard method used to destroy data on magnetic media is called “Disk Wiping”. This is achieved by overwriting every addressable location with one pattern (usually binary 'ones') and then with the complementary pattern (e.g., binary 'zeros'). This cycle of overwrites is then repeated a number of times, where the number of passes is based on the classification of data. Note that any binary pattern can be used, so long as the opposite or complementary pattern is written during the next pass, for any given number of cycles greater than a single pass. In order to ensure that the media overwrite procedures are correctly undertaken, the following steps are recommended: 

Overwrite all the data bit locations with a pattern such as binary zeros, and verify that it has occurred.

Overwrite all the data bit locations with binary ones (or the complement of whatever pattern was used in the previous step), and verify that it has occurred. Verification of the overwrite may be accomplished by reading all or a sample of the information (proportion based on a risk assessment), and ensuring that no other characters can be detected. 

Repeat the above steps a number of times depending on the sensitivity of the information contained on the media.

An alternative method to Disk Wiping is Degaussing, also referred to as demagnetizing. This is a procedure that reduces the magnetic flux density (coercivity) to zero by applying a reverse magnetizing field. Degaussing is quicker and, like Disk wiping, it renders any previously stored data on magnetic media unreadable. Degaussing is the most reliable method of purging magnetic media short of destruction.  The process of Degaussing is where the storage media is subjected to a powerful magnetic field to nullify the data on the media. 

Warning: Degaussing will make the media inoperable. Therefore, it is advisable that you do not use this method if the media needs to be reused and/or has resale value.
Paper, microfiche, microfilm, optical disks and related storage media cannot be overwritten and must be destroyed in an approved disintegrator or by burning/smelting under the control of a qualified and authorized person. Destruction of volatile media should be by means of an approved method. Destruction of hard disk and volatile memory should occur by melt, smelt, grind, disintegration, pulverization. Floppy disk media should be destroyed by an approved method.  For media that has contained highly sensitive data or for media that they cannot be wiped or degaussed (e.g., CD-ROM's), destruction of the media is the most effective means of ensuring that the data cannot be recovered. Destruction of the media can be accomplished via a number of methods; shredding disk platters, grinding the surfaces off of CD's, incinerating tapes, etc. 

NOTE: Nothing less than complete destruction of any media should be considered where the medium was used to store, whether temporarily or permanently, personal (e.g. SSN, credit card) or sensitive information (e.g. source code).
In order to be effective, the destruction has to be thorough. A simple whack with a hammer, for example, would leave the majority of the data on the media readable and thus would not be considered an acceptable method. Company information should be destroyed / disposed of using a method that ensures the company information cannot be recovered or reconstructed.  Appropriate/approved methods for destroying/disposing of media are outlined in the following table (based on NIST SP800-88).

	Audiotapes/ Videotapes
	If media is to be reused, recycling of media is acceptable by degaussing or overwriting with non-sensitive material

Else, acceptable forms of destruction include 

Pulverizing, Disintegration, Smelting, Incineration.
	Data destruction is not necessary; medium may be reused or disposed of in an appropriate manner.

	Computerized Data/ Hard Disk Drives
	If media is to be reused, minimal of 7 Pass Wipe with validation (DOD-7) which is based on DOD 5220.22-M standard

Else, Acceptable forms of destruction include

Pulverizing, Smelting, Incineration, destroying the magnetic surface using abrasive material.
	Minimal of 3 Pass Wipe with validation (DOD-3) which is based on DOD 5220.22-M standard

Or

Magnetic Degaussing
	Full Disk Reformatting
	Quick Format or Deletion

	Computer Data/ Solid State Memory Devices (Compact Flash, SD Cards, Flash Memory, PROMs, NVRAM, SmartCards, etc.)
	If media is to be reused, minimal of 7 Pass Wipe with validation (DOD-7) which is based on DOD 5220.22-M standard

Else, Due to “Wear level” features of most common Solid State devices,  Pulverizing, Smelting, or Incineration are acceptable methods
	Minimal of 3 Pass Wipe with validation (DOD-3) which is based on DOD 5220.22-M standard

 
	Full Storage Reformatting
	Quick Format or Deletion



	Computer Diskettes (Flash Media, Removable Media)
	If media is to be reused, minimal of 7 Pass Wipe with validation (DOD-7) which is based on DOD 5220.22-M standard

Else, Pulverizing, Disintegration, Smelting, and Incineration are acceptable methods
	Minimal of 3 Pass Wipe with validation (DOD-3) which is based on DOD 5220.22-M standard

Or

Magnetic Degaussing
	Full Disk Reformatting
	Quick Format or Deletion

	Media used for WORM applications (Optical Disks, Magnetic Tape, HDD)
	Media used for “write once-read many” (WORM) purposes cannot be altered or reused, making Pulverization, Smelting, Incineration, or destroying the magnetic surface using abrasive material,  the appropriate means of destruction/disposal
	Data destruction is not necessary, medium may be reused or disposed of in an appropriate manner.

	Optical Disks

(CD-ROM, CD-R, CD-RW, DVD-ROM, DVD-RAM, DVD±R, DVD±RW)
	 Acceptable forms of destruction for non-eraseable media include

Pulverizing, Smelting, Incineration, destroying the surface using abrasive material.

If media is to be reused, rewritable media should use Full disk erase method 


	Non-erasable media should be destroyed in accordance with “high confidentiality “ data

Rewritable media should use Quick disk erase method
	Data destruction is not necessary, medium may be reused or disposed of in an appropriate manner.

	Handheld Devices (CellPhones, Personal Assistants (PDA) (Palm, PocketPC, others) 
	Acceptable forms of destruction include Pulverizing, Smelting, or Incineration.

If device is to be reused a

Cold Reset, Zero-Out Reset or manufacture suggested reset procedure that wipes all data and restores the device to original factory defaults should be performed.
	All data should be deleted

	Microfilm/ Microfiche
	Microfilm or microfiche cannot be altered or reused, making crosscut shredding, pulverization, disintegration, smelting, or incineration an appropriate means of destruction/disposal

 

 
	Data destruction is not necessary, medium may be reused or disposed of in an appropriate manner.

	  Paper records
	Paper records should be destroyed/disposed of in a manner that leaves no possibility for reconstruction of information. Appropriate methods for destroying/disposing of paper records include:  burning, crosscut shredding, pulping, or pulverizing.
	Data destruction is not necessary, medium may be reused or disposed of in an appropriate manner.


In the event an approved method of data  destruction can not be achieved, the use of an approved vendor should be utilized to procure tools or services necessary to perform data destruction according to the standards above. If using 3rd party services to perform data destruction services, proper chain of custody documentation should be kept and a certificate of destruction must be obtained to ensure accurate inventory until the destruction of data has been completed.

NOTE: 3rd party parcel carriers are not approved to handle/secure sensitive data, therefore if 3rd party data destruction services are needed, a corporate employee or designate, will need to locate and personally deliver the media to a  local 3rd party service provider that has been approved/authorized by Information Security.
Validation

Validating that all restricted information has been securely removed and documenting the procedure used are critical steps in the sanitization process. The specific method of verification can vary depending on the specific media types. To facilitate in validation and to provide a record of sanitization efforts, each team that handles the destruction/disposal of data should develop a documentation procedure. The following information should be documented when performing sanitization of media: 

· Organizational unit/department performing sanitization 

· Description of item being sanitized 

· Make/model of media (if applicable) 

· Serial number(s)/Property Number(s)

· Sanitization method used (clear, purge, destroy) 

· Date conducted 

· Person performing sanitization 

· Reason for sanitization (disposal, internal reuse, external reuse, returned to manufacturer, or other) 

Exceptions under this policy must be detailed in a Risk Acceptance form approved by the System/Application Business Owner, an Executive Line of Business representative and the IT Custodian and the Information Security Compliance Department.

