
Managing Logical Notes Access

Logical Access Standards

Logical Access Standards in Domino/Notes Environments

MSP configures systems in Lotus Domino/Lotus Notes with the following logical access standards.

	Stage
	Description

	1
	MSP requires that server access be restricted to a discrete set of users, in one of two ways:
Alternative A: By explicitly naming users who can access the server:

· Setting “Alloy anonymous Notes connections” to No on all servers.

· Checking “Access Server” to “Users listed in all trusted directories” on all servers.

· Leaving empty the “Access Server” setting on all servers (i.e., no additional groups or users can access the environment other than those in the trusted directories).

· For all users not certified by one of the customer’s O/OU combinations (such as contractors/MSP personnel/business partners), creating a Person Document in the main Domino Directory.

OR

Alternative B: By cross-certifying users individually along with other settings:

· Setting “Alloy anonymous Notes connections” to No on all servers.

· Setting the “Access Server” setting to an “All User” group in the Directory that includes only Company authorized users.

· If “guest users” (e.g., from a partner company) need to access the server:

· Adding a “Guest User” group to the “Access Server” setting.

· Cross-certifying foreign users (including MSP personnel) individually rather than at the OU or O level.

· Adding all allowed foreign users to the Guest User group.

	2
	Configure technical settings and establish processes to safeguard against unauthorized access (not required, but strongly recommended by MSP):

· “Not Access Server” specified to a Deny Group. 

· User delete process includes membership in Deny Group as appropriate.

	3
	Use the Certificate Authority (CA) process (available in version R6 onward) for user ID management rather than cert files, especially if the Directory allows usage by those without a Person Document (not required, but encouraged by MSP). 

	4
	MSP requires one of two security refresh measures to ensure (i) each user can use multiple copies of his/her ID file (e.g., one on his/her laptop and one on his/her desktop), and (ii) “old” or “compromised” copies of an ID file will not work after refresh:

· Password checking, or

· Certificate checking.


Varying the Standard

The table below describes what to do if the customer requests a variance on the standard.

	Stage
	Description

	1
	The Client Manager creates a ticket requesting the change to the standard.

	2
	The Client Manager drafts a Service Variance Order identifying the variance to the standard 

	3
	Customer signs the Service Variance Order, accepting responsibility for this change.

	4
	The Client Manager forwards the signed change order to Contracts Administration / Legal

	5
	The Client Manager escalates the ticket to the technology owners to change the standards

	6
	Technology owners change the standard for the customer

	7
	The Client Manager closes the ticket.


Associated Controls/Audit Mechanisms

The following table lists the controls and the audit mechanisms that are associated with this document.

	Control
	Audit Mechanism

	2.1 Responsibility and ownership for managing logical access and security is assigned to and understood by appropriate personnel.
	Inquired of MSP security personnel as to their understanding of, and compliance with, responsibilities for logical access and security.

	2.2  A logical access policy and procedures are documented and updated.
	Inspected the logical access policy and procedure to ascertain whether such policy exists, whether procedures governing logical access and general security are documented, and whether the policies and procedures are updated on an annual basis.

	2.3  Access to Customer production environments (e.g., network, operating system, and database) is appropriately authorized.
	For a sample of MSP employees and contractors hired, inspected e-mail communications and/or help desk tickets to ascertain whether access privileges to the Customer production environments were properly authorized.

	2.4  Access rights to Customer production environments (e.g., network, operating system, and database) are removed in a timely manner for separated MSP employees and contractors.
	For a sample of separated MSP employees, inspected separation lists, e-mail notifications, help desk tickets and access privileges to ascertain whether access rights were appropriately removed from Customer production environments in a timely manner.

	2.5  Customer access requests to the MSP managed  production environment (e.g., network, operating system, and database) are documented and require approval from
an Authorized Customer Representative.
	For a sample of Customer access requests, inspected help desk tickets, e-mail communications and Customer contracts to ascertain whether the request was approved by an Authorized Customer Representative.  
 

	2.6 Where customer technology feature permits, access to Customer production environments (e.g., network, operating system, and database) is authenticated with a unique user ID and password. Standard password composition rules and account lockout settings are in place, as defined in MSP’s logical access policies.
	For a sample of Customer production environments, where technology permitted, inspected user account settings to ascertain whether unique user IDs and passwords are required.  

For a sample of Customer production environments, where technology permitted, password composition rules and account lockout settings were inspected to ascertain compliance with MSP’s logical access policies.  For deviations from the MSP policy, obtained Change Orders authorized by the Authorized Customer Representative.  

	2.7  On a semiannual basis, MSP employee access to Customer production environments (e.g., network, operating system, and database) is reviewed to validate access is appropriate and discrepancies are corrected.
	For a sample of Customer production environment access reviews, inspect tracking worksheet listings and a sample of user access listings supporting the semiannual recertification of user access in order to ascertain whether the review was performed and identified discrepancies (if any) were corrected.

	2.10  Access to the Firewalls is restricted to authorized MSP personnel.
	Inspected the list of users with privileged access to the MSP Firewalls to ascertain whether access was documented, authorized and appeared appropriate based upon current job responsibilities.
 

	2.11 On a monthly basis, MSP compares employee separations against the Active Directory network listing of accounts to validate that access has been appropriately removed.
	For a sample of months, inspected help desk tickets, Active Directory network account listings and separations listings to ascertain whether the review was performed and whether identified discrepancies (if any) were corrected.



