Sample Windows User Rights Assignments

Suggested, Windows computers reference which users or accounts have rights to perform specific functions by modifying User Rights. 
	User Right
	Possible Problems
	Domain Controller
	Standalone/ Member

Server
	Professional

	Access this computer from the network
	Stolen administrator accounts can be used over the network. Removing the right from the administrator accounts forces these users to have physical access to the system in order to access resources.
	Domain Users (remove Administrators from this right)
	Domain Users
	None

	Act as part of the operating system
	Acting as part of the operating system overrides all other rights, permissions, or privileges.
	None


	None


	None



	Add workstations to the domain


	Users with this right could add another domain controller to the network and obtain a copy of the SAM database.
	Administrators Custom*


	None


	None



	Backup files and directories


	Users with no permissions for certain files or folders can make backup copies. When combined with the Restore Files and Directories right, this right can allow unauthorized users to obtain copies of critical files.
	Backup Operators


	Backup Operators


	Backup Operators



	Bypass traverse checking


	Allows access to files or folders regardless of the user’s permissions to the parent folder. In other words, prevents the inheritance of permissions.
	Administrators, Servers Operators, and Backup Operators


	Administrators (“Users” seems to be required for IIS)


	Administrators



	Change the system time


	Resetting the system time can seriously impact or destroy audit trails. System time can effectively disable Kerberos security.
	Administrators


	Administrators


	Administrators and Power Users



	Create a pagefile
	
	Domain Admins
	Administrators


	Administrators



	Create a token object
	Allows the creation of a security access token. This right should never be given to any user.
	None


	None


	None



	Create permanent shared objects
	
	
	
	

	Debug programs


	Allows the user to debug other processes and threads. Users with this right could modify programs to run malicious code.
	None (except in off-Internet development)


	None (except in off-Internet development)


	None (except in off-Internet development)



	Force shutdown from a remote system
	
	
	
	

	Generate security audits
	
	
	
	

	Increase quotas
	
	
	
	

	Increase scheduling priority


	This allows a user to increase the priority of a process. Setting a process’s priority too high, can consume system resources creating a denial of service attack.
	Administrators


	Administrators


	Administrators



	Load and unload device drivers
	Granting this right to a user could allow a Trojan Horse device driver to be loaded.
	Administrators


	Administrators


	Administrators



	Lock pages in memory


	A user could use this right to launch a denial of service attack.
	None


	None


	None



	Log on as a batch job
	
	
	
	

	Log on as a service


	The user could log on as a service with full control of the system. Some accounts, such as virus scanners, require this right and should be closely monitored.
	Replicators


	None


	None



	Log on locally


	Known security bugs (such as GetAdmin) can escalate users permissions if run from the local console.


	Administrators Server Operators and Backup Operators


	Administrators Server Operators and Backup Operators


	Administrators and Authenticated Users



	Manage auditing and security log
	Allows viewing and clearing of the audit logs. An attacker could clear the security log to erase evidence of the attack.
	Administrators


	Administrators


	Administrators



	Modify

firmware environment values
	Environment variables can be modified to point to malicious programs.
	Administrators, Server Operators, and Backup Operators
	Administrators


	Administrators



	Profile single process
	
	
	
	

	Profile system performance
	
	
	
	

	Replace a process level token
	A user with this right could replace a security access token of a process with a different token.
	None


	None


	None



	Restore files and directories
	Users with this right can restore files regardless of their permissions. If a user has both the Backup and Restore rights, the user could backup a malicious file from one location and use it to overwrite critical system files or to plant a backdoor. In high security environments, the Backup and Restore rights should not be given to the same users. In many systems, however, this is not a viable solution.
	Backup Operators, or create a custom “Restore Operators” group.


	Backup Operators, or create a custom “Restore Operators” group.


	Backup Operators, or create a custom “Restore Operators” group.



	Shut down the system
	Users could bring the system down in the middle of critical jobs or while users are accessing system resources.
	Administrators and Server Operators


	Administrators


	Authenticated Users



	Take ownership of files or other objects
	A user that can take ownership of files or objects can then modify the permissions to give him/herself full access.
	Administrators


	Administrators


	Administrators




