
Security Service Assessment SOW
Service Description
MSSP provides comprehensive security consulting services to meet the needs of current and future voice and data network configurations and the emerging Internet/Intranet marketplace.  We provide highly specialized security engineering services to customers operating in enterprise environments that have high-security and multi-level security needs.  In addition to our security consulting services, we provide a full range of enterprise security management services to allow complete outsourcing of network security infrastructure management. 

MSSP offers a security service assessment that is tailored to evaluate your critical information streams for voice and/or data.   We provide a three-tiered evaluation and deliver a detailed report with findings and recommendations to mitigate or minimize vulnerabilities or deficiencies.   The three-tier evaluation of a selected network – voice or data will include:

A. Threat and Risk Assessment

B. Penetration Testing* and Vulnerability Evaluation

C. Security Policy, Standards, Guideline Review

* - Penetration Testing is defined as controlled tests that are an exposure analysis of vulnerabilities and deficiencies without ‘denial of service’ as part of attack.

Why MSSP?

MSSP’s experience and expertise in working with its partners, clientele, and the ability in securing its own network has allowed MSSP to provide and recommend secure solutions at an optimal level. MSSP’s Systems Integrity (SI) organization is responsible for securing the network as well as the rest of MSSP’s resources – people, property and assets.  Within SI resides the Enterprise Security Task Force (ESTF​), this organization is composed of approximately 220 professionals that provide a broad range of asset and network protection such as: 

· Voice network controls

· Access authentication 

· Virus protection 

· Web security 

· Intrusion detection monitoring

· Encryption 

· Risk assessment 

· Penetration testing 

· Security standards development and compliance 

· Physical security

· Crisis management 

· Security awareness 

· Security integration 

Systems Integrity was created in 1988 as the corporate security entity responsible for safeguarding MSSP’s physical, electronic and intellectual assets.  Systems Integrity created and developed an internal investigative and technical expertise as part of a multi-disciplinary risk-minimizing program to detect, deter and prosecute telecommunications thieves, hackers and others intent on subverting the assets of the company.  

It was rightly perceived in the evolution of Systems Integrity’s asset protection program for MSSP, that the same issues confronted MSSP customers. Systems Integrity created a program that provides telecommunications risk management and awareness to customers to support them in better managing their own systems exposures.  

Systems Integrity provides security services to such industries as:

· Insurance

· Government

· Finance

· Healthcare

· Transportation

· High Technology

· Consumer products

· Aerospace

By partnering with the customer, MSSP has been able to provide an ongoing success story. Through this relationship, MSSP is able to analyze a customer’s network, functionality and security related issues.   While keeping the customer’s business objectives in mind, MSSP is able to provide a focused, in-scope-consulting plan that is part of an overall security strategy. 

On-Site Voice Network Security Assessment Service

Voice Network Threat and Risk Assessment

Definition of Threat and Risk Assessments 

· Threat is any circumstance or event with the potential to cause harm to a system in the form of destruction of equipment, disclosure, interception, and/or denial of service. 

· Risk is the probability that a particular threat will exploit a specific vulnerability of the telecommunication system.  We determine the magnitude (high, moderate or low) in each identified area needing safeguards.  Risk assessment is a component of risk management, which is the total process of identifying, controlling, and eliminating or minimizing uncertain events that may affect system resources.  

Service: Our threat and risk assessment provides an on-site physical, technical, and electronic perimeter security inspection that results in a consolidated matrix identifying each area against a threat and risk level. We provide an examination of actions and events that might adversely affect the network or operation.  In addition, the assessment looks at methods used to exploit vulnerability in a system, operation, or facility.  The examination will also include a physical security assessment of the voice network’s critical components with access control recommendations.  

Additionally, through interviews with your telecommunications staff, CPE vendors and MSSP account teams, we will recommend practices and configurations that will minimize exposure to common voice network frauds and other circuit vulnerabilities.  Security recommendations and solutions will be based in direct correlation to your business needs while using MSSP products and telecommunication services. 

As an example, we would address the following:

Physical Security Methodology – Review of minimum physical security standards and practices in facilities and especially areas where key switches are located (MDF) s, closet access (IDF) s, phone equipment sensitivity and other environmental aspects.

Voice Network Penetration Testing and Vulnerability Evaluation 

Definition of Penetration Tests and Evaluation – Penetration testing is an electronic examination and analysis of the security safeguards of a system as they have been applied in an operational environment to determine the security posture of the system.  Security testing is the process used to determine if the protection features of a system are effectively implemented.

Service: This service will provide a thorough examination of your voice network system from the outside.  This is conducted through hands-on functional and penetration testing with sophisticated electronic tools.  We will identify the vulnerabilities of your system that may be exploited by intruders and unauthorized access by others.  A professional team will operate without previous knowledge of your system configuration and will identify all areas of the system that may be at risk.  This provides an impartial and unbiased assessment. 

As an example, we would address the following:

Configuration Management Methodology – Review and recommend an approach to security management practices on devices that require secure communications such as PBX voicemail etc.

Following the vulnerability audit, we will analyze the results with your telecommunications management staff and recommend configuration changes based on the business need.  Additional products and services may be suggested for further network security control and maintenance of the voice network.  A final report will define all recommended configuration changes and solutions.  

As a follow up value-added service, if you currently have a dedicated telecommunication maintenance group, we will provide you with a self-audit package that would be reviewed by Counter Intrusion Technical Security.  This is excellent for periodic reviews of your system configurations and implemented measures. 

Voice Network Security Policy, Standards, Guideline Review

This service provides a comprehensive review your voice network security program.  This includes an evaluation of security policies, practices, procedures, security awareness, training curriculum, and the overall effectiveness of the security program.

Our security analysts will interview a cross section of your management and security personnel, review security policies and documentation, and evaluate the effectiveness of this program in meeting the overall security goals of the company.  Upon completion, we will record, within the final assessment report, any significant strengths and weakness of your voice network security program and make specific recommendations for any needed improvements through development, revision or consolidation.

As an example, we would address the following:

Administrative/Procedural Security – Evaluate your policies and procedures and employee accountability to secure physical and electronic access to PBXs and CPE (Customer Premises Equipment).

The complete Voice Network Security Assessment Service takes typically one week for a voice network system of up to 299 lines.  It includes the complete Physical, Technical and Electronic Perimeter Evaluation and Report.

Data System Security Consulting & Assessment Services

Information security and managing the risks associated with information and automated systems have reached heightened levels of concern.  The business environment has changed because of the rapid growth of technology.  This has brought about intricate network designs, configurations and operations that are richly connected.  

Now, more than ever, information is the key discriminator of business successes or failures, and security protects that commerce capability.  The primary focus of information security is the protection of information which in turn will provide continuous data availability, integrity and confidentially.

Data System Threat and Risk Assessment

Definition of Threat and Risk Assessments – Threat is any circumstance or event with the potential to cause harm to a system in the form of destruction, disclosure, modification of data, and/or denial of service.  

Risk is the probability that a particular threat will exploit a specific vulnerability of the data system.  We determine the magnitude (high, moderate or low) in each identified area needing safeguards.

The risk assessment component brings vulnerabilities, threats, likelihood of loss or impact, and theoretical effectiveness of safeguards together for examination.   It weighs known or perceived threats with known or perceived system vulnerabilities to determine the magnitude of risk present when the system is operating.

System definition: The term “system” will consist of two mutually dependent components; the platform and the environment.  The platform will consist of hardware, software and firmware products.  The environment will consist of physical, procedural and administrative aspects in which the platform operates.

Service:  We will provide a thorough on-site security evaluation of the client’s system.  We will interview system administrators, information system managers, security personnel and a cross-section of end users to acquire various perceptions of system stature.  We are looking for vulnerabilities or deficiencies in the system security procedures, system design, implementation, internal controls, and so forth, that could be exploited to violate system security policy.

A physical security specialist will evaluate the environment.  The environment offers protection to the platform, while the platform protects the information.  Physical security mechanisms like back-up power, door locks, badge systems, location and a myriad of other controls will be assessed.  The prime concerns are the likelihood that a threat will be realized and its impact on the system.

Our analysts will use automated configuration analyzers, as well as a hands-on evaluation of system configuration files and settings.  Automated tools are primarily targeted at Unix, Novell and Windows NT systems. All output generated by the automated analysis tools will be provided to you. Other operating systems, applications and network components will be assessed manually and using state of the art software tools by professionals experienced with the security configurations of each type of system.  Once completed, the information will be compiled in a matrix identifying each area that was inspected against a threat and its risk level.  An examination of all actions and events that might adversely affect the platform or environment will be provided.  

Our security analysts analyze the security posture of operating systems (OS), database management systems, network components (e.g., routers, hubs, switches, etc.), and key network services.  They also examine the security configuration of application-specific security for applications that provide their own security features. Our specialist will review your internal network topology and data flow.  This assessment includes review and assessment of internal router configurations and protocol suites with recommendations regarding their security implications. 

Once an analysis of the network and its configurations is accomplished, the results will be provided in the final report describing the current security posture and evaluation of that posture.  These results are analyzed in respect to your security mission, policy, and available security features of the network components (OS, software, hardware, etc.).  We will provide specific recommendations for reducing the vulnerabilities of the threats discovered.

Data Network Penetration Testing and Vulnerability Evaluation 

Definition of Penetration Tests and Evaluation – Penetration testing is an examination and analysis of an aggression to the security safeguards in the platform to determine the security posture of the network.  Security testing is the process used to determine that the security features of a system are effectively implemented.

Service:  We will conduct a brief attack session of your network to gather data.  This service provides an examination of your platform from the outside.  Using automated test tools, we identify the vulnerabilities of your network that are visible to intruders.  Our security analysts will operate “blind”, that is, with no prior knowledge of your internal system configuration other than the IP addresses to be scanned.  We use the best-automated tools for vulnerability scanning.  These tools conduct an exhaustive check of known “weak spots”.  Our analysts then develop penetration scenarios that demonstrate how vulnerabilities could be used to gain access or otherwise disrupt your platform.  These scenarios illustrate the use of the same tools, such as the Crack password guessing program, and manual exploitation techniques that could be employed by intruders.

Our analysis tools will identify vulnerabilities on networks that are visible via the Internet, including UNIX, Windows NT, Novell, and on systems that have services accessible from the Internet.  Our examination will include brute force attacks, denial of service attacks, Remote Procedure Call (RPC) service scanning, Internet Protocol (IP) spoofing, and much other known vulnerability.  We will also analyze such configurations as File Transfer Protocol (FTP), and Network File System (NFS).

Following the penetration test, and as part of the analysis, we will interview system administrators to determine which audit logs and alarms were generated during the testing.  This review allows us to assess the ability of your systems to detect intrusion attempts.

Pursuant to the external penetration testing, we will conduct an internal network vulnerability analysis using other automated tools.  The focus of this internal review is on server platforms and other network components.

Once the assessment of network vulnerabilities is accomplished, we provide a report identifying each test that was performed, the information that was gathered regarding your network, vulnerabilities identified, and recommendations for corrective action.  Our report will describe the penetration scenario used.  It will enable you to understand the type of intrusion that might be successful against your system, the risks associated with performing business on the Internet, and actions that can be taken to minimize the risks.

Data Network Security Policy, Standards, Guideline Review

This service provides a comprehensive review of your data network security program. We will review and assess:

· Policies and procedures

· Security awareness

· Measurement and monitoring 

· Technology upkeep

· Security program effectiveness

· Training curriculum

Our security analysts will review data network security policies, documentation, practices, procedures, and evaluate the effectiveness of this program in meeting the overall security goals of the company.  Upon completion, we will compile our findings in a final assessment report that describes the significant strengths and weakness of your security program and makes specific recommendations for any needed improvements, through development, revision or consolidation.

As an example, we would address the following:

· Firewall Rule Review – Review the rule set of a proposed or existing firewall to assure its consistency with your overall security policy.

· Access & Authentication Implementation – Assess and advise on implementation of remote access and authentication to your network. 

· Disk/Email/Data Encryption – Review data encryption standards for your desired media types.  The solutions may range from host-to-host, host-to-firewall or firewall-to-firewall tunneling and VPNs.

· Enterprise Anti-Virus Deployment – Assess anti-virus strategies that are implemented from the firewall, mail hubs, network servers, user workstations or any combination of these depending on your network.

· VPN – Review topology and security configuration of Virtual Private Network implementation.

· Disaster Recovery/Resumption Planning – Review an existing disaster recovery and resumption plan for its soundness in such elements as hot spare alternatives, data backup and recovery, offsite data storage and near-line data storage solutions.  Evaluation is directed at the overall program that would minimize down time to the systems parameters and your requirements.

This comprehensive survey requires approximately five days to complete plus another five days to compile report. This service also includes four hours of consultation services to present the results and assist in your evaluation of the results. 

Deliverables

MSSP will provide the following: 

1. Reports identifying each test that were performed.

2. Information that was gathered regarding your network and vulnerabilities.

3. Reports describing penetration scenarios that would enable you to understand the types of intrusion that might be successful against your system.  

4. Reports defining the risks associated with performing business on the Internet and actions that can be taken to minimize such risk.  

5. Reports generated by the automated analysis tools. 

6. Reports that describe the significant strengths and weaknesses of your security program and make specific recommendations for any needed improvements.

7. A four-hour consultation that will include the final assessment.  This consultation will present the results and assist you in evaluating the results.  The consultation can be provided on-site or via teleconference depending on your requirements.

Other Security Service Capabilities

Network Security Topology Architecture – Provide review and redesign of a customer’s internal network topology and data flow.  This assessment includes review and assessment of internal router access lists and protocol suites with recommendations regarding their security implications.

Network Security –Provide the customer with a managed firewall solution and review and redesign of a customer’s internal network topology and data flow.  This assessment includes review and assessment of internal router access lists and protocol suites with recommendations regarding their security implications.

Configuration Management Methodology – Recommend and implement an approach to security management issues on devices that require secure communications such as PBX voicemail etc.

Incident Crisis Management – Provide technical assistance during or after a voice network fraud incident. We can help analyze the nature of the fraud and make immediate recommendations for the control of the incident and the resumption of normal business. We will determine if any other voice system configurations may contribute to additional vulnerabilities and make further security recommendations or suggest affiliated vendor solutions.

Audio Countermeasure – Provide technical security countermeasure services for sensitive areas (offices, boardrooms, general counsel, finance, data centers, etc.) within a facility, on-site and off-site. 

Investigative Assistance - Provide investigative assistance to determine the possible perpetrators of a voice network fraud incident and suggest law enforcement or other legal means in bringing forward prosecution, if desired or available.

Security Awareness Training – Educate and train selected customer IT and telecommunication professionals, executives and employees in standard security practices for accessing systems as well as proper password and data management procedures.  This training is designed to integrate security into the day-to-day operational environment.

Deliver Certification and Approval Briefings to Upper level Management – Certification is the comprehensive evaluation of the technical and non-technical security features of an Automated Information System (AIS) and other safeguards. Certification actually is comprised of Hardware, Software, Administrative, Procedural, Configuration Management, Physical, Database Management, and Information security.   The certification briefing is prepared by a team of experts who have the knowledge to make judgments as to the level of risk present in the system.  The Certification supports the Approval Briefing.  The Approval Briefing consists of a formal declaration by the Owner of the system that the Automated Information System is approved to operate in a particular security mode using a prescribed set of safeguards.  Approval is the official management authorization for operation of an AIS and is based on the certification process as well as other management considerations.  The approval statement affixes security responsibility with the Owner of the system and shows that due care has been taken for security.

Acquisition Support and Technical Specification Writing – As part of the PDIM (Plan, Design, Implement, Manage) solution, we would assist in the acquisition of recommend components, technically specify each and solicit competitive costs via an RFP or IFB. 

Physical Security Methodology –Support the customer in developing a methodology to secure access to areas where sensitive data may be kept or accessed (i.e. computer rooms, data centers, employee work areas).

Administrative/Procedural Security – Support the customer in developing policies and procedures to secure physical and electronic access to Data Centers, Integration Centers, PBXs and CPE (Customer Premises Equipment) and other critical areas. 


Physical Security Assessment

The integration of physical security and information security can no longer be overlooked.  Not only is physical security a requirement of most compliance initiatives, it is a requirement of a truly complete information security protection plan. QualysGuard’s physical security assessment provides this integration by validating existing physical security access controls, providing recommendations for methods to improve integration between physical and information security, and implementing the recommendations.
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Penetration Testing

Penetration testing activities attempt to gain access through unknown (“blackbox”), partially known (“graybox”) or known (“whitebox”) access methods to our clients physical or logical infrastructure. Penetration testing of the network perimeter is performed in accordance with an agreed upon Rules of Engagement (ROE) document. QualysGuard expends extensive effort to ensure the normal operation of the systems and networks is not disrupted and production data is not affected. Assessment actions will not include denial of service attacks, however, potential denial of service conditions will be identified and actionable findings and recommendations will be delivered in a concise report format.

Wireless Security Assessment

The rapid deployment of wireless networks has resulted in unprecedented exposure for organizations' systems and networks. QualysGuard’s wireless security assessment service analyzes current wireless configurations, identifies vulnerabilities, provides recommendations, and assists in vulnerability remediation.

Secure Source Code Analysis (SCA)
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Our source code analysis services leverage industry leading automated source code scanning tools with seasoned security professional expertise to thoroughly assess the quality and security of virtually any existing code base. During source code analysis reviews, our consultants provide in-depth analysis on proper mitigating techniques essential for timely, accurate and cost-effective remediation. Our assessors are also prepared to consult on topics regarding proper System Development Lifecycle (SDLC) adherence, change management procedures and other best practices paramount for a secure and efficient development team.

