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Making the case

When you boil it all down, businesses are in business to make money.  They do this by bringing in revenues and holding on to the money that comes in by keeping costs less than revenues.  Profits = revenues – expense.

Now, unless you’re a security company, security doesn’t bring in revenues.  Its only contribution is enterprise cost reduction.  Think of a bank without a bank vault and other physical security controls—losses due to robberies would quickly put it out of business.  The physical security controls reduce the risk (cost) of robberies to an acceptable level.

The security industry tends to focus on reducing the cost of risk, but in fact, there are a number of other security related costs that need to be managed:

	Security Cost
	Solution Space

	Risk.  Risk is what you’re going to pay over the long run for security events.  

Security events.  Risk becomes a security event when it happens.

Regulatory compliance.  Spending money to comply with security related regulations may or may not make you more secure, but it’s a cost.
	Threat management.  The threat management space includes: anti-virus, vulnerability management, policy management, IDS, etc.  These are the base tools used to patch the holes in the information highway—reducing costs to the enterprise by reducing the number and harm from security events.

However, reducing the risk isn’t free.  

	Controls are actions taken to reduce risk.  The cost of controls include the costs of hardware, software, support, implementation, maintenance, management and so forth.
	The cost of controls can be reduced by tactical security management—products like eTrust Audit (which collects and correlates log files) and Security Command Center, which monitors and manages security all a company’s security tools.  The goal here is to make expensive security people more productive by automating and enabling.

However, controls have other costs on the organization….

	Infringement costs are pain that security causes other parts of the organization.    For example, if security policy requires users to track 15 different passwords which change every 2 weeks users will lose productivity by managing passwords and by having to get passwords reset when they forget them.  This password resetting causes work (cost) for other parts of the organization, typically the helpdesk.
	Identity management solutions like single sign on and user provisioning tools (Admin) are solutions that reduce the costs of security.  SSO lets users log into all their systems, eliminating the need for them to handle multiple systems.  Admin takes care of the chore of provisioning users on multiple systems.



	Opportunity costs are the costs of forgone opportunities that enterprises don’t engage in because (in this case) security doesn’t permit it—either because there isn’t a flexible and secure infrastructure in place—or because a mismatch in risk tolerance.  
	In the web-enabled space, access management tools provide a level of security that permits enterprises to allow customers and partners into their networks in a safe and controlled way.  In the “old days” we used to simply bar the door.  Today companies say, “The key is under the doormat, come in, the kitchen is the second day on the right—help yourself to anything on the top shelf—but please don’t touch anything else.”

	Lack of funding is perhaps the greatest threat to the security of an organization.
	Negotiated service level agreements are a potent device to align security with the needs of business owners who are the ultimate source of funds.  Having agreement on what’s important and the means to track performance puts everyone on the same page.  SIM / SEM is an ideal platform to track and manage those SLA’s.


Metrics and SLA’s 

A key reason why security continues to baffle upper management is that the security industry has historically exempted itself from the kind of measurement and scrutiny that virtually every other part of the organization endures.  We’ve said (essentially):  “Give us money, but we can’t (or won’t) tell you exactly what’s in it for you.”  Furthermore, you can’t hold us accountable because (as everyone knows):  “There’s no such thing as perfect security.”

To align security with the business objectives of an organization the business owners and security practitioners need to agree on measurable objectives that capture the security needs of the business.  Those are metrics.  Metrics turn into service level agreements when the provider commits to meet a certain standard.  For example, a useful security metric might be:  “98 % of desktop machines have current anti-virus signatures” or “90% of all spam entering the network is identified and quarantined”.

The following table gives examples of metrics and SLA’s taken from NIST’s Special Publication 800-55.  Other sources for metrics could be ISO 17799 / 27001, GLB, HIPAA, etc.

Required enhancements to SIM / SEM

To fully support SLA’s in SIM / SEM some additional tools would need to be provided as well as some integration.

Ideally, SIM / SEM would understand a framework (or more likely multiple frameworks) like FISMA in the Federal Space or ISO 17799 / 27001 in commercial—possibly coupled with additional requirements from GLB or HIPAA.  This framework would support information collection and reporting from both technical and human means and would prompt for reoccurring requirements like quarterly or annual reviews.  At a high level the framework would perhaps provide a percentage of compliance, maybe weighted by importance—in any case a single measure of security policy compliance.  At lower levels the framework would embody the organization’s policy from high level statements down to the detailed procedure level and would guide, audit and prompt as well as monitor compliance with SLA’s.

Some required facilities:

· Checklist.  Holds detailed procedures for things like configuring new machines or performing audits.  Serves as reference for the person doing the implementation and a sign-off that the procedure was followed.  Best practices from eVM should also feed into this.

· Helpdesk for creating and tracking trouble tickets.  This is necessary to collect information on time to complete various activities like responding to security events.

· The asset management system must be extensible to hold all the information about an asset that will need to be reported on—including audit reports and other humanly generated assertions and sign-offs.

· A reminder system for periodic events; probably generates a helpdesk ticket for tracking, but the results need to be accessible for reporting.

· Searchable and user extendable knowledge base for capturing local information.


