SSO Application Wrapper Standard Specifications
SSO Wrappers are provided for applications with a distinct set of standard functions. These functions include technical features that handle credentials, errors, and multiple instances. Wrappers are also customizable to fit their surrounding environment. The standard technical and customizable functions are listed below. All functionality other than the standards listed here, or other agreed-upon functionality, must be approved by project stakeholders and may result in a re-estimation of project costs and schedule. 

Suggested Standard Functionality Provided for all wrappers:
1) Wrappers Handle 

2) Single Environment / Database 

3) Enrollment 

4) Standard Logins 

5) Invalid Logins 

6) Multiple Login Attempts 

7) Multiple Application Instances 

8) Parameters 

9) Expired Passwords
10) Graceful Logoff 

11) AutoUpdate 

12) Unexpected Application Problems 

13) Software Installation Errors 

14) Wrappers Customize 

15) Application Link Names 

16) Error Messages, including Help Desk contact information 

Enrollment 
Users are prompted to enter usernames and/or passwords to enroll. Enrollment occurs when a user’s SSO username and/or password is blank at the time of login. 

Standard Login 
Wrappers launch the application and enter the username and password at the login prompt. 2 of 3 

Invalid Login 
Invalid logins are handled by prompting the user to re-enter his/her password. Wrappers will re-submit the username and password to the application and attempt to login again. 

Login Attempts 
Wrappers follow the Invalid Login sequence for a maximum number of three (3) attempts. Upon failure of the third attempt, Wrappers present the user with a custom error message.
Multiple Application Instances 
Wrappers determine when to allow multiple application instances by following the application’s standard behavior, as it is configured by you. 
Parameters 
The two (2) standard parameters Wrappers use for identification and authentication are the user’s application username and application password. 

Expired Password 
If a user’s password expires within an application, the Wrapper will detect that the password has expired, and prompt the user to enter a new password. The user does not need to remember his/her password at this prompt. 

Graceful Logoff 
When a user logs off SSO, all applications the user has opened via SSO are closed. Wrappers close the applications without attempting to “Log Off.” If an application requires a graceful logoff, Wrappers perform a graceful logoff prior to closing the application. 

AutoUpdate 
Wrappers perform an AutoUpdate check each time they run by default. If the AutoUpdate check determines that new files are available, the Wrapper closes, performs a file update, and reopens. 

Unexpected Application Problems 
If Wrappers run into application problems (e.g., unhandled errors), they leave the application running rather than closing it. If Wrappers run into an unhandled situation, the application remains open. Software Installation Errors If the wrapper encounters an installation error or an instance where the software is not installed, then the wrapper would present the user with an appropriate error message. 

Link Name 
Link names appear to end users, and are how users open their SSO-enabled applications. Wrappers are configured to display the link name of your choosing. This is normally the name most familiar to the users. Error Messages Error messages occur when users run into problems the Wrappers cannot resolve. Wrappers are configured to display the Help Desk number of your choosing.
Standard Functionality for published wrappers 

1) Wrappers Published on VMware Manage 

2) Application Instances 

3) Roaming Published Applications 

4) Single Instance per Workstation Roaming Exception 

Roaming Published Applications 
A user can roam published applications by locking the current desktop session; this will disconnect the session. Once a session has been disconnected, it can be reconnected by selecting a link from the SSO desktop. 

Single Instance per Workstation Roaming Exception 
If a client does not want an application to roam because of client name restrictions or for any other reason, Wrappers can be configured to prevent roaming from occurring.
