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Summary and Recommendation 

This document was prepared for Corporate IT Architecture teams to provide information regarding security guidelines and best practices that will be relevant during a MOSS 2007 implementation.  

SharePoint Security Planning Overview

Security within SharePoint can cover a lot of ground from the management for single list items to securing your web server.  One of the most comprehensive resources on the topic is the Microsoft TechNet deployment and planning website, specifically the section on security planning.

Active Directory

The main source of authentication that will be used for Corporate’s projects will be Active Directory Authentication. SharePoint automatically connects to the primary AD used by the domain that the web servers are connected to. For meta-data information for user profiles administrators will also be performing Active Directory Profile Imports through an administration GUI called Central Administration. From there the administrator will create custom connections to other domains as needed. In the future forms authentication will be used combined with Active Directory authentication for the corporate websites.

Active Directory authentication through SharePoint can mistakenly be thought of as a rather complicated process. That is an incorrect assumption. What is mistaken for complexity can be handled rather easily by proper planning and execution. Once a MOSS (Microsoft Office SharePoint Server) Server is connected to a domain as long as it has read access to AD (this should be by default) an administrator / power user can add users depending on roles, etc from active directory to a site(s), document libraries and other lists, and even as granular as the document item level.

Microsoft Best Practices suggests using Active Directory Groups to validate users. These Active Directory groups can then be assigned to SharePoint groups that determine the roles and permissions of the users belonging to that group. Using this schema, new users can be added to the appropriate Active Directory group and automatically be granted the appropriate permissions in SharePoint. 

SharePoint Groups

The SharePoint groups required for Corporate’s business do not closely mirror the default groups created during installation. The recommendation is to create groups for the following roles. Permissions can then be assigned to the groups. Users will be associated with a SharePoint group based on their Active Directory group. 

Suggested SharePoint groups would be a sample representing each major business department need their own groups IT Admin:

· IT Contributor, 

· IT Viewer, 

· HR Admin, 

· HR Contributor, 

· HR Viewer)

· And an overall admin group 

Business Service Developers

These are IT developers focused on providing value-added common business services to all customer solutions teams. Their technical depth is high and a CAF targeted at these users would be similar to what is provided by SOA today.

Project examples:

· Visual Studio Project Templates and Wizards: a set of wizards and project templates that stub out a project for the creation of deployable WSP files.

· SOA Feature: MOSS Feature developed in Visual Studio that provides baseline SOA Service Agent functionality to any and all custom development done on MOSS.  When changes occur to the MOSS framework, project can be updated and deployed at the farm level

· Ajax Feature:  MOSS Feature developed in Visual Studio that provides baseline AJAX functionality to any and all custom development done in MOSS.  When changes occur to the Microsoft Ajax framework, project can be updated and deployed at the farm level

· Common BDC Connections: BDC connections are most likely to be used by Business Analysts to solve user problems without custom development.  For example, a BDC connection could be established that sync’s up project information into a standard SharePoint list.  Any BDC connections that are created as a “common” service for anyone to use should be maintained by this composer

· SilverLight Feature:  Developing a feature for deploying SilverLight applications in a SharePoint site using a custom field control, or some other technique.

Standards that apply:

· Visual Studio project standards for WSP solutions.  This includes Project organization and layout, digital signing, feature receivers, namespaces, etc.

· Modification of web.config file for server deployment

· Deployment of files to non-standard locations (WSDL, config files, etc.)

· All development standards listed under “Customer Solution Developers”

Customer Solution Developers

These are IT developers focused on creating customer-centric solutions by leveraging software infrastructure. Their technical depth is moderate to high and a CAF targeted at these users would need to abstract away service creation and assembly.

Project examples:

· Feature based “site” application utilizing ASP.NET pages

· Feature based “_Layouts” application utilizing ASP.NET pages

· Custom Web Parts

· Custom Controls

· WCM based site

· InfoPath forms that require custom code to retrieve information from SOA

Standards that apply:

· Develop standards for SilverLight application deployment

· Standards for AJAX usage in the context of SharePoint

· Web part development standards

· ASP.NET application page development and deployment standards

· _Layouts application development and deployment standards

· Event Handler standards and guidelines

· Feature Receiver standards and guidelines

· Deployment Project Standards.

· MOSS object model best practices, standards, and techniques.

· ASP.NET application pages for WCM pages

· Custom code standards for InfoPath forms

· Naming Conventions for feature assemblies, features, services, applications, pages, web parts, workflows, InfoPath forms, form objects, WCM placeholders, etc

· All standards under Business analyst when out of the box SharePoint functionality is used within project

Business Analysts

These are customer consultants focused on helping customers determine which business needs are best met with technology. Their technical depth is moderate and a CAF targeted at these users would draw many features from current BPM platforms.

Project examples:

· Implementing site columns and custom content types for a particular site or site collection

· Designing custom InfoPath forms utilizing stock workflows

· Developing document libraries that implement workflow

· Developing “Document Library Template” for re-use

· Developing “Custom List Template” for re-use

· Developing a “Site Template” for re-use

Standards that apply

· “Document Library Template” Creation

· “Custom List Template” Creation

· Naming conventions for site columns, content types, libraries, doc library templates, list templates, site templates, InfoPath forms, form objects

End Users

These are the users of the solutions created by customer solutions teams. Their technical depth is low and a CAF targeted at these users would need to abstract away nearly all of the technical aspects of application creation and should provide very intuitive context- and metadata-driven methods for application assembly and customization.

· There are no specific project examples for this.  End users will use the SharePoint portal for any number of solutions

· Develop training plan for end users 

· Develop guidelines and best practices for out of the box functionality

· Develop guidelines and best practices for consuming custom solutions developed by corporate (Features, Templates, etc)

About site security elements

Regardless of what type of site you are creating, the security for your site includes the following five elements: 

· Individual user permissions: Individual permissions that grant the ability to perform specific actions. For example, the View Items permission grants the user the ability to view items in a list. Farm administrators can control which permissions are available for the server farm by using the User Permissions for Web Application page in Central Administration. (To get to this page, on the Application Management page, under Application Security, click User permissions for Web application.)

· Permission level: A pre-defined set of individual user permissions that grant users permission to perform related actions. The default permission levels are: Limited Access, Read, Contribute, Design, and Full Control. For example, the Read permission level includes the View Items, Open Items, View Pages, and View Versions permissions (among others), all of which are needed to read documents, items, and pages of a SharePoint site. Permissions can be included in multiple permission levels. Permission levels can be customized by anyone assigned to a permission level that includes Manage Permissions.

· User: A person with a user account that can be authenticated through the authentication method used for the server. You can add individual users and directly assign a permission level to each user; users do not have to be part of a group. We recommend that you assign permissions to groups rather than users. Because it is inefficient to directly maintain user accounts, you should only assign permissions on a per-user basis as an exception.

· Group: A group of users. Can be a Windows security group (such as Department_A) that you add to the site, or a SharePoint group such as Site Owners, Site Members, or Site Visitors. Each SharePoint group is assigned a default permission level, but the permission level for any group can be changed as needed. Anyone assigned a permission level that includes the Create Groups permission (included in the Full Control permission level by default) can create custom SharePoint groups.

· Securable object: Users or groups are assigned a permission level for a specific securable object: site, list, library, folder, document, or item. By default, permissions for a list, library, folder, document, or item are inherited from the parent site or parent list or library. However, anyone assigned a permission level for a particular securable object that includes the Manage Permissions permission can change the permissions for that securable object. By default, permissions are initially controlled at the site level, with all lists and libraries inheriting the site permissions. Use list-level, folder-level, and item-level permissions to further control which users can view or interact with the site content. You can return to inheriting permissions from a parent list, the site as a whole, or a parent site, at any time.

About Assigning Permissions

You can assign a user or group a permission level for a specific securable object (site, list, or item). Individual users or groups can have different permission levels for different securable objects. 

· Site administrators and members of the Site Owners group (or users granted Manage Web Site permissions in their permission levels) create groups and assign permission levels for the site as a whole.

· List or library administrators (or users granted Manage Lists permissions in their permission levels) can specify more or less restrictive permissions for their list or library (or a folder within the list or library) by adding or removing users or groups, or by changing the permission levels for users or groups.

· Item or document creators can specify more or less restrictive permissions for an item or document by adding or removing users or groups, or by changing the permission levels for users or groups.

Requirement

Provide a break-down of all our groups and the permissions that should be granted to each group. The recommendation to control permissions at the highest level possible makes sense (minimize the per-item custom settings)

About fine-grained permissions and permission inheritance

You can use fine-grained permissions (permissions on the list or library, folder, or item or document level) to more precisely control what actions users can take on your site. The following securable objects are available for permission assignments: 

· Site: Controls access to the site as a whole.

· List or library: Controls access to a specific list or library.

· Folder: Controls access to a folder's properties (such as the name of the folder).

· Item or document: Controls access to a specific list item or document.

Permission inheritance and fine-grained permissions

By default, permissions for the elements within a site are inherited from the site. However, you can break this inheritance for any securable object at a lower level in the hierarchy by editing the permissions (creating a unique permission assignment) on that securable object. For example, you can edit the permissions for a document library, which breaks the inheritance from the site. However, the inheritance is broken for only the particular securable object for which you assigned permissions; the rest of the site's permissions are unchanged. You can return to inheriting permissions from the parent list or site at any time. 

Permission inheritance and subsites

Web sites are themselves a securable object to which permissions can be assigned. You can configure subsites to inherit permissions from a parent site or create unique permissions for a particular site. Inheriting permissions is the easiest way to manage a group of Web sites. However, if a subsite inherits permissions from its parent, that set of permissions is shared. This means that owners of subsites that inherit permissions from the parent site can edit the permissions of the parent. If you want to change permissions for the subsite alone, you must stop inheriting permissions and then make the change. 

Subsites can inherit permissions from a parent site. You can stop inheriting permissions for a subsite by creating unique permissions. This copies the groups, users, and permission levels from the parent site to the subsite, and then breaks the inheritance. If you change from unique permissions to inherited, then users, groups, and permission levels start being inherited, and you lose any users, groups or permission levels that you uniquely defined in the subsite. Permission levels can also be inherited (and they are, by default), such that the Read permission level is the same, no matter what object it is applied to. You can break that inheritance by editing the permission level. For example, you might not want the Read permission level on a particular subsite to include the Create Alerts permission). 

Choose which levels of site security to use

When you create your permission structure, it is important to find the balance between ease of administration, performance, and the need to control specific permissions for individual items. If you use fine-grained permissions extensively, you will spend more time managing the permissions, and users may experience slower performance when they try to access site content. As with any server or Web site, it is also important to follow the principle of least privilege when it comes to authorizing access to the site:

· Users should have only the permission levels they need to use. 

· Begin by using the standard groups (such as Members, Visitors, and Owners) and controlling permissions at the site level for the easiest administration experience. 

· Make most users members of the Visitors or Members groups. 

· Limit the number of people in the Owners group to only those users whom you want to allow to change the structure of the site or change site settings and appearance. 

Note: By default, users in the Members group can contribute to the site, adding or removing items or documents, but cannot change the structure of the site or change site settings or appearance. 

· You can create additional SharePoint groups and permission levels if you need more control over the actions that your users can take. 

· If there are particular lists, libraries, folders, items, or documents that contain sensitive data and must be even more secure, you can grant permissions to a specific group or individual user. 

Note: Be aware, however, that there is no way to view all of the permissions specific to lists, libraries, folders, items, or documents within a site. This means that it is difficult to quickly ascertain who has permissions on which securable objects and also difficult to reset any fine-grained permissions in bulk. 

Plan for permission inheritance

It is easiest to manage permissions when there is a clear hierarchy of permissions and inherited permissions. It gets more difficult when some lists within a site have fine-grained permissions applied, and when some sites have subsites with unique permissions and some with inherited permissions. As much as possible, arrange sites and subsites, and lists and libraries so they can share most permissions. Separate sensitive data into their own lists, libraries, or subsites. 

For example, it's much easier to manage a site that has permission inheritance as illustrated in the following table. 

	Securable object 
	Description 
	Unique or inherited permissions 

	SiteA 
	Group home page 
	Unique 

	SiteA/SubsiteA 
	Sensitive group 
	Unique 

	SiteA/SubsiteA/ListA 
	Sensitive data 
	Unique 

	SiteA/SubsiteA/LibraryA 
	Sensitive documents 
	Unique 

	SiteA/SubsiteB 
	Group shared project information 
	Inherited 

	SiteA/SubsiteB/ListB 
	Non-sensitive data 
	Inherited 

	SiteA/SubsiteB/LibraryB 
	Non-sensitive documents 
	Inherited 


Comparatively, it is not so easy to manage a site that has permission inheritance as illustrated in the following table. 

	Securable object 
	Description 
	Unique or inherited permissions 

	SiteA 
	Group home page 
	Unique 

	SiteA/SubsiteA 
	Sensitive group 
	Unique 

	SiteA/SubsiteA/ListA 
	Non-sensitive data 
	Unique, but same permissions as SiteA 

	SiteA/SubsiteA/LibraryA 
	Non-sensitive documents, but with one or two sensitive documents 
	Inherited, with unique permissions at the document level 

	SiteA/SubsiteB 
	Group shared project information 
	Inherited 

	SiteA/SubsiteB/ListB 
	Non-sensitive data, but with one or two sensitive items 
	Inherited, with unique permissions at the item level 

	SiteA/SubsiteB/LibraryB 
	Non-sensitive documents, but with a special folder containing sensitive documents 
	Inherited, with unique permissions at the folder and document level 
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