Alarm Response Review

This is a method of discovering alarm procedure and equipment in an organization through discovery of guard and electronic monitoring.

Expected Results: 

1) List of alarm types

2) List of alarm triggers

3) Map of alarm procedure

4) List of persons involved in alarm procedure

5) List of containment measures and safety precautions triggered by

6) Alarm

Tasks to perform for a thorough Alarm Response review:

1) Enumerate alarm devices

2) Map alarm trigger procedures

3) Map alarm activated security reflexes

4) Discover persons involved in an alarm procedure

5) Test alarm escalation

6) Test alarm enablement and disablement

7) Test alarm devices for limitations and weaknesses

8) Test alarm devices for denial of service attacks

9) Test alarm procedures for Denial of Service attacks
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