Access Controls Testing Overview
This is a method of testing access privileges to an organization and its assets through physical access points.

Expected Results: 

1) List of physical access points

2) Types of authentication

3) Types of alarm systems

4) List of alarm triggers

Tasks to perform for a thorough Access Controls test:

1) Enumerate access control areas

2) Examine access control devices and types

3) Examine alarm types

4) Determine the level of complexity in an access control device

5) Determine the level of privacy in an access control device

6) Test access control devices for vulnerabilities and weaknesses

7) Test access control devices against Denial of Service

