Windows 2000 Security

Authentication is performed by the system to be sure the user is really who they claim to be. Authentication may be done at and for a local computer or at a global level for a domain using domain controllers across the network. Windows 2000 supports the following types of authentication: 

· Kerberos V5 (RFC 1510) - An internet standard authentication protocol which is the default protocol for Windows 2000 computers within a domain. This is not used for computers in different forests. 

· Windows NT LAN Manager (NTLM) - Used to authenticate users from Windows 95, 98, and NT systems. Windows 2000 Active Directory must be operating in mixed mode to use this authentication method. 

· Secure Sockets Layer/Transport Layer Security (SSL/TLS) - Requires certificate servers and is used to authenticate users that are logging onto secure web sites. 

· Smart card 

Authentication uses X.509 standard and kerberos. 

Additional security features include IPSec for Virtual Private Networking (VPN) encryption, and Encrypting File System (EFS) to encrypt file contents. 

Kerberos

Kerberos was developed at Masachussets Institute of Technology (MIT). Kerberos uses a Kerberos Domain Controller (KDC). The kerberos ticket is proof that the client has permission to access the resource. 

NTLanman Authentication

NT 4.0 uses NTLanman (NTLN) authentication where a domain controller authenticates clients and passes a token. The server with the resource contacts the domain master to find out if the client has access permission. 

Encrypting File System (EFS)
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A public and private key system is used to control the encryption and decryption of files on the EFS which runs as a service. The encryption process breaks the files into blocks and encrypts each block with a different one of multiple symmetric keys. The keys are stored inside the file header in a Data Decryption Field (DDF) and a Data Recovery Field (DRF). 
This file header is encrypted and can only be decrypted with a recovery agent or using the user private key. The key used to encrypt the file is encrypted using the user account X.500 certificate and stored in the file. Different keys are used to encrypt different files so someone cannot get a key from one file and use it to decrypt another file. 
The encryption keys are never written to memory paging files. 

Files or directories may be encrypted, but the contents of directories are encrypted together. Files cannot be encrypted across the network by EFS. Files that are moved are still encrypted, but the files must be moved to other NTFS volumes. 
Files that are move to an encrypted folder are encrypted when they are moved. If applications that are setup to store temporary files, store those files in an encrypted directory, the temporary files are encrypted. 

To do EFS recovery the user must be designated an EFS recovery agent in Group policy and have an EFS Recover Agent certificate. When recovery agents are used to recover files, the keys are not recovered and cannot be copied. 
To decrypt files, the recovery agent unlocks the Data Recovery Field (DRF) using the public key. Recovery keys can only be used to decrypt files that were encrypted after the recovery key was created. 

The cypher.exe command line program can be used to perform encryption and decryption. Command line options: 

· /d - Decrypt files or folders. 

· /e - Encrypt files or folders. 

· /f - Force encryption or decryption regardless of the file or folder current state. Encrypt all files. 

· /I - Ignore errors. 

· /q - Only report essential information. 

· /s - Encrypt all subdirectories and files in a directory. 

A filename parameter is required on the command line to specify the name of a file or directory. 

SSL

Secure Sockets Layer (SSL) is used to encrypt data going across the network.

